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Android Hybrid Apps

Web 
 component in 

Javascript 
(Runs in an 

embedded browser, 
within the app)

Android Component 
In Java/Kotlin 

(compiled to .dex 
files)

Hybrid  App
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Runs in two different 
threads

Runs in two different 
threads



WebView Programming Model

[m0, m1, m2, …, mn]

Methods shared between 
 host to guest
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[v0, v1, b2, …, vn]

Variables shared between  
host and guest

Host Language Guest Language



Multilingual Programming in Hybrid Apps
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1. foo(WebView myWebView) { 
2.   JSObj js = new JSObj(); //obj@iface 
3.   myWebView.addJavaScriptInterface(js,”jsobj”) //webview 
4.   myWebView.evaluateJavascript(“set()”); 
5.   myWebView.loadUrl("javascript:alert('Hello World')"); 
6.   myWebView.loadUrl(“https://www.google.com“); 
7. }

1. class JSObj {
   …

10.    @JavaScriptInterface
11.    public void setValue(Object p) {
12.       this.f = p;
13.    }

200. }

21. set() {
22.   x = new Object() // obj@x 
23.   x.f = JSON.parse(api.getResult())
24.   v = x.f
25.   jsobj.setValue(v)
26. }

Java
Javascript

APIs



Multilingual Programming in Hybrid Apps
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1. foo(WebView myWebView) { 
2.   JSObj js = new JSObj(); //obj@iface 
3.   myWebView.addJavaScriptInterface(js,”jsobj”) //webview 
4.   myWebView.evaluateJavascript(“set()”); 
5.   myWebView.loadUrl("javascript:alert('Hello World')"); 
6.   myWebView.loadUrl(“https://www.google.com“); 
7. }

1. class JSObj {
   …

10.    @JavaScriptInterface
11.    public void setValue(Object p) {
12.       this.f = p;
13.    }

200. }

21. set() {
22.   x = new Object() // obj@x 
23.   x.f = JSON.parse(api.getResult())
24.   v = x.f
25.   jsobj.setValue(v)
26. }

Java
Javascript

Shared/Bridge methods



Multilingual Programming in Hybrid Apps
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1. foo(WebView myWebView) { 
2.   JSObj js = new JSObj(); //obj@iface 
3.   myWebView.addJavaScriptInterface(js,”jsobj”) //webview 
4.   myWebView.evaluateJavascript(“set()”); 
5.   myWebView.loadUrl("javascript:alert('Hello World')"); 
6.   myWebView.loadUrl(“https://www.google.com“); 
7. }

1. class JSObj {
   …

10.    @JavaScriptInterface
11.    public void setValue(Object p) {
12.       this.f = p;
13.    }

200. }

21. set() {
22.   x = new Object(); // obj@x 
23.   x.f = JSON.parse(api.getResult());
24.   v = x.f;
25.   jsobj.setValue(v)
26. }

Java
Javascript

Shared variablesBridge/Interface variable



Information Flow Analysis
Inter-language Threat Model For Bridge Objects
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Hybrid  App

SynchJS.setValue(…)

do_getOffer().uses_tpn

Integrity Violation

Untrusted 
Data

interfaceObj.getValue()

sink(…)

Confidentiality Violation

Confidential
Data



Peculiarities in WebView Brigde Communication 
Flow-Sensitive Update of Bridged Object
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1. wv.addJavasriptInterface(ifcObj,”ifcObj");
2. ifcObj.g = “publicData";  
3. wv.loadUrl(“read()”);  
4. ifcObj.g = "secret";

1.function read() {
2.   var x = ifcObj.getG();
3.   leak(x);
4.}
5.

Fetches the value 
“secret”loadUrl is called 

before line 4

1. wv.addJavasriptInterface(ifcObj,”ifcObj");
2. ifcObj.g = “publicData";  
3. wv.loadUrl(“update()”);  
4. ifcObj.g = "secret"; Fetches the value “1”

1.function update() {
2.  ifcObj= {
3.     getG: function () {
4.        return "1";
5.      }
6.  };
7.  var x = ifcObj.getG(); // x = “1”
8.}

Overrides the 
interfaced method 

getG()

1. wv.addJavasriptInterface(ifcObj,”ifcObj");
2. ifcObj.g = “publicData";  
3. wv.loadUrl(“update()”);  
4. ifcObj.g = "secret";

1.function delete() {
2.  delete ifcObj;
3.  var x = ifcObj.getG();
4.}

Ignores the delete 
operations

Deletes the bridge 
object
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IFDS/IDE Analysis

IWanDroid: Information Flow Analysis on WebView

Extract Bridge Interface Details

Bridge Method 1 Bridge Method 2 loadUrl invoking 
methods 1 Javascript Code[ ]
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Phase 1: Analysing Bridge Method Phase 2: Information Flow Analysis  
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Summary Information

Summary information for
Confidentiality violations

Summary information for
Integrity violations



{Transitive closure  
over edges is
 called as a 
path edge?

IFDS/IDE Analysis

s=secret()

l=s

p=l

p=public()

Transfer functions 
to compute reachability

Computes
Information Flow Labels

λy . H

Meet

Information flow labels

λy . L

Computes certain dataflow analyses problem with graph reachability

p l s0Dataflow Facts  

Sensitive Data

Public Data

Summary path edges

leak(p)

Determine if 
“secret” is leaked

f1(S) = S ∪ {p}

f3(S) = if s ∈ S then S ∪ {l} else S

f2(S) = S ∪ {s}

f4(S) = if l ∈ S then S ∪ {p} else S

Add “p” to the solution 

Add “s” to the solution 

Add “l” to the solution if “s” is already present 

Add “p” to the solution if “l” is already present 
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Analysis: Phase 1

Forward analysis to discover  
the set of access-paths modified  

by the input parameters to the function

Identify variables which are likely to influenced

12

@JavaScriptInterface 
set(Object t) { 
    var x = t; 
    this.secret = x; 
} 

this
this.s
ecret x t

9 
10 
11 }Transitive closure  over 

edges is
 called as a 
path edge

Summary path edges

10 
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Analysis: Phase 2

Backward Taint Analysis using access graphs from Phase 1“

Access paths 
summaries from Phase 1

Analyse Invoking Methods: Backward Taint Analysis
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1. foo() { 
2.    BridgeObj ifcObj = new BridgeObj(this) 
3.    ifcObj.set(“public"); 
4.    webView.evaluateJavascript(“get()”); 
5.    var imei = getImei(); 
6.    ifcObj.set(imei); 
7. }

ifcObj
.secret imei public

H

L

ifcObj

Access paths from 
Phase-1

1. foo() { 
2.    BridgeObj ifcObj = new BridgeObj(this) 
3.    ifcObj.secret = “public”; 
4.    webView.evaluateJavascript(“get()”); 
5.    var imei = getImei(); 
6.    ifcObj.secret = imei; 
7.  }

ifcObj.secret = H

Line 3

Line 6



Analysis: Phase 3
Analyse Javascript Analysis : Forward Taint Analysis
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One of the parameters to the  
bridged interface is public?

Replace the summary information  
use it in taint analysis

function function1() {
    var x = api().getResult;
    ifcObj.set(x); //integrity-violation
}

9 
10 
11 
12

x
ifcObj.secret

function function2() {
    var x = ifcObj.get();
    leak(x); //confidentiality-violation
}

19 
20 
21 
22

x
ifcObj.secret

H

L

@JavaScriptInterface 
get() { 
    return this.secret; 
}

ifcObj.secret = H

Line 10

Line 11

Line 20

Line 21

From summary 
ifcObj.secret

From summary 
ifcObj.secret



Analysis: Phase 3
Analyse Javascript Analysis : Forward Taint Analysis

1. wv.addJavasriptInterface(ifcObj,”ifcObj");
2. ifcObj.g = “publicData";  
3. wv.loadUrl(“update()”);  
4. ifcObj.g = "secret"; Fetches the value “1”

1.function update() {
2.  ifcObj= {
3.     getG: function () {
4.        return "1";
5.      }
6.  };
7.  var x = ifcObj.getG(); // x = “1”
8.}

Overrides the 
interfaced method 

getG()
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ifcObj

Line 2: Since the defined 
here, the edge is not 

propagated 

Line  7: Triggers a 
backward analysis to 

find the target

Line 2

Line 7



Evaluation

•How does IwanDroid compare to the HybriDroid and LuDroid?

Precision

HybriDroid  
Microbenchmarks

IWandDroid Benchmarks

19 Microbenchmarks
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Evaluation

•How scalable is IWanDroid on large application?

Scalability

IwanDroid identified 136 confidentiality and 142 
integrity violations.

687 apps from F-Droid Store 

Criteria: 
1. Relatively large apps 
2. App should have addJavaScript enabled
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Reflections

•Defined a confidentiality and integrity threat model for Hybrid apps
•IWanDroid to detect the confidentiality and integrity violations without 

analysing the whole program

IWandDroid
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