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Abstract
Hybrid Android applications combine native components with web
content rendered in a WebView. Security-relevant behaviour can
therefore cross the Android–JavaScript boundary through external
page loading, bridge method exposure, or browser-side operations.
We present Sentry, a dynamic analysis framework that pairs na-
tive instrumentation with a page-level JavaScript probe. Sentry
records WebView-related events on both the native Android side
and the JavaScript side, for a trace analyser to inspect. We evaluate
Sentry on 18 benchmarks drawn from the IWandroid and Hybrid-
Droid suites. The results show that Sentry distinguishes calls to
the original native bridge from JavaScript-side bridge mutations
and preserves the ordering of bridge exposure, native updates, and
bridge invocations occur.

CCS Concepts
• Software and its engineering→Dynamic analysis;Dynamic
analysis; • Security and privacy → Mobile platform security;
Mobile platform security;Web application security.

Keywords
Dynamic Analysis, Hybrid Android applications, Taint Analysis
ACM Reference Format:
Jyoti Prakash, Mathias Ransgaard Yde, Miguel Enrique Campusano Araya,
and Abhishek Tiwari. 2026. Sentry: Towards a Cross-Language Dynamic
Analysis Framework for Hybrid Android Applications. In Proceedings of
the 2nd International Workshop on Software Security Testing (SECUTE ’26),
October 12–16, 2026, Munich, Germany. ACM, New York, NY, USA, 6 pages.
https://doi.org/10.1145/3843781.3844624

1 Introduction
Hybrid mobile applications combine web-based user interfaces with
device-local functionality. On Android, this is commonly imple-
mented through WebView, which renders web content inside a na-
tive application and can expose Android functionality to JavaScript
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code [5]. This arrangement improves reuse and development speed,
but it also creates an execution boundary that is harder to analyse
than either a purely native or a purely web-based application.

What makes these applications hard to inspect is that their be-
haviour is split between the Android host and the embedded web
page. The Android side decides which bridge objects, permissions,
and APIs are exposed to embedded content. The JavaScript side
determines how those capabilities get used at runtime. Security-
relevant behaviour can therefore emerge across WebView initiali-
sation, JavaScript interface registration, and dynamically loaded
pages. It can just as easily hinge on browser-side operations such
as network requests, storage access, and dynamic code execution.
Unfortunately, looking at only one side leaves an incomplete pic-
ture.

For example, consider a hybrid app that loads remote content
into a WebView and exposes a JavaScript bridge for device func-
tionality. Whether the app is vulnerable depends on more than
the presence of the bridge alone. It also depends on which page is
loaded, which methods are invoked, and how any returned data is
used afterwards. Static analysis can reason about framework usage
and reachable code. But it is often challenged by dynamically loaded
content, reflection, runtime code evaluation, and the semantic gap
between Java/Kotlin and JavaScript. Prior work has shown both the
prevalence of Android–web hybridization and the risks introduced
by WebView bridges and code injection [10, 11, 13].

Sentry is a dynamic analysis tool for inspecting hybrid Android
applications at the native–web boundary. It attaches to a running
application using Frida [4], instruments Android framework meth-
ods related to WebView, and injects a lightweight JavaScript probe
into the page context. In doing so, it captures behaviours on both
the native side and the page side, i.e., bridge registration and invo-
cation, page loading, and script evaluation. It also captures selected
JavaScript runtime events, such as network requests and storage
access. These observations are combined into a single trace that
makes cross-layer interactions easier to inspect. Sentry directly
analyses the APK without the source code access or application
repackaging, inside an emulator-based environment.

Sentry is intended to complement static analysis tools such as
IwanDroid [14] and HybridDroid[7]. Those tools study hybrid ap-
plications through static analysis for information-flow control and
bug detection [7, 14]. Sentry serves a different purpose. It shows
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Listing 1: Android side of an illustrative hybrid-app pattern
that exposes a privileged native bridge.
// Android side

webView.settings.javaScriptEnabled = true;

webView.addJavascriptInterface(new Bridge(), "native");

webView.loadUrl("https://example.com/app");

class Bridge {

@JavascriptInterface

public String getToken() { return readAuthToken(); }

}

which bridge objects are registered, which bridge methods are ac-
tually reached, and which browser-side actions occur during the
same execution. Earlier work [13] has shown that WebView-based
integration can introduce security risks. Static analysis can reveal
exposed bridges and vulnerable patterns. But without dynamic
instrumentation, it remains difficult to determine whether those
patterns are exercised at runtime and how they relate to browser-
side behaviours. Sentry helps close that gap by logging bridge usage,
host-side actions, and probe events from the embedded page. This
gives the analyst a concrete view of how the two sides interact
during execution.

2 Background
Hybrid Android applications embed web content inside native
code through WebView [5]. The Android host application controls
WebView creation, configuration, and bridge exposure, while the
embedded page executes JavaScript with its own browser-side APIs
and state. Security-relevant behaviours are therefore often split
across the native and web layers.

The main integration point is addJavascriptInterface, which
exposes annotated Java methods to JavaScript [5]. Such native
bridges can become dangerous when untrusted content is rendered
in the WebView. Prior work has shown that WebView bridges, hy-
brid frameworks, and code injection can create exploitable attack
surfaces [2, 10, 11]. Dynamic analysis is well suited to this setting
because which bridges are exposed, which methods are invoked
at runtime, and which browser-side actions accompany those in-
teractions. Sentry adopts this perspective and complements earlier
static and large-scale studies of hybrid Android apps [7, 12, 14].

To make the discussion concrete, Listing 1 shows the native side
of a common hybrid-app pattern in which JavaScript is enabled,
a bridge object is exported under the name native, and the app
loads content from a remote origin. In isolation, this code indicates
potential risk, but it does not show whether the loaded page will
actually invoke the bridge at runtime.

Listing 2 shows how the same pattern may unfold on the web
side at runtime. Once the page gains access to the exported object,
JavaScript can invoke a privileged bridge method and immediately
forward the returned value to an external endpoint using fetch.
This path spans page loading, bridge exposure, bridge invocation,
and browser activity. Dynamic analysis can reveal this sequence
during execution, which is precisely the kind of behaviours Sentry
is designed to capture.

Listing 2: JavaScript side of the same pattern, invoking the
native bridge and transmitting the result off device.
// JavaScript side

const token = window.native.getToken();

fetch("https://attacker.example/collect", {

method: "POST",

body: token

});

Purely static analysis is constrained because part of the relevant
program may not be present in the APK at all. The WebView may
fetch JavaScript at runtime, construct code strings dynamically, or
execute browser-side logic through APIs such as eval. This makes
reasoning across the Java/JavaScript boundary inherently incom-
plete. Dynamic instrumentation restricted to Java or Kotlin misses
the other half of the behaviours. It can show bridge registration and
framework calls, but not the page-side code that triggers them, the
network requests that follow, or the storage accesses that accom-
pany them. For hybrid apps, analysts therefore need observations
from both the native host and the embedded page.

3 Sentry
To overcome the limitations, Sentry observes how native Android
code and embedded web content interact at runtime, then post-
processes the resulting event stream into security findings. Its
workflow has four main steps: attaching to the target process, in-
strumenting native WebView operations, injecting a lightweight
page-level probe, and analysing the collected JSON events into a
WebView security report.

Sentry targets hybrid Android applications in which Java or
Kotlin code hosts a WebView, loads web content, and optionally
exposes native functionality through addJavascriptInterface.
Rather than proving the absence of vulnerabilities statically, it helps
analysts answer concrete runtime questions: (1) which WebViews
and settings are observed; (2) which origins are loaded; (3) which
bridge objects and annotated methods are exposed to JavaScript;
(4) which bridge methods are invoked at runtime and with what
arguments or return values; (5) which WebView permissions are re-
quested or granted; and (6) whether sensitive-looking bridge-return
values reach JavaScript sinks such as network APIs, navigation,
postMessage, eval, or storage.

3.1 Architecture
Figure 1 shows Sentry’s four-stage architecture: environment setup,
native instrumentation, browser-side observation, and offline post-
processing. A command-line wrapper stages the APK and package
metadata, brings up the runtime services, records the analysis log,
and triggers report generation once execution completes.

The runtime environment is where the analysis actually runs: an
Android emulator, a Frida server, a runner that attaches to the target
application, and a demo web service used in the evaluation. After
the target package has been launched, the instrumentation layer
loads the hooks required for native-side observation and browser-
side probing. One hook records WebView, WebSettings, bridge,
WebViewClient, WebChromeClient, and permission activity. The
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other ensures that the demonstration application resolves its URL
target to the intended web origin.

The instrumentation layer yields two complementary event
streams. Native events capture how the host application configures
and mediates the WebView, while the injected JavaScript probe
records browser-side activity within the page context. Both streams
are written to a raw log and consumed by an offline analyser.
The analyser reconstructs per-WebView state and generates struc-
tured reports containing findings, risk scores, WebView inventories,
sensitive-flow evidence, and origin-to-bridge maps.

3.2 Native-Side Instrumentation
Sentry’s native instrumentation is implemented in the Frida We-
bView hook script. The script hooks the WebView constructor
to assign stable WebView identifiers and enable WebView debug-
ging. It also hooks getSettings and selectedWebSettings mutators
to record security-relevant configuration changes. These include
JavaScript, DOM storage, file access, content access, file-origin
access, mixed-content mode, Safe Browsing, geolocation, and auto-
matic window creation.

For page and navigation behaviour, Sentry hooks WebView load-
ing APIs and WebViewClient callbacks. It records explicit loads,
posted URLs, inline HTML loads, base-URL loads, override deci-
sions, intercepted requests, and page-completion callbacks. It also
hooks setWebViewClient and setWebChromeClient. When an ap-
plication installs a subclass, Sentry hooks that concrete client class
as well. This is important because application-specific clients of-
ten mediate navigation, resource loading, permission prompts, and
geolocation prompts.

For bridge behaviour, Sentry hooks addJavascriptInterface.
When a bridge object is registered, Sentry records the WebView
identifier, interface name, implementation class, current page URL,
and origin. It then reflects over the bridge class and hooks only pub-
lic methods annotated with @JavascriptInterface. Each invoca-
tion records the method signature, arguments, return value, errors,
the origin at registration time, and the current origin at call time.
Method names are matched against a taint heuristic covering terms
such as camera, location, contact, token, cookie, credential, permis-
sion, file, device, and identifier-related names. Sensitive-looking
methods are additionally prepared for JavaScript-side return-value
tainting. In the current implementation, this heuristic is not im-
mune to program transformations such as encoding or renaming
these terms.

3.3 JavaScript-Side Instrumentation
Native hooks alone do not reveal the internal behaviour of the
JavaScript runtime once content has been loaded. To address this
limitation, Sentry injects a monitoring script into each observed
WebView. The injected code creates a randomized namespace of the
form __sentry_webview_*, stores events in a bounded page-local
buffer, and wraps selected browser APIs with interceptors. The
probe serializes arguments conservatively, bounds object traversal
depth, and caps event buffers to avoid unbounded growth.

The JavaScript probe also implements lightweight taint propaga-
tion. When a sensitive-looking bridge method returns a value, Sen-
try attempts to wrap the corresponding JavaScript bridge method

and remember a fingerprint of the returned value. The probe then
searches later sink arguments for that fingerprint, including nested
arrays and objects and values reloaded from Storage. If a tainted
value reaches a sink such as fetch, XHR, sendBeacon, naviga-
tion, postMessage, eval, or Storage, Sentry flags it. The resulting
js.probe event carries taint metadata identifying the source bridge
method and a bounded value preview. This mechanism is inten-
tionally lightweight and evidence-oriented. It is designed to surface
suspicious observed flows, not to provide a sound information-flow
proof.

3.4 Trace Analyser
The trace analyser transforms the runtime trace into a WebView-
centric security model. For each observedWebView, it tracks loaded
origins and security-relevant settings. It also associates exposed
bridges and methods, bridge calls, browser-side operations, and
evidence of sensitive data flows with that WebView. It normalizes
URLs to origins and compares them against a trusted-origin al-
lowlist. This allows the analysis to relate a native bridge to both
the content that received it and the actions that content performs.

A page load triggers a content finding when it uses cleartext
HTTP, a local file, or inline HTML. A configuration change trig-
gers a finding when it permits mixed content. It also triggers one
when it enables JavaScript, file or content access, file-origin privi-
leges, disabled Safe Browsing, geolocation, or automatic window
creation. Registering a native bridge triggers a bridge-exposure
finding. The finding has higher severity when remote content out-
side the trusted-origin allowlist receives the bridge. Exposing a
method whose name matches the sensitivity heuristic triggers a
sensitive-method finding. A bridge call from untrusted remote con-
tent triggers a bridge-invocation finding.

Permission requests and grants trigger permission findings. Na-
tive evaluation of JavaScript triggers an execution finding. Browser-
side cleartext network use and dynamic code execution trigger
JavaScript findings. Probe failures trigger health findings. Finally,
a sensitive bridge return that reaches a network, navigation, mes-
saging, storage, or dynamic-code sink triggers a taint-flow finding.
Table 1 summarizes the resulting rule families and analyst-facing
findings. Across these rule families, findings are fingerprinted for
deduplication, ranked by severity, and aggregated into a risk score.

3.5 End-to-End Analysis Workflow
Given a target APK, the analyst runs the analysis wrapper with
the APK and, optionally, its package name. The script prepares the
target APK and package name, then starts the emulator and Frida
services. It launches the target under Sentry’s hooks and streams
the raw event log. When the run exits, Sentry automatically gen-
erates both JSON and Markdown reports. Because the APK is not
modified, the same workflow can be reused across target packages
with only package-name and environment adjustments. The re-
sulting artifacts support two complementary inspection modes:
low-level event replay from the raw JSON log, and higher-level
triage from the generated findings.

36



SECUTE ’26, October 12–16, 2026, Munich, Germany Jyoti Prakash, Mathias Ransgaard Yde, Miguel Enrique Campusano Araya, and Abhishek Tiwari

Figure 1: Sentry Architecture

Table 1: Rule families and analyst-facing findings.

Rule family Reported finding

URL and loading Cleartext WebView content; local file content; inline HTML.
Configuration Misconfigured WebView settings.
Bridge exposure JavaScript bridge exposed to WebView content.
Bridge methods Sensitive-looking bridge method exposed.
Bridge invocation Remote content called a native bridge method.
Permissions WebView permission requested or granted.
Native JavaScript execution Native code evaluated JavaScript in WebView.
JavaScript-side behaviour JavaScript cleartext network use; JavaScript eval.
Probe health JavaScript probe reported an error.
Taint-flow evidence Sensitive native bridge data reached a JavaScript sink.

4 Evaluation
4.1 Preliminary Evaluation
We conduct a preliminary controlled evaluation of Sentry on 18
APK benchmarks. Eight Iwandroid [14] benchmarks test native
bridge updates and JavaScript mutations. Ten HybridDroid [7]
benchmarks cover bridge use, argument handling, and alias flows.
Each benchmark defines the expected WebView and bridge be-
haviours. A run passes when its trace agrees with this oracle. That
means checking whether the original bridge is invoked and, where
applicable, whether the order of bridge exposure, state update, and
invocation matches. Table 2 reports the outcome for each bench-
mark.

All 18 benchmarks matched their expected observations. The
results show that Sentry records bridge exposure and invocation,
distinguishes calls to the original bridge from JavaScript-side muta-
tions, and preserves the temporal context of native bridge updates.

This preliminary study evaluates controlled executions rather
than complete applications. It does not measure coverage of remote
origins, permission prompts, browser-side network activity, taint
propagation, or runtime overhead. The results therefore provide
evidence for the behaviours represented by the benchmark suites,
not a general measure of coverage or soundness.

4.2 Proposed Evaluation
The planned study expands the corpus to benign and malicious An-
droid APKs. It will include applications with and without WebView
use, native bridges, remote content, and browser-side network ac-
tivity. To the best of our knowledge, no documented corpus exists

Table 2: Preliminary benchmark results. A tick denotes agree-
ment with the oracle.

Benchmark Result

Iwandroid benchmarks
strongUpdate ✓
strongUpdatecaseA ✓
strongUpdatecaseB ✓
strongUpdatecaseC ✓
JSUpdateCaseD ✓
JSUpdateCaseE ✓
JSUpdateCaseF ✓
JSUpdateCaseG ✓

HybridDroid benchmarks
HelloCordova ✓
HelloHybrid ✓
HelloScript ✓
HelloScript22 ✓
HelloScript_simple ✓
HelloScript_test-2 ✓
HybridAPIArgNum ✓
NormalAliasFlowTest ✓
NormalAliasFlowTest_objfield1 ✓
NormalAliasFlowTest_objfield_false ✓

for studying hybrid apps. We therefore plan to build one, with re-
producible ground truth established through Sentry. Documented
interaction sequences and reproducible ground truth will make it
possible to tell absent behaviour apart from behaviour that explo-
ration simply failed to reach. This should support further research
in the area.

A common subset will support comparison with 𝜔Test [6], Char-
lie [15], and Polycruise [8]. We will map outputs to shared cross-
boundary objectives and classify them as true positives, false pos-
itives, or false negatives against the ground truth. We will use
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this classification to measure behavioural coverage, true positives
reported, and false negatives missed by the analysis.

Finally, we will assess Sentry alongside static analyses. For each
baseline, precision and recall will be compared before and after
incorporating runtime evidence. This will show whether dynamic
observations remove false positives, expose missed cross-boundary
behaviours, or both.

5 Related Work
Tiwari et al. proposed Charlie [15], a dynamic analysis framework
for fingerprinting WebView browsers. Its goals are orthogonal to
ours as Charlie [15] characterises browser fingerprints, whereas
Sentry targets sound analysis of bridge behaviour rather than fin-
gerprinting. Hu et al. [6] introduced 𝜔Test, a WebView-oriented
testing technique that uses dynamic event-sequence generation to
detect WebView bugs. Like Charlie, though, it only handles certain
bug classes. Polycruise [8] is a dynamic analysis framework for
cross-language interactions, but it does not focus on information-
flow analysis of WebView bridges. Similarly, ReUnify [9] performs
cross-language static analysis for JavaScript and Java in the context
of React Native apps.

Static analysis of WebView has also been well studied. Yuan
et al. [17] proposedWebViewJSdetect, which uses concurrent ab-
stract interpretation to model the dynamic features of JavaScript
within WebViews. Tiwari et al. [14] proposed a demand-driven
information-flow analysis for WebView bridges in Android hybrid
apps, though with limited string resolution. They separately pro-
posed LuDroid [13] for IFC analysis of hybrid apps. LuDroid relies
on coarse assumptions (e.g., treating any shared bridge function as
leaking), which significantly reduces precision. Lee et al. [7] pro-
posed HybridDroid, which constructs an interprocedural CFG for
hybrid apps. We argue that WebView communication is difficult to
analyse with a purely static approach, and that a hybrid approach
is more promising. Bae et al. [1] formalized aspects of WebView
semantics but focused on type-related vulnerabilities in bridge in-
terfaces rather than information flow. Sentry is a first step towards
a dynamic analysis that can be reused to improve the precision of
these static analyses.

Prior work has explored WebView security from multiple angles,
including code-injection and cross-zone vulnerabilities [2, 11] and
origin-related flaws [16]. Datta et al. [3] studied cross-boundary
tracking via Java-to-JavaScript information diffusion, while Zhang
et al. [18] focused on identity confusion vulnerabilities. By contrast,
we aim for a more general dynamic-analysis approach to WebView
behaviour, rather than targeting a single vulnerability class.

6 Conclusion
Sentry is a dynamic analysis framework for examining the Android–
WebView boundary in hybrid applications. It combines native in-
strumentation with browser-side observation. The resulting trace
records WebView configuration, page loading, bridge exposure and
invocation, permission activity, and selected JavaScript operations.
The trace analyser connects these observations to security findings,
WebView inventories, sensitive-flow evidence, and origin-to-bridge
maps. Preliminary evaluation on the 18 micro-benchmarks show

the feasibility of our approach in tracking tainted dataflows. A com-
prehensive evaluation on Android works is required to the profile
the strength and weaknesses of the tool.

Data Availability Statement. The Sentry tool devel-
oped in this paper is publicly available on GitHub at
https://github.com/jpksh90/sentry.
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