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Abstract

Software Developers are moving towards a multilingual development where they com-
bine two languages in a single application to harness the strengths of each language. For
example, performance-critical components of a Java application can be implemented in
C language. It provides flexibility, at the same time, it becomes difficult to statically
analyze these applications. The amalgamation of two languages in a single application
may introduce bugs ranging from type-mismatch to security vulnerabilities. Therefore,
it is necessary to develop static analysis techniques to aid developers in multilingual
development. In this thesis, we develop techniques to study and analyze these applica-
tions.

In the first part of the thesis, we study the prevalence of security and privacy vul-
nerabilities in hybrid apps. Hybrid apps are Android apps that combine both Java and
Javascript components, where the Android part is secured (on the device), while the
JavaScript part is exposed to web. Additionally, some of the Java functions are available
to JavaScript component through an interface called as bridge interface. In the pursuit
of the goal, we adopt a static backtracking of data dependencies to determine the flow
of information from the android component to the web component. Our study revealed
the potential sources of unsoundness in the existing static analyses. Static backtrac-
ing also induces imprecision in the analysis, i.e., there might be some flows that are
not possible during runtime albeit are reported by the analysis. These were mitigated
through a manual verification. This work reveals that the android-web hybridization
can lead to (potential) vulnerabilities that might impact the confidentiality as well as
the integrity properties of these apps.

From the communication patterns occurring in Android WebView, we noticed that
its is feasible for an attacker to jeopardize the integrity of apps by corrupting some
value, say an input on the web through bridge interfaces. Motivated by this, we define a
information flow analysis of the bridge interfaces and the associated data flows in hybrid
apps. In the first step, we propose a novel threat model where we model the attacker as
someone who wants to influence the behavior of android app as an integrity violation.
Based on this threat model, we then propose a demand-driven analysis technique to
detect confidentiality and integrity violations. Our analysis leverages, a demand-driven
technique, where it only analyzes the relevant part of app for the information flow
analysis with the help of function summaries — escaping the need of a whole-program
analysis.
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In the second part of the thesis, we generalize the approach to static analysis of multi-
lingual applications. To this end, we investigate into the question of combining existing
single language analyses to analyze multilingual programs. To provide an affirmative
answer, we define an analysis to leverage single language analyses for call-graph and
pointer analysis of multilingual programs. Our analysis takes two existing unilingual
analyses and analyzes the complete multilingual program. It uses a novel summary
specialization technique that resolves the information flows at the bridge interfaces
by utilizing independent pre-analyses (modulo foreign function interfaces) of each lan-
guage component. We apply this technique to analyze Android-NDK and GraalVM
Java-Python multilingual applications for generating call-graphs.

In summary, we have developed novel techniques for information flow and call-graph
analysis for multilingual programs. With this, we motivate the need of static analyses
for multilingual applications and its applications which includes, vulnerability detection,
program understanding, amongst others.



Zussamenfassung

Softwareentwickler gehen immer mehr zu einer mehrsprachigen Entwicklung über, bei
der sie zwei Sprachen in einer einzigen Anwendung kombinieren, um die Stärken der
einzelnen Sprachen zu nutzen. So können beispielsweise leistungskritische Komponenten
einer Java-Anwendung in der Sprache C implementiert werden. Das bietet Flexibilität,
gleichzeitig wird es aber schwierig, diese Anwendungen statisch zu analysieren. Die Ver-
schmelzung von zwei Sprachen in einer einzigen Anwendung kann zu Fehlern führen, die
von Typ-Fehlern bis hin zu Sicherheitslücken reichen. Daher ist es notwendig, statische
Analysetechniken zu entwickeln, um Entwickler bei der mehrsprachigen Entwicklung zu
unterstützen. In dieser Arbeit entwickeln wir Techniken zur Untersuchung und Analyse
dieser Anwendungen.

Im ersten Teil der Arbeit untersuchen wir das Vorkommen von Sicherheits- und Daten-
schutzschwachstellen in hybriden Apps. Hybride Apps sind Android-Apps, die sowohl
Java- als auch Javascript-Komponenten kombinieren, wobei der Android-Teil (auf dem
Gerät) gesichert ist, während der Javascript-Teil dem Web ausgesetzt ist. Außerdem
sind einige der Java-Funktionen für die JavaScript-Komponente über eine Schnittstelle,
die so genannte Bridge-Schnittstelle, verfügbar. Um dieses Ziel zu erreichen, verwenden
wir eine statische Rückverfolgung der Datenabhängigkeiten, um den Informationsfluss
von der Android-Komponente zur Webkomponente zu bestimmen. Unsere Studie hat
die potenziellen Schwachstellen in den bestehenden statischen Analysen aufgedeckt. Die
statische Rückverfolgung führt auch zu Ungenauigkeiten in der Analyse, d.h. es könnte
einige Datenflüsse geben, die während der Laufzeit nicht möglich sind, obwohl sie von der
Analyse gemeldet werden. Diese wurden durch eine manuelle Überprüfung entschärft.
Diese Arbeit zeigt, dass die Android-Web-Hybridisierung zu (potenziellen) Schwach-
stellen führen kann, die sich auf die Vertraulichkeits- und Integritätseigenschaften dieser
Anwendungen auswirken können.

Anhand der Kommunikationsmuster in Android WebView haben wir festgestellt, dass
es für einen Angreifer möglich ist, die Integrität von Apps zu gefährden, indem er einen
Wert, z.B. eine Eingabe im Web, über Bridge-Schnittstellen verfälscht. Aus diesem
Grund definieren wir eine Informationsflussanalyse der Bridge-Schnittstellen und der
damit verbundenen Datenflüsse in hybriden Anwendungen. In einem ersten Schritt
schlagen wir ein neuartiges Bedrohungsmodell vor, bei dem wir den Angreifer als je-
manden modellieren, der das Verhalten der Android-App als Integritätsverletzung bee-
influssen will. Auf der Grundlage dieses Bedrohungsmodells schlagen wir dann eine
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bedarfsgesteuerte Analysetechnik vor, um Vertraulichkeits- und Integritätsverletzungen
zu erkennen. Unsere Analyse nutzt eine bedarfsgesteuerte Technik, bei der nur der
relevante Teil der App für die Analyse des Informationsflusses mit Hilfe von Funktion-
szusammenfassungen analysiert wird — so dass keine Analyse des gesamten Programms
erforderlich ist.

Im zweiten Teil der Arbeit verallgemeinern wir den Ansatz auf die statische Anal-
yse von mehrsprachigen Anwendungen. Zu diesem Zweck untersuchen wir die Frage,
ob bestehende einsprachige Analysen kombiniert werden können, um mehrsprachige
Programme zu analysieren. Um diese Frage zu bejahen, definieren wir eine Analyse,
die einsprachige Analysen für die Call-Graph- und Pointer-Analyse von mehrsprachi-
gen Programmen nutzt. Unsere Analyse nimmt zwei bestehende einsprachige Analysen
und analysiert das komplette mehrsprachige Programm. Sie verwendet eine neuartige
zusammenfassende Spezialisierungstechnik, die die Informationsflüsse an den Brücken-
schnittstellen auflöst, indem sie unabhängige Voranalysen (modulo fremde Funktionss-
chnittstellen) jeder Sprachkomponente verwendet. Wir wenden diese Technik an, um
mehrsprachige Android-NDK- und GraalVM-Java-Python-Anwendungen zur Erstellung
von Aufrufgraphen zu analysieren.

Zusammenfassend lässt sich sagen, dass wir neuartige Techniken für den Informa-
tionsfluss und die Analyse von Aufrufgraphen für mehrsprachige Programme entwickelt
haben. Damit begründen wir den Bedarf an statischen Analysen für mehrsprachige
Anwendungen und die Anwendungen dieser Analysen für Aufgaben wie die Erkennung
von Schwachstellen, das Verstehen von Programmen und vieles mehr.



Contents

Contents ix

I Introduction and Background 1

1 Introduction 3
1.1 Motivation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3
1.2 Problem Statement . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3
1.3 Contributions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4
1.4 Thesis Outline . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7

2 Background 9
2.1 Multilingual Programming Environments . . . . . . . . . . . . . . . . . . 9
2.2 Examples of the environments studied in this thesis . . . . . . . . . . . . 10
2.3 Dataflow Analysis . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11
2.4 Interprocedural Dataflow Analysis . . . . . . . . . . . . . . . . . . . . . 13
2.5 Interprocedural Finite Distributive Subset . . . . . . . . . . . . . . . . . 14
2.6 Interprocedural Distributive Environment . . . . . . . . . . . . . . . . . 17
2.7 Pointer Analysis . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18

II Analysis of Android WebView 21

3 Empirical Analysis of Hybrid Apps 23
3.1 Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
3.2 Contributions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 25
3.3 Methodology . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 26
3.4 Dataset . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 29
3.5 Java-JavaScript communication in Benign Apps . . . . . . . . . . . . . . 30
3.6 Java-JavaScript communication in malware apps . . . . . . . . . . . . . 32
3.7 Discussion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 45
3.8 Remarks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 46

4 Information Flow Analysis of Hybrid Apps 47
4.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 47
4.2 Threat Model . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 48

ix



x CONTENTS

4.3 Peculiar Semantics of Interface Object . . . . . . . . . . . . . . . . . . . 50
4.4 Modular Inter-language Analysis . . . . . . . . . . . . . . . . . . . . . . 52
4.5 Implementation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 61
4.6 Evaluation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 62
4.7 Remarks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 66

IIIUnifying Analyses 67

5 Unifying Unilingual Analyses for Multilingual Programs 69
5.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 69
5.2 Modular Inter-language Analysis . . . . . . . . . . . . . . . . . . . . . . 71
5.3 Discussion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 85
5.4 Implementation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 85
5.5 Evaluation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 85
5.6 Remarks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 90

IVOutlook 91

6 Related Work 93
6.1 Analysis of Hybrid Apps . . . . . . . . . . . . . . . . . . . . . . . . . . . 93
6.2 Static Analysis of Multilingual Applications . . . . . . . . . . . . . . . . 94

7 Conclusion 97
7.1 Reflections . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 97
7.2 Future Work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 98
7.3 Concluding Remarks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 99

A Empirical Study on URLs in WebViews 101

List of Figures 105

List of Tables 107

Bibliography 109



Part I

Introduction and Background
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Chapter 1
Introduction

1.1 Motivation

Multilingual programming is a programming paradigm where programs are written in
multiple languages utilizing the ease of development of functionalities in each language.
Recently, there has been a surge in developers adopting this paradigm [43]. It enhances
the development speed, as they can reuse the components written in one language and
provide an interface to use in another language with minimal effort. For example, they
can write performance-critical components in systems programming languages like C++
or Rust and combine them with Java for Android-related tasks. In the last couple of
years, multiple environments have increasingly supported this paradigm, examples of
which include Android WebView [36, 39], Graal multilingual API [86, 87], and Java
JNI [88], among others.

Two of the popular multilingual environments used by mobile developers, among oth-
ers, are Android NDK [47] and Android WebView [36]. Android NDK (and Java Native
Interface) allow writing a part of Java class in C/C++, potentially for performance rea-
sons. Android WebView facilitates writing mobile apps using JavaScript. An upcoming
platform is Graal Polyglot, which allows interspersing multiple language combinations
such as Java and Python, Java and JavaScript, and many others. In this thesis, design
program analyses for such environments.

Multilingual software systems make developers’ life easier but comes with a cost.
Increasing the number of programming languages and runtime environments means ex-
panding the attack surface area and the possibility of causing bugs at the interface of two
languages. Past studies have demonstrated that these attacks are possible [82, 63, 60, 75]
and in principle, these systems are at least as vulnerable as their single language com-
ponents. Here, developers could leverage static analyses to discover potential vulnera-
bilities. However, static analyses are limited by the target language [13, 108, 70, 57] —
which means that these run on a single language — which is a hindrance in the adoption
of static analysis in multilingual applications.

1.2 Problem Statement

Central to static analyses is the problem of computing call graphs, pointer analysis,
and information flow analysis. Intuitively, call graphs are directed graphs showing the
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4 CHAPTER 1. INTRODUCTION

relations between the calling and called functions. Pointer analysis statically determines
the set of objects each variable refers to in the program. Information flow analysis traces
the leak of sensitive data through public sinks. This thesis proposes novel frameworks
for call-graph, pointer analysis, and information flow analysis of multilingual programs.
Our goals in the thesis are:

• Goal 1. How vulnerable is the communication between Android and JavaScript
running on WebView?

• Goal 2. Is it possible to combine various monolingual program analyses available for
the languages for analyzing multilingual programs?

Goal 1 aims to understand the limitations of static analysis in analyzing real-world
apps and discover the popular programming patterns used in apps using Android Web-
View through a large-scale study of programming patterns in Android WebView. Based
on the study, we also define a novel threat model and a corresponding demand-driven
information flow analysis thereof to detect violations under the threat model. In Goal
2, we leverage the strength of existing monolingual analysis and devise a novel func-
tion summary-based algorithm to combine the analyses for pointer analysis and call
graph analysis of multilingual programs. We apply this analysis to Android NDK and
GraalVM multilingual programs and demonstrate its efficacy by evaluating through a
research prototype on both benchmark and real-world applications.

1.3 Contributions

1.3.1 Empirical Analysis of Android WebView

In the first step, we studied the usage of WebView communication in real-world apps.
For the purpose of the study Goal 1, we developed a tool named LuDroid, based on
static data-dependence analysis of WebView-related objects to determine the necessary
variables for WebView-related operations. We consider a dataset of 7,500 apps from
the Google Play Store (with 196 most popular apps) and 1,000 malware samples for the
empirical evaluation. LuDroid overcomes some of the challenges to make the empirical
study feasible. First, URLs and JavaScript code are passed as strings to WebView inter-
faces, which is difficult to determine with static analysis. To solve this, we implemented
a string analysis that resolves the strings passed to the WebView APIs by resolving
the value passed to StringBuilder and similar methods. Since the string resolution is
based on a static resolution, we get some spurious strings, which we later filter through
both manual and semi-automatic methods. Finally, we obtain the code strings passed
to the WebView API methods and start with classifying the obtained code string.

We then classify the strings obtained from the previous step. We bucket these strings
into URLs and JavaScript code. Out of these, URLs that start with a file:/// protocol
were found in around 41% of these apps. These URLs denote that HTML sources are
available in the app itself. We consider the available HTML and JavaScript files in these
apps for analysis. In the other case, JavaScript code is being passed through these APIs.
These JavaScript code snippets are executed by the WebView browser. We obtain these
JavaScript code snippets found in these apps for further analysis.

In this study, we categorized the dataset into benign, frequently used, and malware.
In the study, we found that information flow where the underlying Java object from
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Android is modified in the JavaScript part of the code via setter methods, which is
an example of dataflow from JavaScript to the Android part. We name this data flow
as non-trivial information flow, which was found in benign and malware datasets. In
another case, we found third-party remote script injection via insecure protocols in both
benign apps. Apart from this, we found the use of Android WebView to obfuscate the
app to hide its origins. Based on these findings, we developed a demand-driven IFC
analysis for hybrid apps, which we explain in the next section.

As a side-effect,LuDroid was able to identify the URLs, apart from those with file://
protocol, which are used to display existing web applications within WebView. To our
surprise, twelve percent of these studied apps load the WebPages via the HTTP protocol,
which makes it suspectable to phishing attacks. Only a mere six percent of these URLs
use the HTTPS protocol, while the remaining 41% of the apps refresh the WebView via
about:blank URL.

1.3.2 Demand Driven Information Flow Analysis of Android

Based on our observations obtained in the previous part, we extend Goal 1 and develop
a demand-driven analysis strategy that is based on a novel security model. Contrary
to the popular notion of source-to-sink flows, we observed a type of flow that modifies
the Android objects from the JavaScript side in the previous study. We formulated this
problem as a combined IFC analysis on a defined thread model to prevent confidentiality
and integrity leaks. Our threat model prioritizes the Android component of the Hybrid
app. Permissions guard Android’s components while JavaScript and HTML are exposed
to the Web. In our threat model, we consider the Android part as the trusted component
while the JavaScript component is the untrusted component. A confidentiality violation
occurs when the dataflow happens from the Android side and leaks in the JavaScript
part of the application. An integrity violation occurs when the bridge methods accept
parameters and these methods are invoked within the JavaScript code.

We implemented the analysis in a tool called IWandDroid. IWanDroid is built on
top of the LuDroid and uses it to obtain the pre-processed information. The first step
is pre-processing, which collects information about the bridge methods and stores it in
a database. At this step, the analysis has captured the bridge method information and
constructed the JavaScript code passed to the APIs. For this, we modified LuDroid with
its shortcomings, such as handling interprocedural cases of data dependence.

The IFC analysis starts after it has captured the preprocessed information. The
analysis proceeds in three phases, where each phase is based on the IFDS and IDE
frameworks. In the first phase, it computes the function summaries of the bridge meth-
ods using a reachability analysis to discover the variables that are reachable from the
parameters in the bridge summaries. Once we have these summaries, it computes the
summaries of the methods that invoke the WebView APIs and shares the bridge object
in the second phase. The analysis in the second phase is based on IDE where it com-
putes the security labels of each bridge function-related path. The third phase uses the
summaries obtained from the previous phases and computes the IFC labels for variables
in the shared JavaScript code.

We evaluated the analysis on a set of microbenchmarks and real-world apps. Due to
the unavailability of appropriate microbenchmarks for the Hybrid apps, we developed a
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set of microbenchmark suite with application that incorporates the peculiar semantics
of the Android WebView. Our results achieve 100% precision in the case of microbench-
marks and identified 17 confidentiality and 15 integrity violations in real-world apps.

1.3.3 Unifying unilingual static analyses for multilingual programs

To tackle Goal 2, we leverage existing monolingual analysis, such as analysis for C,
C++, Java, and many others, and use those in a multilingual program. Existing analy-
ses for a particular analysis are at a matured state and have incorporated a large se-
mantics of the particular language. Choosing not to use these analyses will require us to
write the analysis of multilingual programs from scratch, which is a difficult and tedious
task.

To answer this, we propose Conflux 1, a modular framework to integrate monolingual
static analysis for multilingual applications. Our analysis is based on computing the
program summaries at the bridge interfaces and the methods participating in bridge
communication using the analysis taken from running the monolingual analysis on these
programs. We denote these analyses as pre-analyses. These pre-analyses results are
used to compute the function summaries across the bridge functions. Once it has
computed the bridge summaries, it unifies these summaries based on our novel summary
unification. The unified summary coalesces the summary of all functions participating
in the bridge. These unified summaries are then separated into each function with
our novel summary specialization technique which is then fed to the pre-analysis for
recomputing the analysis. With conflux, we were able to develop two instantiations of
the analysis to analyze Android NDK and GraalVM multilingual programs. To the best
of our knowledge, we were the first to analyze GraalVM multilingual API programs. To
analyze Android NDK, we leveraged WALA [21] analysis for Android and SVF [112]
analysis for C++ libraries. For analyzing GraalVM multilingual programs, we use the
WALA library analysis for Java and Python programs.

Engineering the framework as a tool requires a huge deal of engineering effort. It re-
quires defining the interfaces to integrate the underlying tool. Summary unification and
specialization need the relevant methods to have a common IR representation. In this,
we choose the static single assignment (SSA) representation, which is ubiquitous in var-
ious program analyses. At other places, it is required to do a localized intra-procedural
dataflow analysis to track the APIs from multilingual programs. Nonetheless, with these
engineering efforts, one can design and combine existing monolingual program analyses
and lift those to analyze multilingual programs.

We evaluated two instantiations of the analysis on a set of microbenchmarks and
real-world apps from the Google PlayStore. For GraalVM Polyglot API, we gathered
three microbenchmarks from Github. Since GraalVM Polyglot is a relatively [87] new
technology, we were unable to get any real-world applications written in that framework.
In the case of microbenchmarks, Conflux was able to resolve the call-graph edges in the
interlanguage components and identify the correct call-graph in both languages, thanks
to the pre-analysis, which surpasses existing tools for analyzing Android NDK.

1conflux means the act of blending two components
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1.4 Thesis Outline

The rest of the thesis is organized as follows:

Chapter 2 contains the necessary background about static analysis to understand
the thesis. Readers familiar with it may choose to skip the chapter.

Chapter 3 presents an empirical study on Android WebView conducted with our
tool LuDroid. It discusses the methodology with its limitations and presents the results
obtained from the study.

Chapter 4 presents a demand-driven information flow analysis for Android IWan-
Droid . Here, it presents the three phases of the analysis and concludes the chapter
with the results from an empirical evaluation done on microbenchmarks and real-world
apps.

Chapter 5 presents the framework Conflux to integrate single language analysis. We
discuss the methodology and present the engineering efforts required to integrate the
analyses. Finally, the chapter concludes with an empirical evaluation of microbench-
marks and real-world apps.

Chapter 6 presents the related work from the current literature used in preparing
the thesis.

Chapter 7 presents the discussions about the limitations of the thesis and concludes
with future work.





Chapter 2
Background

In this section, we provide the necessary background to understand the thesis. It intro-
duces the multilingual programming paradigm and dataflow analysis techniques used in
the thesis.

2.1 Multilingual Programming Environments

2.1.1 Host and Guest Languages

A set of two languages, where one language is called the host language while the other is
called the guest language, forms the pillars of multilingual programming. Host language
starts the program execution, such as a main method or methods that denote the entry
points in an event-driven programming environment. The host language triggers the
execution of the guest language code. This trigger may be through an event or direct
invocation of the function call. Once the host language has invoked a method in the
guest language, subsequent invocations could be from guest to host and vice-versa.

A set of program variables and methods defined in the host and guest languages are
shared between both languages. In this thesis, we refer to these variables as bridge
variables and the methods as bridge methods. Bridge variables are accessible from the
host and guest languages. Similarly, bridge methods are invocable from host and guest
languages like a regular method in the program. These bridge variables and methods
facilitate the communication between the host language and the guest language. This
enables interoperability among the host language and guest languages that form the
central dogma of multilingual programming (shown in Fig. 2.1).

Host
Language

Guest
Language

objects defined in Host and
accessed by Guest and

vice-versa

Figure 2.1: Model of Multilingual programming

9
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2.1.2 Runtime and Compiler Support

Host and guest languages are compiled and executed in multiple strategies. To the best
of my knowledge, the following two approaches have been used to provide compiler and
runtime support:

• Compile the host and guest languages to a common runtime platform or native
platform. Since the languages have been compiled to a common runtime target
environment, the runtime does not distinguish between host and guest languages
but rather sees the bytecode or the native code.

• Dedicated runtime for the guest language embedded in the runtime for the host lan-
guage. The guest language and host language runtime may communicate through
shared memory.

2.2 Examples of the environments studied in this thesis

2.2.1 Android WebView

Android WebView [36] presents an embedded browser that runs within the sandbox of
the Android native app. WebView enables the app to run JavaScript code within the
runtime environment provided by the embedded browser. At the same time, it can also
access Native Android functionalities through bridge objects shared from the Android
native side. Android WebView provides interfaces to load URLs and execute JavaScript
within the browser runtime. Android WebView runs on the UI thread, with the scope
of this thread bound to the UI where it is declared.

Android only allows sharing Java methods through the bridge objects, not the class’s
fields. The methods are shared as a property of the bridge object, but the behavior
varies a little from the regular JavaScript properties. For example, it is not possible
to explicitly delete these objects. However, it is not allowed to override the object
property [119].

2.2.2 Android NDK

Android NDK [47] is similar to the Java Native Interface and allows Android apps to
use the underlying machine’s native libraries written in C and C++. The C/C++ part
of the app runs in the sandbox of the app itself. It is primarily used for applications
that require closer access to memory access. Developers declare the methods that they
wish to implement in C++ during the development. Similar to Android WebView, it
also allows sharing the Android objects and methods through clearly marked interfaces,
which allow communication between the Android objects and the system libraries. The
Java objects, and the execution environment are referred through pointers to data
structures created for this purpose. Developers can read and write to the Java class
fields from C++ like JNI. Garbage collection of the dynamically created objects on the
C++ side is not guaranteed. The validity of field read/write is also not guaranteed.

2.2.3 GraalVM Polyglot

GraalVM polyglot is a virtual machine, similar to Java Virtual Machine, which supports
running programs in multiple languages. The underlying environment uses Java byte-
code. Java and similar languages are compiled to bytecode. Other interpreted languages
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are first interpreted via the truffle AST interpreter [87] and optimized before compiling
to Java bytecode. It also has a polyglot API, which allows interoperability between the
languages supported by the GraalVM. The GraalVM is supported by Truffle [87], an
AST interpreter which transforms the AST by augmenting it with runtime information,
which is subsequently transformed to optimized bytecode by partial evaluation [127]. It
also provides the protocols for defining interoperability between data types on the host
and guest languages [44]. Like any other managed runtime, GraalVM also supports
garbage collection, which frees any unreachable objects.

2.3 Dataflow Analysis

Dataflow analysis computes the information held at different locations of the programs.
It can answer questions like whether a variable can hold null value at some program
location or whether a variable holds a sensitive value. It owes its origins to compiler
optimizations. Nowadays, it is being increasingly used for program correctness and
software security. Precisely computing a dataflow analysis is impossible due to the
undecidability of the halting problem. Therefore, we need approximations to keep
it decidable. A monotonic dataflow analysis can approximate this dataflow analysis
information and guarantee termination at the same time.

The key ingredients of the dataflow analysis are: (1) a control flow graph of the pro-
gram to represent the possible control flows in the program, (2) a finite abstract domain
D to represent the interested dataflow information, and (3) a set of functions mapping
D ↦→ D for each statement si in the program to represent the execution semantics of
the statement si in terms of the abstract domain D.

Control Flow Graph A program is represented as a directed graph called a, Con-
trol Flow Graph (CFG), to denote the sequence of execution of the statements (or
program locations) in a program. A CFG = (loc,ENTRY ,EXIT , E) where E ⊆
loc ∪ {ENTRY ,EXIT} × loc ∪ {ENTRY ,EXIT}. loc is the set of program locations,
ENTRY , and EXIT are special nodes that denote the entry and exit of a function.

An edge si → sj ∈ E means that sj comes right after si in a possible execution of the
program, and sj is called the successor of li. A path in a CFG, s0 → s1 → s2 → . . .→ sn,
is a sequence of program locations such that si+1 is the successor of si.

2.3.1 Monotone Dataflow Analysis

The general framework for dataflow analysis — Montone dataflow analysis — was pio-
neered in the seventies [31]. A monotonic dataflow analysis requires a set of monotonic
transfer functions [31], simply called transfer functions. These specify the changes in-
troduced to the dataflow information.

Definition 1 (Monotonic Transfer Function). A monotonic transfer function is a func-
tion fs : D → D defined for a program location s. The function fs is monotonic, i.e.,
∀a, b ∈ D, a ≤ b =⇒ fs(a) ≤ fs(b).

Definition 2 (Monotonic Transfer Function Space). A space of monotonic transfer
functions F is a set of monotonic transfer functions fs if:
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1. F contains all functions fs

2. There exists an identity function id , such that id(s) = s

3. A set of functions f i
s ∈ F , i ∈ [n] is closed under composition, i.e., fn

s ◦ fn−1
s . . . ◦

f1
s ∈ F

4. Pointwise composition holds for any functions fs and f ′
s, i.e., fs ⊔ f ′

s ∈ F .

Definition 3 (Montonic Dataflow Analysis). A monotonic dataflow analysis is a tuple
(CFG ,S,F) defined over a control flow graph CFG, monotonic function space F and
a complete lattice S = (D,≤,⊔,⊓). Each node n of the CFG is mapped to the transfer
function fn ∈ F .

Meet Over Path solution A goal of a dataflow analysis is to compute the meet-over-
path (MOP) solution. Given a path of program locations, p : l0 → l1 → l2 → . . . → li
and the corresponding transfer functions, f0, f1, . . . , fi, the composite transfer functions
for p with some initial state x0 ∈ D is:

smop = fp(x0) = fi ◦ fi−1 ◦ . . . ◦ f0(x0)

A MOP solution for a set of CFG paths is MOP =
⨆︁

p∈paths
fp(sp), i.e., it composes the

transfer functions along each path in the CFG and combines them at the control-flow
joins. A MOP solution is the most precise solution, albeit undecidable. A minimal
fixed-point solution overcomes this drawback by keeping it decidable at the cost of
precision.

Fixed Point Solution A fixed point for a function fs is a point x ∈ D such that
x = fs(x). A minimal fixed point x ∈ D is such that ∀x′, x′ = fs(x

′), x′ ̸≤ x. The
characterization of fixed-point central to static analysis is given by Knaster-Tarski fixed
point theorem shown in Theorem 1. It says that the least (or greatest) fixed points
exist for a finite lattice and is unique. In this thesis, we have presented the theorem
without proof; interested readers may look at the Tarski et al. [115] for the proof of this
statement.

Theorem 1. [Kanster-Tarksi Fixed Point Theorem] Let a function f : D→ D be defined
on D and (D,≤) is a complete lattice then a unique greatest fixed point, gfp =

⨆︁
{x ∈ D |

d ≤ f(x)}, exists. Conversely, a unique least fixed point, lfp =
d
{x ∈ D | f(x) ≤ x},

also exists.

A monotonic dataflow analysis problem (CFG ,S,F) assigns each node of the n of
CFG to a dataflow transfer function f . Following Theorem 1, we can infer that a
unique fixed-point solution exists for F . This solution is called the maximum fixed-
point solution and is obtained by repeated application of the set of transfer functions
in F until a fixed point is reached.

Definition 4 (Maximal Fixedpoint Solution). A maximal fixed-point solution is the
fixed-point solution is smfp = F(smfp).

From Theorem 1, we know that a unique smfp exists. Recall the discussion in that
a monotonic dataflow analysis computes the meet-over-path solution. The maximal
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x=bar(y)

k=bar(z)
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foo() {
   ...
   x = bar(y) //c0
   ...
   k = bar(z) //c1
   ....
}

bar(x) {
   ....
   return s
}

c1

c1'

c0

c0'

Figure 2.2: Interprocedural Control Flow Graph

fixed-point solution is closer to the meet-over-path solution and over-approximates the
meet-over-path solution, i.e., smfp ≥ smop. In case the lattice is distributive, the two
solution coincides, i.e., smfp = smop. Interested readers may refer to [31] for the proof
of this statement.

2.4 Interprocedural Dataflow Analysis

In the previous section, we presented a general framework for a monotone dataflow
analysis over a CFG for a single function. Here, it is extended to inter-procedural
analysis. As the first step, the CFG is extended to include interprocedural edges, which
gives the Interprocedural CFG (ICFG). In an ICFG, the node containing the function
call sc is divided into two nodes sc and s′c, where sc is called as the call-node and s′c is
a return-from-call-node. A call-edge sc → fENTRY is from the call-node sc to the entry
node fENTRY of the called function and a return edge is from fEXIT → sc′ . In Fig. 2.2,
the statements c0 and c1 are represented by the nodes c0, c0′ and c1, c1′ respectively
and the thick edges denote the call (plain) and return edges (dotted). A special edge,
which denotes the control flow between the call-node and the return-from-call-node is
called call-to-return edge.

In this case, one can define the transfer functions that propagate the value from a
call node to the entry node of the called function, which is called as context-insensitive
analysis. A context-insensitive analysis will coalesce the value of the parameters from
the two call nodes at the entry node of the called function. This makes the solution
imprecise as it cannot disambiguate the values coming from the call nodes (c0 and c1)
at the entry node of the called function fENTRY .

The other approach is context-sensitive, where it takes the calling context of the
parameters into account. In this case, the analysis will propagate the value of the
parameter at the calling context. However, statically determining the runtime value of
the calling contexts is not feasible (e.g., recursive functions). Again, one has to restore
to approximate the calling context as it is difficult to statically determine the exact
set of calling contexts. A popular approach, what we call, call-strings where a calling
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Figure 2.3: Evaluation of CFG on the basis of calling contexts

context is denoted as the state of the runtime call stack. Another approach popular in
the case of object-oriented languages is to take the invoking objects as calling contexts,
such as o in the case of o.foo().

Call String Approach Let C = {c0, c1, . . . , cn} is the set of available calling-contexts
in a program. A call-string csk = c1c2 . . . ck where ci ∈ C is a word of length k defined
from the alphabets C. Let CS i is set of all call-strings of length i. A set of call-strings
CS = {CS i | 0 ≤ i ≤ k} is the set of call-strings of length i where i is bounded by k.
The call-string of the length 0 denotes the entry-point of the analysis, usually the main
function. In this case, if the D is the dataflow domain, then the lattice is represented by
(CS ,D) for the analysis. Consequently, the transfer functions are adapted to the match
on the calling context while propagating the value from the calling function to the called
function via call-edges and vice-versa via the return edges. It facilitates evaluation of
the transfer functions based on the calling context as shown in Fig. 2.3.

Object String Approach Let V = {v0, v1, . . . , vn} is the set of the invoking objects.
On the same lines of call-string, an object-string osk = o1o2 . . . ok is the set of nested
invoking objects. A set of object-strings OSi is the set of object-strings of length i,
and OS = ∪0≤i≤kOS i is the set of object-strings. The rest of the analysis is the same
as the call string approach, in this case, the set of call-strings is replaced by the set of
object-strings.

Note: Until now, it has been difficult to compare the precision of call-strings over
object-strings except a few specialized cases [54] where call-strings have been shown
superior to the object-strings approach.

2.5 Interprocedural Finite Distributive Subset

Interprocedural Finite Distributive Subset (IFDS) for an interprocedural control flow
graph CFG , domain D is a class of dataflow analysis which satisfies the following criteria:

• The lattice S is finite where S = 2D for a finite domain D
• The meet operator is either union (∪) or intersection (∩)
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Figure 2.4: Representation Relations

• The transfer functions f : S ↦→ S ∈ F are distributive, i.e., for every s0, s1 ∈ S,
f(s0 ∪ s1) = f(s0) ∪ f(s1)

Definition 5. IFDS problem is a quintuple (CFG ,D,M,F) where the CFG is an in-
terprocedural control flow graph, D is the domain of dataflow facts, and F is a set of
functions. A map M : CFGedges ↦→ F maps the edges in the CFG to the transfer
functions.

The above characterization of dataflow analysis is a special case of the general fixed-
point dataflow analysis. However, the novelty of IDFS lies in the fact that it presents an
algorithm to compute the minimal fixed point solution through graph reachability. It is
achieved by representing the transfer functions as a bipartite graph, the so-called repre-
sentation relations. Further, a directed graph, exploded supergraph, which is computed
by the transitive reachability of representation relations, keeps track of the dataflow
facts valid at each program location. On reaching a fixed point, an exploded supergraph
essentially computes the meet-over-path solution. Owing to the distributive nature of
transfer functions, it coincides with a maximal fixed point solution.

A representation relation denotes a transfer function as a bi-partite graph defined
on D × D. The first part denotes incoming data flow facts, while the second denotes
outgoing data flow facts. A representation relation specifies the transformations applied
by corresponding statements to the set of dataflow facts valid before the statement.
Fig. 2.4 shows three examples of these representation relations. In the case of Fig. 2.4a,
it denotes the identity function. Each data flow fact is mapped to itself and simply
propagates the incoming data flow facts. In the case Fig. 2.4b, each dataflow fact is
mapped to itself except d2. In other words, it removes the d2 in the resultant if d2 is
reachable, in other cases, it simply propagates the incoming facts. Similary, Fig. 2.4c
shows a transfer function that adds {d1, d2, d3} if d2 is reachable.

Definition 6. An exploded supergraph for a CFG=(loc, E) and a domain of dataflow
facts D is a directed graph (N,E) where N ⊆ (loc ×D) and E ⊆ N ×N . A node (l, d),
where l ∈ loc and d ∈ D denotes that the dataflow fact d is valid at the location l.

IFDS algorithm is a worklist-based algorithm and only computes the relevant part
of the exploded supergraph. The IFDS algorithm initializes it with the entry point of
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Figure 2.5: IFDS Analysis Example

the CFG and the dataflow fact valid at the initial program location and adds it as a
node to the worklist. It then picks up a node from the worklist, and applies the transfer
functions to compute the set of reachable nodes. These explored nodes are then added
to the exploded supergraph and the worklist. This process continues until it reaches a
fixed point, i.e., it is not possible to add any new nodes to the exploded supergraph.
Note that, at each step, the representation relation is applied to the set of the valid data
flow facts valid at the preceding location. Therefore, a successive application of repre-
sentation relations computes the composition of representation relations. For brevity,
the algorithm is not mentioned here. Interested readers can refer to Reps et al. [95] for
the algorithm.

IFDS computes function summaries which, are reused later in the analysis to prevent
recomputation of the same function. Precisely, a summary is a reachable path from the
incoming parameter to the return value. If any such path exists, then it is installed as
summary edges at the call-to-return edge of the caller function. Later iterations can
reuse this summary instead of recomputing the analysis for the called function.

As previously mentioned, IFDS analysis reduces the dataflow analysis problem to
a graph-reachability over the exploded supergraph. As the exploded supergraph is
explored for each statement in the ICFG, it computes the flow-sensitive dataflow analysis
for a class of dataflow analysis problems. Moreover, any dataflow analysis problem,
which is expressible in the Kill-Gen framework [95, 31], is also expressible in IFDS.
However, many dataflow analyses, such as copy constant propagation or information
flow analysis [119], require a more sophisticated lattice that is not a powerset lattice
— for example, constant propagation [99] or information flow analysis [119]. This
shortcoming of the IFDS is overcome by the Interprocedural Distributive Environment.

Example 1. Figure 2.5 shows the analysis for the data dependence analysis. The
dotted edges and gray edges are the representation relations. The edges are annotated
with dataflow functions. Unannotated edges represent the identity function λx.x. The
dotted edges are part of the exploded supergraph. IFDS analysis starts by initializing
the nodes p, l, and s, in the top part of the graph. The bold nodes at each level of the
exploded supergraph represent that the variable is valid at that location. Observe that
each path in the exploded supergraph denotes a data dependence relation.

Valid Paths A valid path in an interprocedural CFG is a path in the CFG that
respects the function call and returns. An ICFG has call and return edges to represent
a function calls and returns. In figure 2.2, a spurious path in the CFG is the call that
follows the call edge of context C0 and the return edge of context C1. These paths,
if considered will affect the precision of the analysis. IFDS removes these paths from
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the analysis by matching the function calls and returns for a precise analysis. A well-
known formalization of valid paths is the CFL reachability, where these valid paths are
represented in a matching parenthesis, notably a context-free grammar. If each call
edge at program location i is labeled with (i and each return is labeled with )i, then the
sequence of such labels over valid call and return edges will be a matched parenthesis.
We call these as same-level valid paths, as they denote a function call and return pair
within the same function. This notion can be extended to the set of valid paths between
two program locations si and sj , where si and sj are not in the same function. In this
case, it includes the opening parenthesis, (i but does not include the corresponding
closing parenthesis, )i. The set of same-level valid paths, S and the set of valid paths
at different levels, V is represented by the context-free grammar given as:

S → (i S )i S | ϵ
V → V (i S | S

Similarly, the meet over path solution is extended to the meet-over-valid path solution.
Given a set of valid paths in a CFG, a meet over valid paths solution is

⨆︁
p∈ValidPaths

fp(sp),

which the meet over paths solution where the paths are restricted to valid paths. This
is interesting to us as IFDS computes the meet-over-valid path solution [95].

2.6 Interprocedural Distributive Environment

Interprocedural Distributive Environment (IDE) analysis extends the capability of IFDS [99]
to any dataflow analysis by augmenting the CFG edges with environment transformers,
env(D,L) which are functions from the domain D to a finite semi-lattice L. The envi-
ronment transformer are also distributive, i.e., e1 ⊔ e2 = λd ∈ D, e1(d) ⊔ e2(d) for two
environment transformers e1 and e2.

IDE analysis runs in two phases. In the first phase, it runs IFDS to discover the
reachable paths. In the second phase, the analysis accumulates the environment trans-
formers for each path and produces the so-called Jump Functions, which are essentially
a composition of environment transformers for a particular path. At the program loca-
tion where two paths meet, the resultant jump function is the join of the corresponding
jump functions. In the second phase, it computes the value of the accumulated jump
functions.

Example 2. Information Flow Analysis. An information flow analysis of the infor-
mation flow labels L = L ⊑ H for a simple while-language program. The domain D
will be a set of variables. The environment transformers are the functions that map the
variable with the corresponding security lattice.

For example, in Fig. 2.6, assuming a while language with variables and the informa-
tion flow labels L,H ∈ L. The environment transformers (mentioned along the edges)
labels with the corresponding IFC label. The environment transformers are simple iden-
tity functions over the labels. id denotes the identity function λx.x. In other words, it
propagates the incoming value of the computed IFC label. H sets the incoming value
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Figure 2.6: IDE Analysis for Information Flow Analysis

to label H. At the last node along the variable p, it determines the IFC function by
accumulating and composing the environment transformers along the reachable edges by
computing the join of the incoming jump functions. For the straight line path P , it
joins the function produced by composing the environment transformers along the paths
p ‧‧➡ p and s ‧‧➡ p, which in this case computes H.

IDE also stores the summary edges and corresponding Jump Functions to prevent
re-computing the jump function for the same function. In comparison to IFDS, IDE
analysis is more powerful as it not only computes reachability but can also be used
to compute various other analyses such as type-state [106] or information flow [119].
It also computes the meet-over-path solution [99] like IFDS. In principle, IDFS is a
specialization of IDE, where the environment transformers are identity functions.

2.7 Pointer Analysis

Pointer analysis (a.k.a. Points-to analysis) statically computes the set of memory lo-
cations or objects referred through a variable. Pointer analysis is a foundational static
analysis technique and forms the basis of many other static analyses, such as typestate
analysis, dynamic dispatch resolution, call-graph construction, and many others. If a
language only contains variables and assignments, then computing a pointer analysis
is a simple transitive closure over assignments. However, any practical programming
language is far from this ideal. Earlier research has shown that, unsurprisingly, pointer
analysis is undecidable [62, 92, 94] and therefore, we need approximations to keep it de-
cidable. A pointer analysis computes a mapping from variables to a set of heap locations
called a points-to set.

Definition 7. Points-to Set. Let V be a set of variables defined in a program and H is
the set of statically computed heap allocations. Then, a points-to set, PointsTo : V ↦→ 2H

maps V to H.

2.7.1 Computing Pointer Analysis

Analysis Techniques There are two variants of pointer analysis; one is defined on
inclusion-based constraints by Andersen [9], while the other is defined on equality-based
constraints by Steengsgard [111]. On an intuitive level, the difference between these two
analyses is how they handle operations, such as x=y. Steensgard’s analysis will combine
the corresponding points-to sets into an equivalence class, i.e., pt(x ) ≡ pt(y)). On the
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Operation Constraint
x=y pt(y) ⊆ pt(x )

x= &y y ∈ pt(x )

x=*y ∀α ∈ pt(y) =⇒ pt(α) ⊆ pt(x )

*x=y ∀α ∈ pt(x ) =⇒ pt(y) ⊆ pt(α)

Table 2.1: Constraints for Andersen’s Analysis

other hand, Andersen’s analysis will include the points-to set of y, mathitpt(y) to the
points-to set of x, i.e., pt(y) ⊆ pt(x ). These differences result in the tradeoff between
scalability and precision. Andersen’s analysis is more precise compared to Steensgard’s.
Steengsgard’s analysis takes linear time in terms of the number of variables, while
Andersen’s analysis takes cubic time. Naturally, Steensgard’s analysis fares better than
Andersen’s in terms of scalability.

In this thesis, we have used Andersen’s analysis. The core of Andersen’s analysis
is the so-called cubic algorithm [78], which resolves the constraints collected from the
program statements given in Table 2.1. The first constraint propagates the points-to
set of y to x. The second constraint includes the variable y to the points-to set of x.
The third constraint transitively propagates the points-to set of the variable α in y to x.
The fourth constraint is dual of the third constraint, where it propagates the points-to
set of y to the points-to set of the variables α referred by x. As the name suggests, the
cubic algorithm takes cubic time in terms of the number of variables to resolve these
constraints [78]. Interested readers can refer to the Static Program Analysis from Møller
and Schwartzbach [78] for the description of the algorithm.

Apart from these techniques, interprocedural pointer analysis requires precise and
decidable modeling of other features of programming languages, such as dynamic heap
allocation, calling context, and fields of class or structs.

Modelling Heap Allocation As mentioned before, pointer analysis requires approx-
imations to keep it decidable. The first step towards this is statically modeling the heap
allocation. The set of heap allocations are statically computed, i.e., these do not repre-
sent the exact set of heap allocation in a program, but rather, an abstraction over the
heap allocations [91, 104]. A new heap memory can be allocated multiple times within a
program as mentioned in 2.1. A heap abstraction technique, allocation site abstraction,
uses the corresponding program location of the heap allocation to denote the object. For
example, in Listing 2.1, it assigns it as alloc-site-1 and alloc-site-2 to denote the
heap allocations at the site. Another technique is to denote the heap allocation by the
corresponding variable, popularly known as field-based heap abstraction [105, 58] in the
research literature. In field-based heap abstraction, alloc-site-1 and alloc-site-2,
the heap allocations are denoted by the variables x and x.next.

Listing 2.1: Creating a linkedlist
1 var x = new ListNode (); // alloc -site -1
2 while (condition) {
3 var y = new ListNode (); // alloc -site -2
4 x.next = y;
5 x = y;
6 }
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Modelling Context Sensitivity Modelling context-sensitive in the pointer analysis
follows the same techniques as for an interprocedural analysis. One approach is to
disambiguate function calls based on the call-strings. Assuming that C represents the
set of possible call strings, a points-to map in the case of context-sensitive analysis maps
the pair of variables and function call contexts (V,C) to the set of heap allocations 2H .
One could also augment the allocation site with the calling context to disambiguate
heap allocations occurring in function calls (e.g., factory methods). In this case, the
points-to map from the pair of variables in a calling context and heap-allocations in a
calling context (V,C) to (2H , C).

Modelling Field Accesses A pointer analysis can choose to include field variables to
disambiguate variables with the field variables. A field-sensitive analysis disambiguates
the variable and its fields. Field access x.f and x.g will be treated as separate variables
in case of a field-sensitive analysis. On the other hand, a field-insensitive analysis
will only consider the base variable x [10] for such variables, at the cost of precision.
Another abstraction, which is popular in languages such as JavaScript [30], is a field-
based abstraction. It only considers the field name but coalesces the variables, thereby
distinguishing based on the field name and ignoring the variables.
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Chapter 3
Empirical Analysis of Hybrid Apps

3.1 Overview

Hybrid communication leverages APIs like the loadUrl or evaluteJavascript methods,
which, from inside an Android application, can either load a webpage into the Web-
View or execute Javascript code directly. To improve comprehension of hybrid commu-
nication we propose LUDroid, a framework supporting our semi-automatic analysis of
hybrid communication on Android. We extract the information flows from Android to
hybridization APIs and thus to the JavaScript engine to be executed in the displayed
web page (if any), and categorize these flows into benign and transmitting sensitive
data. We discover 6,375 sensitive flows from Android to Javascript.

Due to the fact that hybrid apps combine native and web technologies in a single
app, the attack surface for malicious activities increases significantly, as potentially un-
trusted code loaded at runtime, can interfere with the trusted Android environment.
In our study with applications from the Google Play Store, we find that 68% of these
apps use at least one instance of WebView and 87.9% of these install an active commu-
nication channel between Android and JavaScript. This includes exchange of various
pieces of sensitive information, such as the user’s location. To assess the impact on
user privacy a standalone analysis of the Android or Javascript side is thus clearly in-
sufficient. However, very limited work towards linking the assessment of both worlds
can be found in the literature. Initial approaches either focus on type errors during
hybrid communication [63] and/or only consider a very specific vulnerability arising of
hybridization [55, 102, 97, 51, 75, 33, 128].

3.1.1 WebView Interfaces

The WebView classes provides foreign function interfaces to interact with the Web
components. Briefly, these APIs come in two variations:

• loadUrl(url) and loadUrl(url, httpHeaders). These FFI calls load a remote
or local webpage. The local webpage must reside within the file structure of the
app. One can also specify JavaScript code in the url string as javascript:<source
code>. This lets the WebView know that the URL is a JavaScript code snippets and
it runs the specified code. However, in this case, it is not possible to the capture
the return value from the JavaScript code, which is supported by evaluateJavaScript.

23
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Listing 3.1: An example of WebView
1 class MainActivity {
2 protected void onCreate(Bundle savesInstanceState) {
3 WebView wv = (WebView) findViewById(R.id.webview);
4 WebSettings webSettings = wv.getSettings ();
5 webSettings.setJavaScriptEnabled(true);
6 wv.addJavascriptInterface(new DeviceProp (), "Android");
7 //case 1: invoke Javascript from Android
8 wv.evaluateJavascript(
9 "const xhr = new XMLHttpRequest ();
10 xhr.open(’POST ’, ’http ://www.leaker.com ’);
11 xhr.send(’id=Android.getDeviceId () ’);");
12 /* case 2: load a webpage (potentially executing JavaScript), the

object "Android" persists as property of the DOM’s global object */
13 wv.loadUrl( "http ://www.somepage.com");
14 }
15 }
16 class DeviceProp {
17 // expose this function to JavaScript
18 @JavascriptInterface
19 public String getDeviceId () {
20 var tManager = (TelephoneManager)

ctxt.getSystemService(Context.TELEPHONY_SERVICE);
21 var uid = tManager.getDeviceId (); // get the device ID
22 return uid;
23 }
24 }

• evaluateJavascript(source, returnValue). This FFI call makes it convenient to
run the specify the JavaScript code to run within the WebView. The first argument
source specifies the JavaScript source code and returnValue specifies the callback
method to capture and process the return value from JavaScript. If returnValue is
a null value then it ignores the return value from JavaScript.

3.1.1.1 Example – WebView

Listing 3.1 depicts a simple hybrid Android app with the communication between the
Android and WebView component. Line 3 retrieves a WebView object wv is retrieved
from the Activity’s UI via its identifier (line 3). By default execution of JavaScript in
a WebView object is disabled but can be enabled by overriding the WebView’s default
settings (line 5). WebView provides the means to create a Java interface object that
is shared with the WebView and can be accessed via JavaScript. Thus, the Android
app’s capabilities can be bridged to the Web component via bridge communication to,
e.g., provide access to various sensors’ data. In our example, an object of the class
DeviceProp (see Listing 3.1) is shared (Listing 3.1, line 6) with the WebView object
wv such that every webpage loaded into wv can use this object via the global variable
"Android" (i.e. "Android" becomes a persistent property of the DOM’s global object).
Finally, the method loadUrl can be used in two ways: (1) to invoke JavaScript code
directly (prepending a javascript: tag to the passed code) from Android, and (2) to
load a custom URL (line 12) (which again may execute Javascript code specified in the
web page).

Consider line 8 in Listing 3.1, which reveals that the loadUrl method is invoking the
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getDeviceId method defined in the Leaker class, line 19). This Java method retrieves
the Android device’s unique ID and returns it to the JavaScript code. Similar Java-
script code could also be invoked in the loaded webpage (Listing 3.1, line 13) where
it might be leaked to some untrusted web server together with more information the
user enters into the web page. Note that state-of-the-art information flow analyses for
Android cannot report these flows as they have no information whether the WebView’s
code actually leaks the shared data (even worse, many do not even consider loadURL
a sensitive information sink [93]). To further investigate this scenario, access to this
webpage is required. Static analysis of these scenarios is non-trivial as any static analy-
sis of JavaScript code is challenging due to its highly dynamic nature [114] and as it
additionally requires a careful inspection of the various aspects of the WebView class
and its bridge mechanism. Therefore, it becomes critical for program analyses to fully
understand the behavior of loadUrl and addJavascriptInterface. The aim of our work
is to provide this information by performing a large scale study of real-world apps.

3.2 Contributions

Previous works [63] take a first step into analyzing the data flows from Android to
JavaScript but it is far from sound and mostly concentrates on potential type errors
when passing data between the two worlds. These analyses such as, BabelView [97],
BiFocals [22], and HybridDroid [63], among others [51, 102, 65, 48], focussed only on
a specific vulnerability. BiFocals (Chin and Wagner) focussed on excess authorization
and file-based cross-zone scripting. These attacks expose device file systems to the at-
tacker. BabelView (Rizzo et al.) studies the impact of code-injection attacks on Hybrid
apps. HybridDroid (Lee et al.) focusses on detecting type mismatch bugs in the An-
droid hybrid apps. Similarly, Hassanshahi et al. studied the possibility of web-to-app
injection attacks. To better understand the picture of interaction between Android
and JavaScript code, a thorough understanding of the methods addJavascriptInterface,
loadUrl, and evaluateJavascript is required. We are interested particularly in the uses
and potential abuses of this interface in the wild and their implications on the design
of a program analysis for hybrid apps.

To start with the study, we developed a tool called LuDroid which statically analyzes
these apps for the presence of the bridged methods in these apps and extracts the
URL and JavaScript code passed through loadUrl and evaluateJavascript calls. Then,
we select a set of benign apps from Google play store and a set of malware apps (from
AMD Dataset) for the study to build a corpus of the information extracted by LuDroid,
which was subsequently used for a manual analysis. We manually analyzed the extracted
URLs and studied their characteristics. Again, from the extracted JavaScript, we aimed
to find a common patterns that existed in these apps.

The salient observations obtained from our study are:

1. We observed that both benign apps and malware apps leverage WebView com-
munication. Further, WebViews are frequently used in libraries in both, benign
and malware apps.

2. We observed that many apps include third-party libraries through unsecured pro-
tocols. This makes it possible to launch simple man-in-middle attacks.
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Figure 3.1: The workflow of LUDroid

3. The presence of bridge methods that acts like setter methods used to assign values
to field in a class is common. Unfortunately, static analysis cannot handle these
methods.

4. We identify bridge methods potential user-sensitive information flow originating
from these methods. These methods could be invoked by the JavaScript code. In
this work, we assume that these methods are likely candidates of the data leak.

Remaining of the chapter describes the LuDroid tool build for the purpose of the
study, the dataset chosen for the study, and presents the results obtained form LuDroid
on the chosen dataset.

3.3 Methodology

To discover the usage of loadUrl and evaluateJavascript, we developed the tool chain
LuDroid. Figure 3.1 presents the workflow of LUDroid’s analysis framework which
consists of four modules: (1) ResourceExtractor, (2) IFCAnalyzer, (3) JSAnalyzer,
and (4) URLAnalyzer. LuDroid decompiles the android app using APKtool [98] to
extract the source code of the app in Smali IR [46]. IFCAnalyzer and ResourceExtractor
works on the smali module to extract the Bridge interfaces and corresponding security
violations, while the IFCAnalyzer and URLAnalyzer works on the extracted information
from IFCAnalyzer and ResourceExtractor. In the sequel, we describe each of these
modules.

3.3.1 IFCAnalyzer

This module checks for the presence of data originating from sensitive sources in the
bridge interfaces. It leverages the sensitive sources defined by [93] to identify the sensi-
tive sources in Android.
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Figure 3.2: The workflow of IFCAnalyzer

The high level workflow of the IFCAnalyzer module is illustrated in Figure 3.2. To
locate the WebView initialization corresponding to each occurrence of the addJavascript-
Interface method, we compute its backward slice. By using the addJavascriptInterface
method, the Android object is injected into the relevant WebView, with the Java object
and the associated object name as its two parameters. When Javascript is enabled on
the WebView, web pages can access and execute methods exposed by the shared Java ob-
ject (see Listing 3.1). Our focus is on examining the functionality made available by this
Java object, and to achieve this, we extract the corresponding class and its supported
methods. It is essential to note that not all methods of the Java object are bridged; only
those annotated with @JavascriptInterface are accessible to Javascript. Our next step
involves identifying potential information leaks that may originate from these methods,
as Javascript could invoke them and inadvertently expose sensitive information. At the
last, we store the analysis results in a database.

3.3.2 ResourceExtractor

The loadUrl method loads a specified URL given as string parameter (cf. Listing 3.1,
line 13). If the input string starts with "javascript:", the string is executed as Java-
Script code (cf. Listing 3.1, line 8). Similarly, evaluateJavascript executes the specified
JavaScript code. The aim of this module is to extract the URLs and Javascript code
passed to these FFI methods. To this end, we create an intra-procedural backward slice
on loadUrl, extract the input strings, and store them along with their originating class’
name. As input strings are often constructed via various String operations, (e.g., using
StringBuilder to concatenate strings), we extend LUDroid with domain knowledge on
the semantics of the Java String (and StringBuilder) class. LUDroid understands the
Smali signature of String methods and applies partial evaluation to infer strings created



28 CHAPTER 3. EMPIRICAL ANALYSIS OF HYBRID APPS

by various String manipulation methods. However, at the moment we do not support
complex string operations such as array manipulation. It is also possible to extend
the support for such operations and simple obfuscations. However, in this work, we
concentrate on the features of the parameters that can be extracted with reasonable
effort. The output of this module is fed to the UrlAnalyzer and JSAnalyzer modules to
interpret and categorize the URLs and Javascript.

3.3.3 JSAnalyzer

JSAnalyzer uses the strings constructed by ResourceExtractor and builds a database
summarizing the patterns used in raw javascript passed to loadUrl. The results in the
database are further manually analyzed for the features mentioned in the subsequent
paragraphs. The components of JSAnalyzer primarily consist of scripts for automation
and reporting. We look for the following properties:

• Information Flow from Javascript to Android. The Android SDK allows app
developers to annotate setter methods with JavaScriptInterface. This supports the
reuse of existing web-based functionality in Android by transmitting the results from
a web-based/JavaScript method to the Android object. It creates an information flow
from the external web application to the Android app. In this paper, we identify
use-cases of this behavior.

• Obfuscated and unsecured Code. Many third-party library developers use code
obfuscation to protect their intellectual property. It is also possible to inject remote
third-party libraries in JavaScript using unsecured protocols such as HTTP. In this
work we identify the patterns in which these libraries are obfuscated or used insecurely.

• Pass Native Information to Third Parties. Many apps pass device specific native
information to third-party libraries. This user-sensitive information is leveraged by
third-party libraries to enhance their services. However, it can be detrimental to the
privacy of the user. In this work, we identify cases of passing sensitive information to
third-parties.

3.3.4 URLAnalyzer

URLAnalyzer has two functions: (1) it checks the validity of a URL, and (2) extracts its
essential features. URLAnalyzer reads the passed URL inputs from ResourceExtractor
and parses them following the RFC 3986 [17] standard. In case the URL is malformed,
i.e., it does not adhere to RfC 3986 standard, it reports an error. We obtain the
URLs information such as protocol, host, port, search, fragment. Table 3.1 mentions
the fields of the extracted data. In addition, it also categorizes the URLs used within
the SDKs. These libraries use loadUrl to load their custom URLs and provide the
intended functionality to other app developers, e.g., Facebook SDK for Android provides
Facebook authentication service to other apps.

In this thesis, the discussion is limited only to those URL with file:// protocols
where HTML and JavaScript code bundled in the apps. Other aspects, such as SDKs
leveraging FFI calls, unencrypted communication in apps is mentioned in the Ap-
pendix A for our readers.



3.4. DATASET 29

Field Description

Protocol The application layer protocol used within the URL.
Host This can either be a fully qualified domain or an IP address

of the corresponding host.
Port The port (if specified) of the host to which the request is sent.
Path The path (if specified) on the host the request is sent to. Such

a path can for example be specified for HTTP or FTP URLs,
but also for local file URLs.

Search The search part (if specified) of HTTP URLs. This is the
remainder of a HTTP URL after the path, e.g., ”?x=5&y=9”.

Fragment The fragment is an optional part of the URL that is placed
at the end of the URL and separated by a #.

Table 3.1: Data extracted from URLs by URLAnalyzer

Category #Apps Studied Category #Apps Studied

Banking 6 Music 13
Business 10 News 19
Education 8 Shopping 17
Entertainment 16 Social 11
Health 10 Travel 9
Online Payments 25

Top Grossing 30 Top Apps 22

Total 196

Table 3.2: Top apps by categories

3.4 Dataset

We curate four different datasets containing both benign and malware apps. Our ratio-
nale to study both is the following: (1) the analysis of benign apps conveys information
on how developers use Android-Web hybridization in practice, and (2) analysis on mal-
ware provides relevant insights on the use of the feature for malicious purposes. The
former exhibits patterns which can be dangerous and potentially exploited. The latter
demonstrates that these exploits have been exploited in practice.

We select the benign apps from the Google Play Store and malware from the Argus
AMD dataset (Wei et al.). To obtain the benign apps, we crawled the Google Play
Store based on the criteria (A) and (B) below. The Argus AMD dataset [122] is the
state of the art malware dataset available to the best of our knowledge. In what follows,
we describe the datasets chosen for our study.

(A) Benign apps. In this dataset we randomly chose 7,500 apps published on the
Google Play Store between 2015-2019.
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(B) Frequently Used Apps. Here, we selected a total of 144 of the top down-
loaded apps from 11 app categories on the Google Play Store from the following
categories: Banking, Business, Education, Entertainment, Health, Music, News,
Online payments, Shopping, Social, and Travel. These categories of apps that
were among the highest downloaded on Play Store. In addition, we also selected
the top downloaded apps (referred as top apps) across all categories and apps that
yield the most revenue (referred as top grossing), consisting of 52 apps. In total,
we curate 13 categories of apps. Table 3.2 lists these categories together with the
apps in each category as of Dec 2019, when they were downloaded.

(C) Malware: The Argus AMD dataset contains 24,553 samples from 71 different
families of malware. The number of malware in each family range from 4 to 7843.
To have a representative from each malware family, we chose at least one from
each family, but choosing up to approx. 20% of the malwares from each family.
In total, we choose 1000 malware apps for the study.

We present the results of our study in the sequel. All experiments were performed
on a MacBook Pro with a 2,9 GHz Intel Core i7 processor, 16 GB DDR3 RAM, and
MacOS Mojave 10.14.1 installed. We used a JVM version 1.8 with 4 GB maximum
heap size.

3.5 Java-JavaScript communication in Benign Apps

Table 3.5 illustrates the distribution of apps based on different characteristics of hybrid
communication. Out of 7,500 apps analyzed, a substantial 68% of them are classified as
hybrid apps as they utilize WebView. Of these, 87.9% enable JavaScript (JavaScript),
while the remaining 12.1% solely use WebView for static webpages, where JavaScript is
not enabled. Among the hybrid apps that enable JavaScript, half of them employ the
addJavascriptInterface method to create an interface between Android and JavaScript,
allowing the transfer of information from Android to JavaScript. A total of 30% of the
entire dataset and 43% of the hybrid apps involve the transmission of information from
the Android platform to JavaScript.

Table 3.6 displays the top ten app categories along with the types of information
they share with JavaScript. However, it is important to note that this research does
not delve into what happens to this data on the JavaScript side, specifically whether
it might inadvertently leak to untrusted entities. The primary objective is to identify
real-world scenarios that necessitate consideration when devising an analysis for hybrid
apps.

We observed 6375 sensitive information flows from Android to JavaScript in 18%
percent of the total apps in our dataset. The JavaScript code in an app could arise
from third party. Out of these, 18% of these flow to URLs located inside the app, i.e.,
using the file protocol. We observed that 82% (or more) of the sensitive information
flows could leak to potentially untrusted code. A list of 10 randomly selected apps
along with their corresponding components and shared sensitive information from each
category (mentioned in Table 3.6) has been shown in the Table 3.4. The majority of
these flows include location information, network information and file system access.
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Property Number of benign apps Number of Malware Apps
(total=7500) (total=1000)

Uses WebView 5,083 (≈ 68%) 572 (≈ 57%)

Enables JavaScript 4,469 (≈ 60%) 572 (≈ 57%)

Injects bridge interfaces 2,256 (≈ 30%) 451 (≈ 45%)

Table 3.5: Hybrid API usage over 7500 benign apps and 1000 malware apps)

Table 3.6: Top ten app categories with type of information shared from Android to JavaScript

App category Type of information

Social Cookies, File system
Entertainment Account Information, File system, Network Informa-

tion, Location
Music & Audio Account Information, File system, Network Informa-

tion
LifeStyle Activity Information, Application level navigation

affordances, Locale
Board Games Date and Time, Location, Network Information
Communication Activity Information, File system, Location, Net-

work Information
Personalization Activity Information, Account Information, File sys-

tem, Location
Books & Reference File System, Location, Network Information
Puzzle File System, Internal Memory Information, Location
Productivity File System, Internal Memory Information, Network

Information

3.6 Java-JavaScript communication in malware apps

Table 3.5 (column 2) depicts the usage of loadUrl features in malwares. Out of the
1000 samples, we observed 57% of these apps use WebView. All of the apps that
uses WebView enable JavaScript by default, and 45% of apps injects bridged interfaces
defined in Android in WebView.

3.6.1 Patterns of JavaScript usage in Benign Apps

Here, we present the insights on JavaScript code passed to FFIs, i.e., loadUrl or evaluate-
JavaScript, identified by LuDroid. In our chosen dataset, the JavaScript code passed to
loadUrl subsumes the JavaScript code passed to evaluateJavaScript.

3.6.2 Frequent JavaScript Code in Benign Apps

From the obtained JavaScript code in our dataset, we observe the following: (1) 64% of
the the code contain event-driven functionality with the use of JavaScript Event [1] API,
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(2) 31% of the code pertains to modification of DOM models, and (3) the remainder
5% construct JavaScript code through inter-procedural function calls. LuDroid cannot
construct the Interprocedural strings which makes it unsound. We then further extract
a total of 73 distinct type-2 clones, syntactically indentical copy where identifiers have
been modified. Given, such as low number of the distinct type-2 clones, it is not
surprising to say that most of these originate from third-party libraries.

Program Fragment %age of
Apps

Comments List of selected
apps

function (){
var event = document.createEvent(’Event ’);
event.initEvent(

’fbPlatformDialogMustClose ’
,true ,true);

document.dispatchEvent(event);
}

32.25 Code from
Facebook
SDK

com.tivion.usa
com.com014.lotto
com.t1gamer.lmcs
com.ape.games.nlu

window.HTMLOUT.processHTML(
document.getElementById(’SearchResults ’)
.innerHTML

);

16.65 Injecting
HTML
in bridge
object
HTMLOUT

com.www.Fishingmac
com.tc.veda
com.alx.roseslwp
com.mediaapp.mex
com.calcrate

function actionClicked(m, p) {
var q = prompt(’vungle:’ + JSON.stringify(

{ method: m, cparams: (p ? p : null) }
));
if (q && typeof (q) === ’string ’) {

return JSON.parse(q).result;
}

};

function noTapHighlight () {
var l = document.getElementsByTagName(’*’);
for (var i = 0; i < l.length; i++) {

l[i].style.webkitTapHighlightColor =
’rgba(0,0,0,0)’;

}
};

noTapHighlight ();
if (typeof (vungleInit) == ’function ’) {

vungleInit($webviewConfig$);
}

4.33 Code from
Vungle ad-
vertising li-
brary

Lucky-Wheel
Booboo Guess-
The-Flag
com.ignm.gesu

javascript:window.SynchJS.setValue
(( function () {try{return
JSON.parse(Sponsorpay.MBE.
SDKInterface.do_getOffer ()).uses_tpn ;}
catch(js_eval_err){return
false ;}})());

1.9 Bridged
Communi-
cation with
Sponsorpay
SDK

com.wTieugiano
SocialNetwork-
Circus BBCNews-
Pashto WoRSA

Table 3.7: Frequent resolved javascript code

Table 3.7 lists the four most frequently used JavaScript code fragments and their
usage. The most commonly used JavaScript code snippet in our dataset originates from
the Facebook SDK. More than 32% of apps, in our dataset, have used it at least once.
This code snippet provides the functionality to authenticate with Facebook on the web
in case the Facebook mobile app is not present in the user’s device. The second most
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Listing 3.2: Dynamic Script Loading in loadUrl
1 javascript: (function () { var script=document.createElement(’script ’);
2 script.type=’text/JavaScript ’;
3 script.src=’http :// admarvel.s3.amazonaws.com/js/admarvel_mraid_v2_

complete.js’;
4 document.getElementsByTagName(’head’).item (0).appendChild(script);})()

Listing 3.3: Modifying the bridged Android object named SynchJS
1 javascript:window.SynchJS.setValue (( function (){
2 try{
3 return JSON.parse(Sponsorpay.MBE

.SDKInterface.do_getOffer ()).uses_tpn;
4 }catch(js_eval_err){
5 return false;
6 }})());

common JavaScript code snippet exhibits a peculiar case. In this snippet, a DOM el-
ement modifies an Android object. We describe further details in Case Study 3.6.2.2.
Similar functionality is manifested by the fourth JavaScript code snippet. In this case,
a JavaScript code snippet, originated from an external SDK, modifies an Android ob-
ject by invoking the setter method. In particular, both cases manifest an interesting
scenario where JavaScript modifies Android objects. Finally, the program in the third
row originates from the advertisement library Vungle. Details regarding this case are
described in Case Study 3.6.2.3.

We describe the four interesting cases relevant to understand developers’ intentions.

3.6.2.1 Case Study: Third-party script injection in loadUrl

We identify cases of the third-party script injection in 3 of the 73 code clones. Listing 3.2
illustrates one such script. Instances similar to this script are present in 8.33% of the
analyzed apps. The script loads third-party JavaScript code by injecting a script tag
into the header of the displayed webpage, resulting in a modification of the global
state of the page. In this example, the developers used an unsecured protocol (HTTP,
cf. Line 3, Listing 3.2). This scenario makes the webpage and thus the whole Android
app susceptible to a man-in-the-middle (MITM) attack, where an attacker can intercept
the connection and replace the script loaded from script.src with malicious JavaScript.
Unfortunately, in the case of hybrid apps, this script runs in the trusted sandbox of the
app and it is completely oblivious to the user that the script can be replaced by the
attacker.

Developers load remote scripts using unsecured protocols which might violate the
integrity of the app.

3.6.2.2 Case Study: Information flow from JavaScript to Android

We found cases of dataflow from JavaScript to Android in 8.7% of the investigated
apps which is unsurprisingly as “setter” methods can be interfaced via the bridge object
to JavaScript. Listings 3.3 and 3.5 display examples of this behavior.
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Listing 3.4: Excerpt of source code for SynchJS object in Listing 3.3. Source: Github [34]
1 public class SynchronousJavascriptInterface {
2 // JavaScript interface name for adding to web view
3 private final String interfaceName = "SynchJS";
4 private CountDownLatch latch; // Countdown latch to wait for result
5 private String returnValue; // Return value to wait for
6 public String getJSValue(WebView webView , String expression) {
7 latch = new CountDownLatch (1);
8 String code = "javascript:window." + interfaceName +

".setValue (( function (){try{return " + expression +
"+\"\";} catch(js_eval_err){return ’’;}})());";

9 webView.loadUrl(code);
10 try { // Set a 1 second timeout in case there’s an error
11 latch.await(1, TimeUnit.SECONDS);
12 return returnValue;
13 } catch [...] return null; }
14 // Receives the value from the JavaScript.
15 public void setValue(String value) {
16 returnValue = value;
17 try { latch.countDown (); } catch (Exception e) {}
18 }
19 }

Listing 3.5: Information Flow from JavaScript to Android
1 (function () {
2 var metaTags=document.getElementsByTagName(’meta’);
3 var results = [];
4 for (var i = 0; i < metaTags.length; i++) {
5 var property = metaTags[i]. getAttribute(’property ’);
6 if (property && property.substring(0, ’al:’.length) === ’al:’) {
7 var tag = { "property": metaTags[i]. getAttribute(’property ’) };
8 if (metaTags[i]. hasAttribute(’content ’) ) {
9 tag[’content ’] = metaTags[i]. getAttribute(’content ’);

10 }
11 results.push(tag);
12 } //if end
13 } //for end
14 window.HTMLOUT.processJSON(JSON.stringify(results));
15 })()

Listing 3.3 leverages a synchronous communication channel from Android to Java-
Script and back. The method setValue() which is a setter method defined in the class
SynchronousJavascriptInterface, excerpted in Listing 3.4, is invoked through a bridged
object SynchJS . Note that the code of Listing 3.3 is generated in the method getJS-
Value (line 6), where Android executes the parameter expression in the context of the
WebView and waits (line 11) for the thread evaluating the JavaScript code to invoke the
bridged setValue method. Line 3 in Listing 3.3 reads the field uses_tpn of an object de-
serialized from a third-party library method Sponsorpay.MBE.SDKInterface.do_getOffer and
passes that value to the setter method in SynchJS. When this method is invoked in-
side the WebView’s thread, the field returnValue is changed at line 16 of Listing 3.4.
The implementation then notifies Android’s UI thread via a call to latch.countDown(),
which basically implements a simple semaphore such that the waiting Android thread
can continue its execution and return the value retrieved from the WebView (line 12).

Listing 3.5 writes meta-tag information to an Android object. It first constructs the
array with properties and content (Line 5-Line 11). This array is then serialized to a
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Listing 3.6: Representative Java listing called from onPageFinished() in Liberty Education App
1 public void process () {
2 ....
3 WebView v0 = p0.viewFinished;
4 ...
5 String v1 = "javascript :..."; // String from Listing 3.5
6 v0.loadUrl(v1)
7 ...
8 }

string in JSON notation (Line 14) and subsequently passed through Android through the
bridge object HTMLOUT. Note that processJSON method runs in a different thread
than the regular Android Code [35], it requires synchronization with the WebView
thread.

Android WebViews feature an event system that reacts to many different events in
the WebView. The Android SDK allows developers to override the default WebView
chromeless browser window and specify their own policies and window behavior through
extending a Java interface called WebViewClient. Interestingly, we also identified many
similar code fragments during handling of WebViewClient events. As an example, devel-
opers can modify the behavior when e.g. the WebView client is closed. Our study found
that many developers transfer results from JavaScript to Android after the WebView
client terminates by modifying the onPageFinished() method in the WebViewClient in-
terface to invoke JavaScript. Listing 3.6 shows an example taken from the app Liberty
Education where the method process() is called from method onPageFinished() by a
series of method calls.

Our study shows intricate cases of using setter methods to permit non-trivial
dataflow from JavaScript to Android, in some cases even using (required) syn-
chronization.

Restricting the bidirectional communication impacts the flexibility provided by Web-
View to developers. Instead static analysis techniques could be leveraged to detect and
report similar insecure data flows. However, a simple context-insensitive static analysis
on Listing 3.3 using approaches such as HybridDroid [63], or Bae et. al. [15] will be
unsound. The unsoundness stems from the analyses’ limitation to analyze the described
callback communication methods, thus only supporting one-way communication from
Android to JavaScript. A precise and sound static analysis would need to consider these
non-trivial methods of callback communication that establish a two-way communication
channel.

3.6.2.3 Case Study: Device Information to Third-party

This case study illustrates leakage of device information to third-party libraries. List-
ing 3.7 is taken from the advertising library Vungle. Line 10 removes the highlight color
from each element. Therefore, the function noTapHighlight() makes the app susceptible
to a confused-deputy attack such as clickjacking. It obscures user clicks, making users
click on advertisements without their knowledge. Additionally, Line 14 can potentially
leak Vungle’s WebView configuration object, which contains identifiable information of
a device, to some web server, in this example through the function vungleInit(). Web-
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Listing 3.7: Leaking Sensitive Information
1 function actionClicked(m,p) {
2 var q = prompt(’vungle:’ + JSON.stringify ({ method:m,

params :(p?p:null)}));
3 if(q && typeof(q) === ’string ’) {
4 return JSON.parse(q).result;
5 }
6 };
7 function noTapHighlight (){
8 var l=document.getElementsByTagName(’*’);
9 for(var i=0; i<l.length; i++){

10 l[i]. stylewebkitTapHighlightColor= ’rgba(0,0,0,0)’;
11 }
12 };
13 noTapHighlight ();
14 if (typeof vungleInit == ’function ’) {
15 vungleInit($webviewConfig$);
16 }

Listing 3.8: Complex control flow via JavaScript
1 javascript :( function () { Appnext.Layout.destroy(’internal ’); })()

View settings contain sensitive information about the host device that is also used by
WebViewClient.

3.6.2.4 Case Study: Code Obfuscation in Third-Party Libraries

This case study shows an interesting obfuscation pattern using loadUrl to deliberately
prevent program analyzers from inferring the intended functionality. Need for obfusca-
tion arises from concerns about safeguarding the intellectual property, or from trying
to hide debatable or, worse, malicious behavior.

Appnext is an ad-library which is widely used for app monetization. Listing 3.8
shows a code snippet found in its library code. In this code a Java object Appnext
is being bridged and used in JavaScript invoked from Android. This functionality
could have been directly implemented in Android/Java itself. It is unclear why the
programmers chose to implement it by crossing a language-bridge from Android to
JavaScript and back, which is even more expensive as an eval in JavaScript, instead
of the direct invocation. We have discovered this pattern in 25% of the apps, which
makes this potential obfuscation pattern prevalent among Android apps. In this case,
the anonymous function can be directly replaced by the function call.

In our study, we found an instance of obfuscation where the WebView class itself
is obfuscated. Various libraries inherit from the WebView class and define their own
subclass to access WebViews functionality. These subclasses are then obfuscated using
a code-obfuscator tool. Listing 3.9 shows an instance from the library code Ad-Locus.
Listing 3.9 defines a class AdLocusAdapter which contains the obfuscated method names
such as a(),b() and c(). To improve precision, static analysis needs to consider these
libraries and especially the obfuscation patterns present in libraries.

By adding another layer of complexity to inter-language analysis, obfuscation in-
creases the difficulty for program analysis tools to infer the actual functionality. A
precise and sound analysis of these patterns is required for useful analysis results. Ob-
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Listing 3.9: Representative Java listing of obfuscation in Library Code-AdLocus
1 package com.adlocus.adapters;
2 public class AdLocusAdapter {
3 ...
4 protected final WeakReference a;
5 ...
6 private WebView b;
7 ...
8 // direct methods
9 ...
10 public AdLocusAdapter(AdLocusLayout v) { ... }
11 private static WebView a(AdLocusAdapter v) { ... }
12 private void a(AdLocusLayout v) { ... }
13 ...
14 // virtual methods
15 public void a() { ... }
16 public void b() { ... }
17 public void c() { ... }
18 ...
19 }

Program Fragment %age of Apps

document.loginForm.j_password.value = ". . . "; 9

document.getElementById(’access -pin’).value = ". . . "; 9

document.getElementById(’access -code’).value = ". . . "; 9

document.logon1.PASSWORD1.value = ". . . "; 9

document.form1.selBankID.value = ". . . "; 5

document.form1.consumerEmail.value = ". . . "; 2

Table 3.8: JavaScript code passed to evaluateJavascript . Sensitive values are masked by . . .
to protect the confidentiality of the information in these apps.

fuscation patterns in Android apps are discussed in detailed in a recent large scale
study [125].

We also analyzed the most frequently used apps from the Google PlayStore to study
the JavaScript code passed to the method evaluateJavascript . In particular, we found
differences between the usage of evaluateJavascript and loadUrl in these apps. In Sec-
tion 3.6.4, we identified some usage patterns of loadUrl, many of which similar to the
benign apps in Section 3.6.2. However, in the top 196 apps, our study found a signif-
icant difference between the usage of evaluateJavascript and loadUrl. We found that
26 of these 196 apps use at least one instance of evaluateJavascript . These usages
contain 158 instances of JavaScript code fragments, forming 16 type-2 code clones. In
what follows, we elaborate two cases of frequent JavaScript code in these apps. We also
observe an unusual case which – to our surprise – violates basic security practices.

In this section we present the insights of our study of loadUrl and evaluateJavascript
on frequently used apps. We collected the most frequently used 196 apps from the
Play Store and categorized it into 13 categories. These categories include the most
downloaded apps (referred to as Top Apps) and apps that yield high revenues (referred
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Category #Apps Studied

Banking 6
Business 10
Education 8
Entertainment 16
Health 10
Online Payments 25
Music 13
News 19
Shopping 17
Social 11
Top Grossing 30
Top Apps 22
Travel 9

Total 196

Table 3.9: Top apps by categories

Banking
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Online Payments
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Travel
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Figure 3.3: Apps using loadUrl in each category

to as Top Gross). Table 3.9 lists our categories alongside the number of apps studied
in each category.

3.6.3 JavaScript from loadURL in Top 196 Apps

Using LUDroid, we prepared a corpus of JavaScript string and objects’ fields (containing
a JavaScript string, potentially a constant) passed to loadUrl. We performed a manual
analysis of the corpus. We observed that none of the apps in this category injects
third-party scripts remotely over an unsecured protocol.
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Listing 3.10: Code from Facebook SDK found in all of the top apps category
(function () { var event = document.createEvent(’Event’);

event.initEvent(’fbPlatformDialogMustClose ’, true ,true);
document.dispatchEvent(event);

})();

In addition, we also provide insights on the usage of loadUrl in these apps. Figure 3.3
lists the percentage of apps using loadUrl. We observed that none of the banking apps
we studied use loadUrl. In this app corpus we founds 50% usage of loadUrl in categories
other than Banking. These results suggest that a majority of the popular apps, except
those related to security-critical banking tasks, leverage loadUrl. In what follows, we
describe our insights on the usage of loadUrl in each of the categories.

In top-grossing and top apps categories, more than 70% of apps use loadUrl. On man-
ual inspection, we observed that the use of loadUrl in these apps originates from SDKs.
Similar to the benign apps in the last section, either the SDKs pass raw JavaScript or
refer to a field variable within the SDK. Approximately 76% of these are mainly related
to mobile payments or social networks. Social networking SDKs account for one-third
of the usage among these apps. Listing 3.10 lists the most frequent code we observed in
this category of apps. Other categories of SDKs prevalent are advertisement (approx.
10%), e-commerce (approx. 5.77%), and also file sharing SDKs such as DropBox (ap-
prox. 2%). The file-sharing SDK used internally within the DropBox app and is used
for authentication. These cases highlight the ubiquity of loadUrl use among the top
downloaded apps and strengthen our results from the benign apps (cf. Section 3.6.2).

In the education apps, such as EdX and Coursera, we observed that all apps leverage
at least one instance of loadUrl. We observed a total of 21 instances of its use in 8 apps.
Approximately two-third of the apps leverage loadUrl provided by the Facebook SDK
by passing raw JavaScript or accessing the URL through a field defined in the SDK.
Fortunately, none of the SDKs were untrusted. This pattern is similar to those observed
in benign apps studied in Section 3.6.2. We also observed another a similar pattern of
resetting the webpage using about:blank in one app. A minority (approx. 10%) of
these apps pass the parameter to loadUrl through inter-procedural function calls. The
usage of loadUrl in the entertainment category is similar to those in education. Here,
also two-third of the apps leverage loadUrl. Additionally we observed the usage of the
vungle ad library, which was also present in the benign apps.

Next, we consider another category: online payments. We observed that 76% of the
apps pass object fields to loadUrl, while raw JavaScript strings account for the remaining
24%. All of these object fields are from their respective apps. The raw JavaScript is
a simple facebook login fallback code which is used in case the Facebook app is not
installed on the user’s device. This is in contrast with our previous observation that
object fields passed to loadUrl originate from SDKs.

In social apps, we perceive the use of features that modify an app’s look-and-feel
through Web APIs. Consider the program fragment in Listing 3.11, where the app uses
Web APIs to modify the header section of the app, which is implemented in WebView.
Line 2 selects the element named MTopBlueBarHeader, and line 3 removes all styling.
In this category we found two unique type-2 source code clones, and no instances of
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Listing 3.11: Modifying an app’s look-and-feel
1 (function () {
2 var topbar = document. querySelector(’#header[data -sigil =

"MTopBlueBarHeader "]’);
3 topbar.setAttribute(’style’, ’display:none’);
4 })()

passing objects’ fields to loadUrl. In other categories, such as shopping and travel, we
observed a single type-2 clone of raw JavaScript shown in Listing 3.10. The same code
snippet is most frequent among benign apps as well (Section 3.6.2). Line 2 initializes
a DOM event handler that listens to the event fbPlatformDialogMustClose, and line 3
dispatches the corresponding event.

3.6.4 Use of evaluateJavascript in frequently used apps

3.6.4.1 Case Study — Controlling Page Navigation

In our study, we found apps using JavaScript to control page navigation on Android,
which is similar to using a regular web page. Consider the code snippet from the pay-
ment apps JioMoney and LiquidPay, where the developers use handlers for keyboard
events in JavaScript : handleBackKey(), LoginSubmitClick(), and document.getElementById(’loginIdxSubmitBtn’).click().
The first one registers a custom handler for handling the back key on Android de-
vices, while the second one is for logging in via a submit button, and the third one
automatically initiates a click event. This case study highlights sophisticated use of
evaluateJavascript corresponding to the sophisticated use in loadUrl (cf. Section 3.6.2
and Section 3.6.4).

3.6.4.2 Case Study — LiquidPay

Table 3.8 displays six code snippets we identified using LuDroid. The payment app
LiquidPay uses sensitive information in plain-text in five of its Activities. All of these
five Activities use sensitive data such as a password or Bank-ID or perform a sensitive
operation such as User Login. The developers include sensitive values in plain-text such
as document.getElementById(’access-code’).value = "\dots" or document.form1.selBankID.value

= "\dots" in WebView (cf. Table 3.8). We have masked the sensitive information by
. . . to protect the confidentiality of the information of this app. This case study
exemplifies a misuse of WebView.

To the best of our knowledge, we did not find any relevant work on static analysis
of evaluateJavascript . Our study on the most frequently used apps dataset reveals
that developers have found sophisticated use cases for evaluateJavascript . In principle
evaluateJavascript provides an alternative to loadUrl. Although evaluateJavascript is
meant to only evaluate the passed JavaScript expression, it is also possible to mimic
the functionality of loadUrl by manipulating DOM properties. Again, this makes the
existing analyses [63], [15] unsound. A more precise and sound analysis has to also
consider the data-flow between Android and evaluateJavascript .
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Listing 3.12: Malware injecting external results in Android object
1 window.HTMLOUT.processHTML( document.getElementById(’SearchResults ’).

innerHTML);

3.6.5 JavaScript in Malwares

We manually analyzed 1000 malware samples and studied the JavaScript passed to
loadUrl and evaluateJavascript . To our surprise, we did not find any instances of
evaluateJavascript use in malware. Of all malware samples we studied, 121 samples
pass JavaScript code to loadUrl, while 451 samples use loadUrl with an object’s field
variable. The 121 instances of raw JavaScript constitute eight distinct code clones
(type 2) . We further performed a manual analysis of these eight unique JavaScript
codes and found two of these JavaScript codes to be similar (type 2 clone) to those
in the benign apps. A manual analysis of the field variables again revealed that these
originate from SDKs, similar to those we found in benign apps (cf. Table A.1).

3.6.6 Case Study — Injecting external objects

We found a usage pattern in 88 of the 121 distinct malware codes (approx 72.73%),
where the malware injects results from the WebView into a shared Android object.
Listing 3.12 shows one such instance where the DOM element named SearchResults, is
passed to the method processHTML, and the resulting HTML is accessed through the
bridge object HTMLOUT. This pattern is similar to injecting external results in Android
in Section 3.6.2. However, in this case, it is more dangerous. By manually searching
for the package names, we find approximately 63% of the malware are from repackaged
apps. It points out that these apps either have a malicious activity or WebView. Having
a malicious WebView is more dangerous as it potentially exposes it to the Web.

Further, the activities (or WebView) in these apps run with the same privileges as a
regular app. For the other 37% apps, we could not find any information on the Google
Play Store. Therefore, these apps are taken down by the user, or otherwise, these apps
performed some suspicious operation. However, with the current data that we have, it
is not possible to give further comments.

3.6.7 Case Study — Clickjacking

As another case study we identified is a clickjacking attack. Listing 3.13 shows a code
snippet found in five out of 121 malware (approx. 4.13% ). Similar to the case study in
Section 3.6.2, this code snippet is also susceptible to a clickjacking attack. The function
noTapHighlight in Listing 3.13 masks user-clicks by removing the feedback given to the
users (by removing the highlighted color), thus, making them unaware of the accidental
user-interactions with the device. Line 2 of the function actionClicked serializes the
arguments passed to the method. Line 3 returns the value of the field result after a
deserialization of the previous statement. We discover the source code in malware, and
therefore, the intent of the clickjacking attack could potentially be malicious. However,
owing to the limitations of LuDroid, we could not ascertain the exact sequence of user-
interactions that invokes these functions.

The source code mentioned here is a type-2 clone of the source code in Listing 3.7,
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Listing 3.13: Malware susceptible to clickjacking
1 function actionClicked(t, u) {
2 var r = prompt(’showToast ’ + JSON.stringify ({ method: ’showToast ’,

params: (u ? [t, u] : [t]) }));
3 if (r && typeof r === ’string ’) { return JSON.parse(r).result; }
4 };
5 function noTapHighlight () {
6 var l = document.getElementsByTagName(’*’);
7 for (var i = 0; i < l.length; i++) {
8 l[i].style.webkitTapHighlightColor = ’rgba(0,0,0,0)’;
9 }};

10 noTapHighlight ();

Listing 3.14: Malware using SDK
1 (function () {
2 var flurryadapter = window.flurryadapter = {};
3 flurryadapter.flurryCallQueue = [ ];
4 flurryadapter.flurryCallInProgress = false;
5 flurryadapter.callComplete = function(cmd) {
6 if ( this.flurryCallQueue.length == 0 ) {
7 this.flurryCallInProgress = false;
8 return;
9 }

10 var adapterCall = this.flurryCallQueue.pop();
11 this.executeNativeCall(adapterCall);
12 return "OK";
13 };
14 // Remaining code from Flurry SDK
15 })();

which was also observed in the benign apps in Section 3.6.2.3. However, it makes the
scenario more dangerous than those in benign apps as the same technique is applied to
apps with malicious intent. This case study reveals the severity of vulnerable patterns
(Section 3.6.2) if exploited by malicious apps. We attempted to map the respective
source codes between benign apps and malware. Unfortunately, a similarity could not
be established owing to the limitations of decompilation. Decompilation mangled the
variables and class names in many cases, so building a one-to-one mapping between
malware and benign apps is not feasible.

3.6.8 Case Study — Analytics SDK in malware

We identify a case study where, to our surprise, we found malware using the analytics
SDK Flurry. Consider Listing 3.14 where the function defines an adapter to listen to
the Flurry analytics services. The body of the anonymous function implements the
functionality possibly required for handling of call requests stored in the call queue. We
found this pattern in 8 of 121 apps (approx. 6.61%) of apps.

3.6.9 Case Study — SDK usage in malware

We also identified a case where malware uses SDKs, especially those SDKs concerned
with advertising. The SDK usage pattern is prevalent in 48.1% of the studied malware
samples. Out of these, we found 78.2% (approx. 37% of all malware) originating from
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Category Benign Frequently
Used

Malware

Third-party script injec-
tion

✓ ✗ ✗

Non-Trivial Information
Flow

✓ ✗ ✓

Obfuscation by Third-
Party

✓ ✗ ✗

Privacy leak ✓ ✓ ✓

Table 3.10: Summary of the observed JavaScript behavior in studied apps

SDKs meant for advertising. For example, consider the use of the advertising library
TapJoy in malware com.nuttyapps.sally.makeup.salon and skloo.mobile.pud. Note
that the former APK is probably derived from a game called “Sally’s Makeup Salon”,
the latter an “Ultimate Drinking” app. Malware is often piggybacked to popular benign
software and distributed via non-regulated app stores as a trojan horse in order to be
installed voluntarily by naive users. In related work, Lee and Ryu have shown that
the TapJoy library performs various sensitive operations. These include launching new
activities, retrieving sensor information, and fetching location information and app in-
formation [65]. The last three operations potentially harm user privacy. However, this
case is more dangerous because of the malicious intent of the built-in malware. Launch-
ing new activities through JavaScript leads to a App to Web Injection attack [49], [65]
where the app (in this case, malware) initiates new malicious activities through injected
JavaScript.

A closer investigation of which functionality stems from the regular application and
in which form the attached malware is beyond the scope of this paper. However, we can
see that malware leverages hybrid app activities in order to satisfy its malicious intents
and that analyses that aim at analyzing the hybrid communication are bound to provide
a precise model of the communication patterns detected in this study. Therefore our
work may also serve as a “testbed” for such analyses.

3.6.10 Comparison of JavaScript Usage Across Datasets

In this chapter, we saw the various uses of JavaScript embedded in Android apps. Be-
sides, we also discovered the vulnerable use case of leaking private information through
clickjacking. Here, we summarize our observations on the JavaScript strings passed to
loadUrl for the three categories of apps: benign apps, frequently used apps, and malware
apps.

Table 3.10 presents the behavior observed across the datasets of apps. We observed
that (potential) privacy leak is a prevalent behavior of the JavaScript code passed to
loadUrl in all of the app categories. Non-trivial information flows from JavaScript to
Android is the next typical behavior, observed only in the benign apps and malware
dataset. Interestingly, the frequently used apps do not show this behavior as they,
primarily, use it through field objects (mostly constant strings) of the SDKs. Obfuscated
third-parties were observed only in benign apps. Furthermore, frequently used apps and
malware were free from third-party script injection attacks. It shows that at least the
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frequently used apps adhere to basic security practices.

3.7 Discussion

Using LUDroid we were able to derive a plenitude of novel statistics covering information
flow information, URL statistics and statistics on JavaScript code. Additionally, we
detected URL based vulnerabilities. At this point LUDroid is not a stand-alone analysis
tool but merely supports manual inspection and calculation of statistical data. The goal
of this work is to present interesting insights on how the bridge between Android and
JavaScript is used in the wild in order to facilitate the design of automatic program
analysis that take both sides of the hybrid app into account.

Other common limitations of static analysis are native code, reflection, dynamic con-
trol flow and obfuscation and the fact that strings like the URLs passed to loadURL may
be constructed at runtime. All of these obstacles have been investigated in separate lines
of research [45, 74, 117, 56, 69, 41] so we consider them orthogonal to the insights we are
aiming at in this study. Note however, that loadURL is also a dynamic language feature
that may execute code that is constructed at runtime based on a string parameter.
Insights gained in studies that target dynamic code execution (e.g. for JavaScript [96])
are also relevant to understand the semantics of loadURL.

Native code In Android applications it is possible to include native code (e.g. C/C++
code) via the Java Native Interface (JNI). LUDroid does not support the analysis of
native code at the current point of time. The support of native code implies high
additional complexity, as assembler semantics needs to be included into the analysis.
Additionally, we have observed native code rarely during our experiments.

Reflection, dynamic control flow and obfuscation In Java reflection is a method
for accessing code features during runtime. With reflection it is possible to make call
and field access decisions at runtime dependent on strings or other values that can even
be fetched during runtime. Theoretically, it is therefore possible to make the runtime
control flow and data flow completely dependent on these value, preventing every static
analysis. At the current point of time LUDroid does not support analysis for reflection.
Given this limitation, it becomes clear that LUDroid can not analyze an app that
intentionally uses reflection to prevent analysis (obfuscation). While some support for
reflection may be implemented in the future, it is in general not possible to resolve
reflection with dynamic values with any static analysis approach. However, we would
like to stress that we have not encountered the described massive usage of reflection in
any of the inspected benign apps.

Limited String analysis LUDroid requires String analysis to resolve the arguments
passed to the loadURL method. For the cases in that the string argument is being
manipulated before being passed we implemented domain knowledge of the Java String
class as well support for the StringBuilder class. However, LUDroid does not support
advanced string manipulations such as array based string manipulations at the current
point of time.
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3.8 Remarks

In this work, we present a large-scale analysis of loadURL usages in real world ap-
plications. The statistical results include numerous features, such as information flow
data, URL statistics and javascript code features on a set of 7,500 randomly selected
applications from the Google Playstore. We implemented our semi-automatic analysis
approach in a tool called LUDroid that computes the data by using slicing techniques.
One of the major insights obtained from this study was the bi-directional communica-
tion between Android Java and JavaScript with bridge interfaces, which paved the way
for an information flow analysis of bridge methods presented in the next chapter.



Chapter 4
Information Flow Analysis of Hybrid

Apps

4.1 Introduction

In this chapter, we introduce a information flow analysis for hybrid apps. Android
apps store a plentitude of private data safeguarded by the android permission model.
However, it is uncertain how to regulate the flow of the guarded data as soon as the
permission model. It is more prominent in the case of hybrid apps, where the data might
flow from one language to another. In the last chapter, we saw a large-scale analysis of
hybrid apps and conducts an information flow analysis on WebViews. Unfortunately,
the approach is imprecise as it does not track flows inside JavaScript, marking a data-
flow leak if it flows from Java to JavaScript.

Numerous methods [65, 63, 55, 102, 97, 51, 75, 33, 128] have been proposed to detect
security and privacy issues in Android hybrid apps. However, most of them only explore
web vulnerabilities’ impact on hybrid apps. Lee et al. [63] introduced the first framework
to uncover type bugs resulting from the misuse of hybrid APIs and to analyze the flow of
information from the Android native side to JavaScript. However, their analysis mainly
focuses on type bug analysis and provides only a basic taint analysis to track information
flows. An improvement over this work proposed by Bae et al. [15] covers additional
peculiar properties of the language while , Their approach mainly concentrates on ad
platforms and overlooks many unique aspects of the bridge interface. Moreover, these
approaches fails to consider violations of flows from JavaScript to Java.

In this chapter, we propose a demand-driven static analysis-guided framework to
discover information flows in Hybrid apps. Our framework comprehensively tracks
confidentiality violations, i.e., for (sensitive) data flows from Java to JavaScript and
then to a public sink. Besides, our framework can identify integrity violations for
interface object manipulations from the web.

The semantics of WebView is complex, and prior approaches [63, 15] have only covered
parts of it. We further extend these findings to uncover a few peculiar semantics essential
to track information flows of WebView concerning using interface objects. For instance,
in this chapter, we present cases where flow-insensitive updates of interface objects are
available to the enclosed JavaScript. These cases occur due to the complex execution
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1 Class BridgeJava {
2 String g;
3 ...//some code
4 @JavascriptInterface
5 public String getValue () {
6 // getter method
7 return this.g;
8 }
9 @Override
10 protected void onCreate(Bundle ...) {
11 WebView wv = new WebView(this);
12 WebSettings wvsettings = wv.getSettings ();
13 // enable JavaScript
14 wvsettings.setJavaScriptEnabled(true);
15 //add interface object
16 BridgeJava ifcObj = new BridgeJava(this);
17 wv.addJavasriptInterface(ifcObj ,"ifcObj");
18 //load JavaScript in Web
19 wv.loadUrl("file :/// index.html");
20 }

(a) Java Side
1 function set() {
2 var x = interfaceObj.getValue ();
3 }

(b) JavaScript code in index.html

Figure 4.1: A Simple Java and JavaScript communication in Android

behavior of WebView and the semantic differences between Java and JavaScript.

The interface object facilitates information flow between Java and JavaScript; conse-
quently, analyzing it and its use in JavaScript. We devise a demand-driven approach
where we begin our analysis on the JavaScript side and initiate the analysis of inter-
face objects only if they appear in JavaScript. The key insight is that the information
shared with JavaScript is linked to the interface object’s lifecycle. Thus, our framework
leverage IFDS/IDE framework [95, 99] to create a data-flow summary framework of the
interface objects, with security labels attached to their associated properties. Next, our
framework begins an independent analysis of JavaScript, allowing for using an interface
object in two ways. The first involves invoking a bridge method without any parameters,
while the second involves invoking a bridge method with input parameters. In the first
case, we use the precomputed security labels obtained from interface object summaries.
While the second case poses a potential threat to integrity as the input parameters,
computed in JavaScript, can alter the interface object or native side code.

4.2 Threat Model

To set the stage for our analysis, we detail the threat model concerning the information
flow in hybrid apps. Figure 4.3 shows a high-level overview of the threat model,
including confidentiality and integrity violations. In our work, we are interested in
communication anomalies between Java and JavaScript in a hybrid Android app; other
channels of information leakage in a hybrid app are ignored in this work. Our threat
model assumes Java as the host and Information channels within Java safe. JavaScript
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1 Class BridgeJava {
2 // Previous code ommitted
3 @JavascriptInterface
4 public String setValue(String secret) {
5 this.g = secret;
6 }
7

8 @Override
9 protected void onCreate(Bundle ...) {

10 // Previous code ommitted
11 // boilerplate code to get deviceId
12 setValue(deviceId);
13 // Previous code ommitted
14 wv.loadUrl("file :/// index.html");
15 }

(a) Extended Java Side
1 function set() {
2 var x = interfaceObj.getValue ();
3 Sink(x); //New code to Sink secret x
4 }

(b) Extended JavaScript Side

Figure 4.2: A Simple Java and JavaScript communication in Android
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Figure 4.3: Hybrid App Threat Model

works as a guest language and can access selective functionalities shared by the Android
side.

A confidentiality violation occurs if sensitive information flows from Android to Java-
Script and then flows through a sink in JavaScript. In Figure 2, JavaScript access
BridgeClassA’s method m1 with the interface object O1 and outputs the result via a
public sink. If method m1 releases sensitive information, then this flow is considered
a confidentiality violation. To elaborate on this violation, we extend the example in
Figure 4.1 to demonstrate a confidentiality violation via Figure 4.2. In particular, the
BridgeClass is extended to include a setter method setValue (Line 4 in Figure 4.2a)
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1 javascript: window.SynchJS.setValue(function (){
2 try {
3 return JSON.parse(Sponsorpay.MBE.SDKInterface.getOffer ()).uses_tpn;
4 } catch(error) {
5 return false;
6 }
7 })() // call setValue

Figure 4.4: Javascript updating Interface Object

and onCreate method assigns a sensitive information such as device id or location in-
formation via setValue method (Line 12 in Figure 4.2a). The getValue method call
in JavaScript returns this sensitive information and leaks via a sink at Line 3 in Fig-
ure 4.2b. In our threat model, an integrity violation occurs when a JavaScript code
snippet modifies an interface object. Updating an Android object could interfere with
the sensitive properties of the (secure) Android system. Consider the example code snip-
pet taken from a large-scale app [83, 118] in Figure 4.4. In this example, a JavaScript
code snippet modifies the Android object by invoking a setter method of the bridged
class. In particular, the setValue method is invoked via the interface object SynchJS ;
the interface object is updated based on the return value of an object deserialized from
a third-party library.

4.3 Peculiar Semantics of Interface Object

Android Webview establishes an asynchronous communication channel between the An-
droid native side and the Web, where both sides run in different execution environments;
this results in many unexpected cases arising due to complex inter-operation semantics.
Bae et al. [15] provided crucial semantics for some of these operations. Their study
explored error-prone runtime behaviors such as resolving overloaded method calls, first-
class java methods, multiple bridge objects, and nested bridge interfaces. In this section,
we further extend their findings to include pivotal semantics required for a sound and
precise information flow analysis of hybrid apps.

Observation 1 (Flow-insensitive update of the Interface Object). Updates to the in-
terface objects (field-updates) after the loadUrl method call are also reflected in the
corresponding JavaScript code.

Field updates of a Bridge class via the interface object are asynchronously imposed
to JavaScript, i.e., any updates to the interface object after the loadUrl or evaluate-
Javascript method calls are applied to the enclosed JavaScript code. This phenomenon
occurs due to the complex initialization process of the Chromium thread (part of the
WebView browser). As is, the WebView class is a part of Android’s View class and runs
as a View thread, and as per the Android OS design [5, 37], WebView uses the first
view thread as the UI thread. Thus, the Chromium initialization is postponed until the
view thread (UI thread) has been established. The example in Figure 4.5 explains this
observation. Line 3 assigns field g a low value, Line 4 invokes the loadUrl method with
an input URL with inbuilt JavaScript code, and finally Line 5 updates the field g a
sensitive value. In normal scenarios, the effect of Line 5 in the Chromium thread should
depend on whether the Chromium thread executes before the UI thread; however, as
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1 //... code from Figure 1 a
2 wv.addJavasriptInterface(ifcObj ,"ifcObj");
3 +ifcObj.g = "publicData";
4 wv.loadUrl("file :/// index.html");
5 +ifcObj.g = "secret";

Figure 4.5: Modifying interface objects on host

1 ifcObj = {
2 getValue: function () {
3 return "temp_property";
4 }
5 };
6 var x = ifcObj.getValue ();

Figure 4.6: Interface Object Definition in JavaScript

1 x = {
2 printHello: function () {
3 console.log("Hello");
4 }
5 };
6 delete x.printHello
7 x.printHello () // method not found exception
8 delete ifcObj.getValue
9 ifcObj.getValue () // invokes the getValue method

10 delete ifcObj // deletes the interface object

Figure 4.7: Deleting interface Objects

explained, the Chromium thread waits for initialization until the UI thread completes
its task, and thus, Line 5 updates are applied to the enclosed JavaScript.

Observation 2 (Interface Object redefinition). The bridge methods of the interface
objects can be redefined in JavaScript. On the JavaScript side, interface objects, like
other JavaScript variables, can be modified by updating the definitions of the bridge
methods.

JavaScript is a dynamically typed language, and the semantics are sometimes puz-
zling. Incidentally, the bridge variable can be reassigned to another variable or simply
redefined. Figure 4.6 redefines the interface object with a new getValue function, i.e.,
the Java bridge method getValue is not available at invocation in Line 6.

Observation 3 (Interface object deletion). Interface objects can be deleted in Java-
Script; however, the associated properties, e.g. methods, cannot be deleted, and Java-
Script silently ignores the deletion.

As is, JavaScript semantics allows the deletion of the object properties. For example,
in Figure 4.7 at Line 6, the printHello property of the variable x is deleted, and thus,
it is not accessible in Line 8. However, the same does not hold with interface objects.
While you can completely delete an interface object (Line 10), deleting its properties is
silently ignored. For example, Line 8 does not yield any results, and Line 9 is successfully
executed.
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4.4 Modular Inter-language Analysis

4.4.1 Overview of IFDS and IDE

IFDS and IDE analysis has been introduced in this thesis in Section 2.4 and Section 2.6.
To summarize, an IFDS problem has three inputs: (1) interprocedural control flow graph
ICFG , (2) domain of dataflow facts D, and (3) set of flow functions. A flow function
f : S × d ↦→ d′ maps each statement S from the input domain d to the output domain
d′ where d, d′ ⊆ 2D. Flow functions in IFDS are of four types:

1. normal flow functions express the dataflow function for a statement s in an in-
traprocedural CFG for a single function

2. call-to-begin function propagates the dataflow facts from the call-site to the called
functions

3. call-to-return propagates the dataflow facts from the call-site to the return site on
the side of the caller function

4. return-flow propagates the dataflow facts returned by the called function to the
return-site of the caller function

IFDS algorithm greedily explores the set of dataflow facts. At each step, it applies
the flow function only on the set of reachable dataflow facts reachable in the previous
step. IDE [99] is an extension of IFDS which overcomes the shortcoming of the IFDS by
augmenting statements with an environment transformer t : (2 d → l)→ (2 d → l ′) [99].
An environment env : 2d → l maps the dataflow facts d ∈ D to the lattice element l
belonging to a meet (or join) semi-lattice L. In other words, environment transformers
are similar to transfer functions. The environment transfers make it possible to specify
dataflow transfer functions based on the dataflow lattice. In IDE, the environment
transfer functions are composed and propagated along the reachable paths explored in
IFDS.

4.4.2 Preprocess–Bridge Object Dynamics on Java Side

The preprocessing step captures the bird’s eye view of Java-JavaScript communica-
tion in an Android app. Given an apk file, this step aims to compute the essential
information, e.g., bridge classes, concerning Java-JavaScript communication using the
WebView APIs. Algorithm 1 details the basic steps involved in the preprocessing. The
first step is to look for the key WebView APIs that enable Java-Javascript commu-
nication, i.e., setJavaScriptEnabled(true)and addJavaScriptInterface(). In Line 6, the
locateAddJSIFaceAPI method call returns the line number (if any) of the addJavaScript-
Interface method call. In the next step, the settings of the associated WebView object
are extracted. If JavaScript is enabled on this WebView object, the core part of the
information collection begins.

There are four central pieces of information a JavaScript-enabled WebView contains.
First, the Java class that is bridged to JavaScript. Second, the interface object of this
bridged class that can be accessed from within the JavaScript. Third, the bridged class’s
methods annotated with @JavascriptInterface, i.e., these methods can be accessed from
the JavaScript code, and finally, the JavaScript code snippet that can leverage this
bridged class. Extracting the bridge class and interface object poses some challenges to
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Algorithm 1 ExtractBridgeJava

Require: an APK file A
Ensure: a set of Java-JavaScript communication relations T
1: IClasses← ∅
2: T ← {(∅ | ∅ | ∅ | ∅)}
3: M← ∅
4: IClasses← Decompile(A)
5: for class ∈ IClasses do
6: line← locateAddJSIFaceAPI(class)
7: webV iew = extractWebViewSettings(line)
8: if JavaScript is enabled on webV iew then
9: iFaceObj ← extractInterfaceObj(line)

10: iFaceObjAliases← computeMayAlias(iFaceObj)
11: for mayaliasObj ∈ iFaceObjAliases do
12: bridgedClasses← CHA(mayaliasObj)
13: for bridgedClass in bridgedClasses do
14: M← collectAnnotatedMethods(bridgedClass)
15: end for
16: end for
17: lineJS ← forwardTrace(line, ("loadUrl"||"evaluateJS"))
18: if lineJS located then
19: js← extractJavaScript(lineJS)
20: T ← T ∪ (bridgedClass | iFaceObj | M | js)
21: end if
22: end if
23: end for

Table 4.1: Preprocessed Java-JavaScript Communication data

Bridge Class Interface Object Bridged Methods JavaScript Web Page

BridgeJava ifcObj getValue(), setValue(String) file:///index.html

overcome. First, the aliases of the interface variable may be unresolved. Considering
the privacy-sensitive and conservative nature of our framework, we compute the may
aliases[110] of the interface object (Line 10). Next, for each alias, a class hierarchy
scan [24, 78] is performed to obtain all methods that can be bridged via this interface
object, i.e., all (annotated) methods of the bridge class and its parent class (Line 11-
13). Finally, a forward trace starting from the addJavaScriptInterface(..) until methods
loadUrl(. . . ) or evaluateJavascript(. . . ) is performed. From these methods, the input
webpage or the JavaScript code snippet is extracted (Line 17 and 19). This step is
performed for all WebView objects in the app, and the corresponding entries are stored
in a relational table (Line 20). Notably, the loadUrl(. . . ) method can contain an input
webpage that contains the JavaScript code snippet. Besides, it can also include the
JavaScript code snippet as the input string (appended with “JavaScript:” String). In the
former case, we store the path of the input webpage to download it later for extracting
the embedded JavaScript. Table 4.1 shows the sample output of the preprocessing step
for the code snippet in Fig. 4.1 and Fig. 4.2.

4.4.3 Analysis of JavaScript and Bridge Interface

The exchange of information between Java and JavaScript is facilitated by the interface
object; thus, analyzing this interface object and how it is used in JavaScript would
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yield the desired outcome. Consequently, we devise a demand-driven approach where
we begin our analysis on the JavaScript side and initiate the analysis of interface objects
only if they appear in the JavaScript code. The JavaScript code is extracted for each
entry in the Java-JavaScript communication relation table (e.g., Table 4.1). In our
approach, if multiple JavaScript code snippets are present in a web page, we aggregate
them in the order they appear on the web page. Next, we perform a shallow check to
see the occurrences of the corresponding interface object in the JavaScript code. If no
occurrences are found, then the analysis concludes for this entry due to the lack of code
sharing between Java-JavaScript for this entry.

In our work, we embed our analysis in the IDE framework [95, 99] for a demand-
driven IFC analysis. IDE is an extension of IFDS — IFDS only computes reachability.
IDE framework enables us to track properties, for example, tracking if the variables
has closed the file handler object after opening it. In the IDE framework, edges are
annotated with dataflow functions and composed along the reachable paths to obtain
the dataflow solutions. We leverage this property to define our IFC analysis.

Our analysis begins with the analysis of the interface object. The key insight in bridge
communication is that the information that can be shared with JavaScript is bound
to the lifecycle of the corresponding interface object, i.e., having a flow-insensitive,
context-, and field-sensitive sound analysis of the shared interface object would yield
the necessary information for our analysis without the need of analyzing complete (and
potentially huge) Java code base. Besides, the analysis needs to take care of our first
observation (strong update of the interface object).

With the summary of the interface object, our analysis starts IFC analysis of stan-
dalone JavaScript code. In particular, we use the IFC labels obtained from the sum-
maries of interface object and influenced paths to escape the re-analysis of the interface
objects. Besides, our analysis needs to keep track of special properties of interface ob-
jects, i.e., observations 2 and 3. Finally, to analyze the integrity violation, our analysis
computes the access paths that influence the parameters of the bridge methods. The
parameters of the bridged methods are exposed to the JavaScript side and are potential
candidates for integrity violations. Therefore, our analysis performs a dataflow analysis
to analyze which access paths are reachable from the parameters embedded in the IFDS
framework. We store these summarized access paths for each bridged method. Next,
we explain each of these stages in detail.

4.4.3.1 IFC Analysis for interface objects

Figure 4.8 provides a basic introduction to our two-phase approach for the IFC analysis
of interface objects. The inputs to the analysis include a set of bridge methods and
Interface objects (obtained from the preprocessing step), the method invoking interface
objects (referred to as entrypoint methods), and an interprocedural control flow graph
(CFG). The IFC analysis is embedded in the IDE framework and computes the security
labels of the access-graphs. IDE framework needs a set of environment transformers,
an interprocedural CFG, and a domain for the analysis. The analysis proceeds in two
phases: (Phase 1) computes the summary information for bridged methods, and (Phase
2) computes the IFC analysis using the summaries at each stage. Phase 1 runs on bridge
methods and computes the reaching definition summaries via a forward analysis along
the edges of the CFG. Phase 2 starts from the entrypoint method and computes the IFC
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Figure 4.8: Overview of IFC analysis of bridged objects

labels in the reverse direction of the control flow. In the case of call-to-bridge interfaces
in Phase 2, the analysis invokes the summaries of Phase 1 without re-analyzing the
bridge methods. Next, we describe our analysis in detail.

Definition 8. Domain of the analysis (or dataflow facts) D is a set of access-graphs,
where an access-graph [58, 67] is a pair (v,F) of a local variable v and a field graph
F. The Field graph F is a directed graph where nodes are labelled with field names and
edges represents as field-accesses.

A local variable v will be represented as (v, ∅) where ∅ denotes no field graph. Sim-
ilarly, a field access such as v.f will be represented as (v, F ) where f is a node in the
the field-graph F . At each program point si, the domain t of access graphs provides a
set of available variables and access paths. For a given security lattice L, each access
graph is assigned to a security label ℓ ∈ L. Given a security lattice L, the environ-
ment transformer env : (A,L) → (A,L), encodes the information flow functions which
updates the security labels of the access-paths.

Phase 1 computes the dataflow summaries for bridge functions. For each bridge
method m, our analysis computes the reaching definition of the variables defined in
the scope of m and fields of the bridge class. The corresponding dataflow functions
are shown in Table 4.2. Let t be the set of access graphs valid before the statement.
New flow creates a new access graph ⟨x,⊘⟩ to t. Field Store adds a field f to the
field graph of source y and adds ⟨x, F ⟩ to t. Field Load matches the head of the field
graph of the source y and copies the rest to the destination variable x. Call-to-start
function propagates the related access graphs from the caller function to the called
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New flow: x = new T()

fs(t) = t ∪ (x,⊘)

Normal Flow s : x = y

fs(t) = if y.F ∈ t then t ∪ (x,F) else t

Field Store: x.f = y

fs(t) = if y.F ∈ t then t ∪ (x, cons(f ,F)) else t

Field Load: x = y.f

fs(t) = if y.F ∈ t ∧ head(F) = f then t ∪ {(x,Fi+1) | ∀ Fi+1 ∈ tail(F)} else t

Call-to-start: x = f(m) for a function declaration f(a)

fs = if (m,F) ∈ t then (a,F) else ∅

Exit-to-return: x = f(m)

fs = if (returnf ,F) ∈ t then (x,F) else ∅

Table 4.2: Flow Functions for Forward Analysis in Phase 1

function. Exit-to-return function propagates the return value from the called to the
caller function.

Phase 2 begins with the entrypoint method of the interface object. The analysis begins
with a backward analysis from the last definition of the interface object in entrypoint
method. Next, the dataflow facts are propagated in the reverse direction of control-flow
edges in the interprocedural CFG. The reason for choosing a backward dataflow analysis
is two-fold. First, it gives a single entrypoint for IFDS, i.e., the last definition of the
interface object. Second, the analysis is effectively confined to influenced paths in the
entrypoint method.

The dataflow functions are defined in Table 4.3. Note that the flow functions are
analogous to those mentioned in Table 4.2; however, their direction has been reversed
except the New flow function. Normal flow propagates the dataflow facts from the
destination to the source. Field Load and Field Store propagate the fields from
the destination to the source base variable. Call-to-bridge reverses the edges in the
summary information of the bridge method computed from the previous step. For each
edge (s, s′), an edge label edgeLabel is also propagated to compute the security labels
of the access-graphs.

Algorithm 2 presents the pseudocode for our analysis of the interface objects. The
analysis begins with the summary creation (via forward analysis) for each bridge method
b (Line 1). Line 2 initializes all variables with self-edges and a security label. Next,
the flow functions (Table 4.2) are invoked for each transition of the statements with
the bridge method b (Line 3). Once the analysis computes the summary of each bridge
method, Phase 2 begins. Phase 2 begins with the entrypoint method, i.e., the method
with WebView initialization. After the initialization process (Line 6), Line 5 starts
the backward analysis starting at the last update of the interface object. This time
flow functions (Table 4.3) propagate in the reverse direction of the CFG. The summary
information computed in Phase 1 is leveraged whenever a bridge method is invoked in
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New flow: x = new T()

fs(t) = t ∪ (x,⊘)

Normal Flow: x = y

fs(t) = if y.F ∈ t then t ∪ (x,F) else t

Field Load: x = y.f

fs(t) = if y.F ∈ t then t ∪ (x,F′) else t where F = cons(f ,F′)

Field Store: x.f = y

fs(t) = if y.F′ ∈ t then t ∪ (x,F) else t where F = cons(f ,F′)

Call-to-start: x = func(m) for a function declaration f(a)

fs = if (a,F) ∈ t then (m,F) else ∅

Exit-to-return: x = f(m) for a function declaration f(a)

fs = if (x,F) ∈ t then (returnf ,F) else ∅

Call-to-Bridge: x = b.func(p)

fs = g−1(t) where g−1 is the set of access-graphs reachable in the
reverse direction of the summary of bridge function from exit to entry

Table 4.3: Flow Functions for Backward Analysis in Phase 2

Algorithm 2 IDEPhases
Require: Bridge Method b
Require: WebView entrypoint method m

1: function PropagatePhase1
2: Initialize(⟨b, v⟩ → ⟨b, v⟩, id) for every variable v in b
3: Propagate(flowFunction1 ) ▷ forward analysis
4: end function

5: function PropagatePhase2
6: Initialize(⟨m, v⟩ → ⟨m, v⟩, id) for every variable v in m
7: Propagate(flowFunction2 ) ▷ backward analysis with summaries
8: ComputeInformationFlowLabels()
9: end function

Phase 2. In this case, for every summary edge ⟨si, ti⟩
edgeLabel−−−−−−→ ⟨sj , tj⟩ obtained from

Phase 1, the analysis propagates the edge ⟨sj , tj⟩
edgeLabel−−−−−−→ ⟨si, ti⟩ in Phase 2 (via Call-

to-bridge rule in Table 4.3). Once the propagation stage has been completed, i.e., it
has saturated, the analysis computes the IFC labels of the access-graphs by resolving
the IFC functions.

Algorithm 3 shows the standard algorithm for IDE analysis with aliasing information.
Lines 4-8 initialize the path edges to the worklist and update the worklist by populating
the path edges and IFC functions for discovered edges. Line 16 computes the transitive
closure of the reachable edge with the current edge (nj , nj+1) and populates the worklist.
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Algorithm 3 IDEBridge
Require: Set of labeled access paths
1: PathWorkList ← ∅
2: IFCFunction[⟨S, l⟩ → ⟨S, l⟩]← ∅
3: IFCLabel [node] = ∅ ▷ IFCLabel : Nodes ↦→ IfcLattice

4: procedure Initialize(edge, edgeLabel)
5: PathWorkList .add(edge)
6: IFCFunction[edge] = edgeLabel
7: end procedure

8: procedure Update(path, pathlabel)
9: PathWorkList .add(path)

10: IFCFunction[path] = pathlabel
11: end procedure

12: procedure Propagate(flowFunction)
13: while PathWorkList is not empty do
14: edge = PathWorkList .pop()
15: let edge = ⟨ni, li⟩ → ⟨nj , lj⟩
16: for flowFunction(⟨nj , lj⟩

edgeLabel−−−−−−→ ⟨nj+1, lj+1⟩) do
17: pathLabel ← IFCFunction(edge) ⊔ edgeLabel
18: Update(⟨ni, li⟩ → ⟨nj+1, lj+1⟩, pathLabel)
19: if nk ∈ aliases(nj+1 ) then
20: Update(⟨(ni, li)⟩ → ⟨nk, lk⟩, pathLabel)
21: end if
22: end for
23: end whilereturn PathWorkList
24: end procedure

25: procedure ComputeInformationFlowLabels
26: for node n = ⟨ng, lg⟩ in esg do
27: IFCLabel(ng)←

⨆︁
e
IFCFunction(e) (∀ incoming paths e at ng)

28: end forreturn IFCLabel
29: end procedure

Line 19 handles propagating the aliases for the discovered access-paths.

Figure 4.9 demonstrates two phases via a simple example. Phase 1 discovers the
reachable access-paths for the bridge method set and get. This step yields path edges
such as, ⟨set0, t⟩ ‧‧➡ ⟨set3, this.s⟩ and ⟨get0, this.s⟩ ‧‧➡ ⟨get2, this.s⟩ among others.
Phase 2 uses these summaries for the analysis, e.g., the edge ⟨foo5, ifcObj.secret⟩ ‧‧➡
⟨foo4, imei⟩ is created by using the summary of set method and matching the input
parameters of the calling and called function. As is, Phase 2 employs a backward
analysis; therefore, on an intuitive level, it tracks which variables are influenced by
what other variables. Consequently, the edge is directed from ifcObj .secret to imei .
When the reachability of ⟨foo4, imei⟩ is determined, the analysis determines if the in-
formation is from a sensitive source and updates the IFC function accordingly. Similarly,
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foo() {
   BridgeJava ifcObj = 
        new BridgeJava(this); 
   ifcObj.set(“public”);
   var imei = getImei()
   ifcObj.set(imei);
}

imeiifcObj

@JavaScriptInterface
set(Object t) {
   var x=t;
   this.secret=x;
}

public
ifcObj
.secret

@JavaScriptInterface
get() {
   return this.secret;
}

!x.x !x.x

xthis t
this

.secret

!x.x !x.x

this
this.
secret

!x.H

!x.L

Summary

Summary

!x.x

(a)  Summary graph  of function set (b)  Summary graph  of function get

(c)  IFC analysis of foo function. Note the places where it uses summaries from phase 1
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Figure 4.9: IFC with Bridge Objects

JavaScript Code

ifcObj.bridgeMethod(P1,.., Pn)

x=ifcObj.bridgeMethod( );
leak(x)

!x.x !x.x

t1this t2local

1

2

3

IDE Analysis Confidentiality
Violation

Taint Sink

Integrity
Violation

Is P1or..Pn

 public?

Figure 4.10: IFC analysis in JavaScript

⟨foo2, ifcObj.secret⟩ ‧‧➡ ⟨foo1, public⟩ is updated via the summary edge obtained from
Phase 1. Once the analysis has discovered all of the reachable variables and accumulated
the IFC functions along the paths, the function ComputeInformationFlowLabels
is called in Phase 2 to determine the flow-sensitive IFC labels for ifc.secret as high at
foo5 and low at foo2.

4.4.3.2 Javascript Analysis

After obtaining the interface objects’ summaries with IFC labels, the stage is set to
perform a standalone confidentiality and integrity analysis of Javascript code. In the
presence of bridge function calls (via the interface object), there could be two potential
scenarios (as shown in Figure 4.10): (1) a bridge function with some input parameters
is invoked from JavaScript, and (2) a bridge function without any parameters is called
from JavaScript. In the first case, the interface object may get updated due to the
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influence of input parameters from JavaScript. In this case, the analysis injects the
values of input parameters into the summary computed in Phase 1 and updates the
interface object accordingly. Besides, if the input parameters contain a public channel,
i.e., the values can be influenced by an adversary, our analysis considers this an integrity
violation. In the second case, the pre-computed summaries with IFC labels are replaced,
and the corresponding return value (if any) is tainted. If the results (if any) flow to a
public sink in both cases, we mark it as a confidentiality violation.

Algorithm 4 IDE js

Require: mjs: Bridge Javascript method
Require: IfcValue: IfcValue for bridged interfaces PathWorkList ← ∅
1: procedure AnalyzeJavascript
2: for every v in Variables(mjs) do
3: Initialize(⟨mjs, v⟩ → ⟨mjs, v⟩, id)
4: end forPropagate(flowfunctionsjs)
5: end procedure

6: procedure resolveTarget(⟨s, f⟩, PathWorkList) targetfunctions ← ∅
7: for path ⟨s0, f0⟩ → ⟨s, f⟩ ∈ PathWorkList do
8: if type(f0) is a function then
9: targetFunctions ← f0

10: end if
11: end forreturn targetfunctions
12: end procedure

Algorithm 4 presents the pseudocode of the JavaScript analysis. Similar to the analy-
sis of interface objects, the JavaScript analysis is also embedded in the IFDS/IDE frame-
work. On a high level, the approach is quite similar to the standard IFDS framework,
with the exception of handling bridge interfaces via the interface object. In summary,
the flow functions are extended to include summary information from the interface ob-
ject. Besides, these functions provided handling for peculiar cases (Section 4.3) with
respect to the use of interface objects in JavaScript. Next, we explain the flow functions
in detail.

Table 4.4 contains the flow functions for the Javascript analysis. The execution of
these flow functions is similar to those mentioned in Table 4.3. In particular, New,
Normal, Field Store, and FieldLoad operations are same as described in Table 4.2.
We further extend the flow functions to analyze language properties unique to JavaScript
and the use of interface objects. One of them is the ability to delete variables and
fields, which needs to be modeled in flow functions. Besides, Observation 3 needs to be
considered. Delete variable and Delete field model these behaviors. In the case of
Delete variable, it removes the variable x from the set of access-graphs. Delete field
matches the corresponding field in the head of the access graphs and deletes it with the
exception of interface objects. Consequently, these access graphs are not propagated
further in the process. Call-to-start resolves the target function with a backward
dataflow analysis elaborated in the next paragraph. In case a bridge function is called,
Call-to-bridge inserts the function summary edges from Phase 1.

Javascript is a dynamic language, which poses challenges to IFDS/IDE analysis —
the object properties may refer to an object or a function; worse, Javascript also allows
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Table 4.4: Extended Flow Functions for JavaScript Analysis

New flow: x = new T()

fs(t) = t ∪ (x,⊘)

Delete Variable
fs(t) = if x.F ∈ t then t− (x,F) else t

Delete field
fs(t) = if x.F ∈ t ∧ head(F) = f ∧ !x .aliasof (ifcObj ) then t− (x,F) else t

Call-to-start x=f’(m) for a function declaration f’(a)

fs = if (a,F) ∈ t then (mr,F) else ∅ where mr = resolveTarget(⟨a, f ⟩,PathWorkList)

Call-to-Bridge: x = b.func(p)

fs = g(t) where g is the set of access-graphs reachable in the
forward direction of the summary of bridge function from entry to exit

adding or removing properties as functions. Therefore, it makes it difficult to determine
the calling target based on class hierarchies or rapid types. One option is to analyze
the properties and compute the set of possible calling targets for that property (CFA
analyses). However, this approach is imprecise and will result in many spurious calling
targets as such analyses are flow-insensitive. Our analysis performs a on-the-fly closure
analysis to resolve the function targets.

On-the-fly closure analysis Procedure ResolveTarget in Algorithm 4 at Line 6
presents the pseudocode to resolve target functions in Call-to-start. Intuitively, the
analysis performs a backward dataflow analysis to discover the reachable access-paths
and checks if the corresponding access-path is of function type. To our advantage, IFDS
stores the reachable-path edges, and therefore for a reachable variable v at a location
fl, there exists a path edge ⟨f0, v0⟩ ‧‧➡ ⟨fl, v⟩ from the variable v0 defined in location
f0. At this stage, if the type of the variable v0 is a function, it returns the function as a
calling target. Note that this analysis is field- and flow-sensitive as compared to existing
field-based approaches [30]. Since the flow functions strongly update the access-paths
at assignments, the analysis is also flow-sensitive and resolves the targets without ex-
plicitly doing a closure analysis. However, this approach is not immune to control-flow
joins, such as the same paths defined in the if and else part of the block, which is an
acceptable imprecision of the analysis. In the spectrum of the analysis, this can be a
may-call analysis.

4.5 Implementation

We implemented IwanDroid by extending LuDroid to extract the bridge details. In
particular, we enhanced the string processing of LuDroid by providing the knowledge
of string library. We also introduced class hierarchy analysis in LuDroid to resolve
dynamic dispatch calls, which was an inherent limitation of LuDroid. For persistence
of bridge information, the data was stored in a database which was used by the next
phase of the analysis.

In the second phase of the analysis, we use the bridge function analysis and JavaScript
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analysis is implemented on the top of IFDS solver from the Wala [121] library. The IFDS
analysis in Wala requires the following steps: (1) the set of entry points, i.e., the method
from where the analysis will start, (2) an Interprocedural CFG (ICFG) of the whole
program, (3) set of transfer functions. The entry points are determined by mapping
the bridge method summary from preprocessing step to those in Wala library. For the
ICFG, we use a precomputed ICFG with one-level of calling context-sensitivity. Access-
paths are represented in a traditional bitset, where each bit represents an access-path.
A set bit denotes that the access-path is valid at that program locations. Transfer
functions are represented as the transformations over these bitsets. Further, to track
the source of sensitive data, it uses the sources and sinks list from FlowDroid [106].

4.6 Evaluation

We empirically evaluate effectiveness of IwanDroid in identifying information flows (via
WebView) in Android hybrid apps. This study answers the following research questions:

RQ1: How does IwanDroid compare to state-of-the-art tools in benchmarks?

RQ2: Does IwanDroid scale to large-scale apps?

Multiple approaches [63, 118, 65, 19, 97, 51, 22] have been proposed for the security
analysis of WebView in Android hybrid apps; however, most of these studies focus on
a specific vulnerability type or a set of vulnerabilities. To the best of our knowledge,
there are two static analysis guided tools, called HybriDroid [63] and LUDroid [118],
designed specifically for the information flow analysis of WebView. Therefore in this
study, we focus on comparing IwanDroid with HybriDroid and LUDroid.

Dataset Selection To effectively evaluate RQ1, our choice of apps is motivated by
two goals: (1) to have a fair comparison with Hybridroid and LUDroid, (2) to include
various cases concerning information flows in WebView. Concerning these goals, we se-
lect all apps from the benchmarks these tools provide. Unfortunately, these benchmarks
do not contain many cases (including peculiar cases discussed) essential for analyzing
information flows via interface objects. To remedy this, we extend these benchmarks to
include all missing potential cases (to the best of our knowledge) essential for analyzing
information flows via interface objects; finally, we end up with 19 apps.

To effectively evaluate RQ2, i.e., to compare the scalability, we downloaded apps
from the popular open-source app hosting site FDroid [73]. Our choice of large-scale
apps is motivated by two goals: (1) exclude toy-apps, i.e., the app size should be at
least 2 MB, (2) the app should contain at least one instance of addJavascriptInterface
with JavaScript enabled. After applying these criteria, we ended up with 687 apps.
All experiments were conducted on a personal MacBook Pro with 64 GB RAM and an
Apple M1 Max processor.

4.6.1 RQ1: Comparison on Benchmarks

Table 4.5 presents the evaluation results of HybriDroid, LUDroid, and IwanDroid on
benchmarks. The first and second columns show the app identifiers. The third column
shows if the app has at least one component where addJavascriptInterface is invoked
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0 1 2 3 4 5 6 7 8
number of bridge classes

Figure 4.11: Bridge Class distribution

with JavaScript enabled. A success label indicates that all the information flows via
WebView (if any) are correctly reported. A failed lable suggests that the tool either
missed an information flow (false negative) or incorrectly reports it (false positive).
We obtained HybriDroid from its publicly available Github repository [8], while we
obtained LUDroid directly from its authors.

The latest commit (#a5bc657) of HybriDroid was submitted on July 2019. Thus,
we configured it to evaluate this latest version. However, HybriDroid at this version
could not run on any benchmarks and crashed with an error message pointing to prob-
lems in JavaScript analysis. To remedy this, we obtain an older version (#db54abe)
nearing the time of its paper acceptance. With this version, we were able to run it on
some benchmarks; however, it failed to provide any results in the majority of the cases,
i.e., it successfully reported only five of 15 information flows. We observed that while
HybriDroid handles simple flows well, e.g., for app id 3 and 4, it fails to tackle any
complex flow, e.g., app id 11-13. Besides, it struggles with JavaScript analysis and fails
to analyze integrity violations, i.e., flows from JavaScript to Java. Similarly, in our ex-
perience LUDroid did not perform automatic analysis of JavaScript code. It reported
information flows as a leak if sensitive data is shared from the native side to JavaScript,
which results in many false positives. Besides, it does not understand any peculiar flows
and ignores them completely. In the end, we obtained six correctly reported flows.

Finally, IwanDroid successfully detected 13 information flows; four apps do not en-
able JavaScript communication and hence do not require analysis by IwanDroid . In the
remaining two cases, it failed to report a leak correctly. In particular, IwanDroid han-
dles simple String operations but struggled for cases where the input JavaScript was
dynamically created. Similarly, it reported a false positive when the interface variable
was dynamically created under two aliases; however, this is a general limitation of static
analysis, and IwanDroid conservatively reports such flows.

IwanDroid significantly outperforms the state-of-the-art tools and correctly reports
13 of 15 information flows in benchmarks. It identifies confidentiality violations,
i.e., flows from Android to JavaScript and finally to a public sink, and integrity
violations, i.e., Javascript invading Android sensitive data.
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Figure 4.12: Relation between runtime and size of the apk file

4.6.2 RQ2: Scalability of IwanDroid

Before delving into the specifics of RQ2, we present a few noteworthy observations
made during the evaluation. The distribution of bridge classes shared by each app in
our dataset is depicted in Figure 4.11 . On average, each application shares two bridge
classes and five bridge methods (with JavascriptInterface annotation).

HybridDroid has encountered crashes on several apps, while in others, it failed to
report any IFC violations. The reason behind this could be attributed to the lack of
maintenance. On the other hand, LUDroid does not perform Javascript analysis and
produces no information leak output. Thus, for large-scale apps, we did not manually
analyze its output (a set of tables). IwanDroid identified 136 confidentiality and 142
integrity violations. Two authors manually validated 20 of each violation, and Iwan-
Droid accurately identified 17 confidentiality violations and 15 integrity violations. In
some cases, IwanDroid reported false positives, which were due to its conservative de-
sign. For instance, it reported three integration violations when Javascript modified
the ad’s banner size. Figure 4.12 shows the runtime distribution of IwanDroid on large
scale apps; the runtime increases with the size of app. The runtime also includes the
time to decompile the app. Next, we present a case study containing a confidentiality
and integrity violation.

4.6.3 Case Study — Bookreader App [28]

We present a case study of the integrity and confidentiality violation reported by Iwan-
Droid . Listing 4.1 shows a data leak via the customAjax method and Listing 4.2 shows
an integrity violation via the customSubmit method. In this case study, two bridge
methods (native side methods), namely customAjax and customSubmit, are accessed
on the JavaScript side via the interface object interception. Line 4 of the JavaScript
code snippet (Listing 4.1) invokes customAjax method via the interface object inter-
ception. The return value of customAjax encapsulates the user-sensitive information in
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plain text on the Java side, which is sent via an XMLHttp request on the JavaScript
side. Line 3 of the JavaScript code snippet (Listing 4.2) injects data taken from the form
attributes collected on click of submit button (injects the parameters via customSubmit
method).

Listing 4.1: Confidentiality violation detected by IwanDroid
1 XMLHttpRequest.prototype.send =
2 function(form) {
3 var params = this.params;
4 var response = interception.customAjax(
5 params.method , params.url , params.user , params.password ,

JSON.stringify(this.header), form);
6 ... // rest of code
7 }

Listing 4.2: Integrity violation detected by IwanDroid
1 function interceptor(e) {
2 ... // populate the variable "aa"
3 interception.customSubmit(
4 form.attributes[’method ’] === undefined ? null :

form.attributes[’method ’].nodeValue ,
5 form.attributes[’action ’] === undefined ? null :

form.attributes[’action ’].nodeValue ,
6 form.attributes[’enctype ’] === undefined ? null :

form.attributes[’enctype ’].nodeValue ,
7 JSON.stringify ({"form" : aa}));
8 }

4.7 Remarks

IwanDroid is susceptible to a few limitations. First, IwanDroid does not handle dy-
namically constructed strings in eval in Javascript. In particular, we do not handle
code generated at runtime through eval. eval makes static analysis difficult by intro-
ducing source code generated through string manipulations. In principle, it is possible
to augment techniques from resolution of eval operations with our analysis. In the
case of javascript code (in loadUrl method) manipulated dynamically, e.g., via string
operations, we implement a very basic String resolver to handle these cases via tracking
calls to String operation APIs. A more advance dynamic analysis could supplement our
analysis to resolve such dynamically constructed Javascript.

This chapter proposed a framework for identifying confidentiality and integrity vio-
lations in hybrid apps. Our analysis devises a demand-driven approach and leverages
IFDS/IDE frameworks to compute related functions’ summaries to reuses these in dis-
covering the inter-language integrity and confidentiality violations. Our prototype Iwan-
Droid successfully detected such violations in benchmark and large-scale apps. In the
next part of the thesis, we generalize the idea of using function summaries across other
multilingual frameworks for fundamental static analysis technique, namely, pointer and
call-graph analysis.
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Chapter 5
Unifying Unilingual Analyses for

Multilingual Programs

5.1 Introduction

In the last chapter, we saw a demand-driven analysis for for analyzing information flows
in Android Hybrid apps. In this chapter, we shift our focus from analysis of specific
language combinations to proposing a general framework for integrating single language
analyses to multilingual programs.

Of late, many multilingual programming environments have emerged, such as GraalVM
and Android NDK, while many other interpreted languages are using FFIs for reusabil-
ity. Example of these include the FFI communication in R language with C [52], Python
with C [79], among many others. Developers often have incentives in using these tech-
niques such as to implement their performance critical components in languages such as
C and export it to other languages. This has accelerated the adoption of polyglot pro-
gramming in software development [60, 43, 27, 72, 6, 7, 65, 63, 116, 100, 15]. Again, a
limited understanding of these interoperations, could include errors in the code, ranging
from type-bugs to security bugs [60, 43, 72].

In this aspect, we investigate into integrating existing foundational analyses — pointer
analyses and call-graph analyses in this chapter. Last couple of years of research have
resulted in sophisticated static analysis for single language programs [84, 101, 117].
Here, we propose a technique to combine those analyses for multilingual programs.
Such an approach to inter-language analysis can benefit from utilizing the language
specific heuristics and optimizations [66]. To this end, we present a modular technique
for call-graph and pointer analysis that combines different monolingual analysis. A
modular technique, in which each language module is studied independently and the
findings combined for a whole-program analysis, appears to be promising for scalability
and precision [23].

Integrating analysis results of several language models in a modular style is one of
the main obstacles. Existing approaches, such as Lee et al. [66] translate data-flow
summaries of the guest language’s operations to the host language. After injecting
these summaries into the host program, this program is analyzed. However, there are
two primary disadvantages to this approach. First, due to the complexity of modern
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languages’ syntax and semantics, translating all conceivable consequences of the guest
language to the host language is a complex and potentially error-prone undertaking. It
entails modeling every language aspect of the guest language and transforming them
into the host language’s semantics. Lee et al. [66] consequently only convert a subset of
the guest language’s semantics to the host. Second, the translated program is analyzed
using the model of the host language and thus cannot take advantage of the guest
language’s unique characteristics, preventing language-specific optimizations for a most
appropriate result of the guest module.

Another drawback of present techniques is that they rely on explicit host-guest lan-
guage boundaries [79]. These boundaries are identified via explicit syntactic markers,
which are typically predefined function calls, signatures, or data structures involved
in interlanguage communication. Static analyses can detect these predefined syntactic
structures and define models that replicate their behavior in the host language. How-
ever, current multilingual programming environments such as GraalVM or Android’s
WebView allow code from both languages to be mixed, blurring these explicit bound-
aries. For instance, WebViews allows messages from the guest to the host as well, which
are not linked to explicit syntactic markers but communicate via a shared object. Prior
research demonstrated that these functionalities are widespread in contemporary ap-
plications [118]. Furthermore, it is unavoidable that future multilingual programming
environments will offer similar patterns, making it impractical to rely entirely on static
language boundaries.

5.1.1 Approach in a nutshell

We propose a novel strategy to address these challenges. Our modular technique is
oblivious of the particular language models: It can instantiate various combinations of
host and guest analyses to take advantage of the language-specific models, thereby inher-
iting the precision, scalability, and soundness improvements of the underlying analyses.
Notably, our technique extends existing host and guest language analyses to include
essential information concerning call and data flows to their counterparts. Given a mul-
tilingual model, our analysis finds the communication endpoints and features (shared
classes/functions) of a host that a guest can use. With this information, an inter-
language call graph is created by joining the missing call flow edges in the host’s and
guest’s individual call graphs. To resolve the data flows, our technique first builds an
intra-procedural function summary of all the interoperating functions discovered in the
interlanguage call graph. The function summaries are determined using intra-procedural
points-to-analysis according to an Andersen style [109] constraint scheme. Next, these
summaries are resolved such that the points-to sets of variables shared across languages
contain the correct and complete references. To this end we propose innovative sum-
mary specialization and unification techniques. Unification is an alias-aware technique
that unifies the variables’ must-aliases across host and guest. The resolved summaries
are then translated to be consistent with the host and guest’s analysis models. Once
the call and data flows are resolved, the analysis is performed as a whole by merging
the host and guest results independently.

We implemented our approach into a tool called Conflux. To evaluate the efficacy
and generalizability of our approach, we applied Conflux to two multilingual language
models; 1) Java-C communication via the Android NDK [47] and 2) Java-Python com-
munication in GraalVM [87]. Conflux outperforms the previous state-of-the-art and
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m ∈ host methods := m1 | m2 | m3 | · · · | mn

i ∈ InterfaceVars := i1 | · · · | in
v ∈ variables := v1 | v2 | v3 | · · · | vn | InterfaceVars
g ∈ fields := g1 | g2 | g3 | · · · | gn
s ∈ statements := v = new T () | i = new T () | return v

v′ = v.m() | v′ = v.g | v′.g = v | if (e) {s}[else {s}]
v = eval(program) | op s1 s2 | s1; s2 | while (e) {s}

(a) Host Language

f ∈ guest methods := f1 | f2 | f3 | · · · | fn
w ∈ variables := v1 | v2 | v3 | · · · | vn | InterfaceVars
h ∈ fields := h1 | h2 | h3 | · · · | hn
t ∈ statements ::= v = new T () | w′ = w.f() | return v

w′ = i.m() | w′ = w.h | if (e) {t}[else {t}]
w′.h = w | op t1 t2 | t1; t2 | while (e) {t}

(b) Guest Language

Figure 5.1: Host and guest language DSL (PolyDSL)

successfully analyzed 31 out of 39 apps using Java-C communication in Android NDK.
Besides, Conflux successfully analyzed two of three Java-Python apps using GraalVM
APIs. To the best of our knowledge, Conflux is the first multilingual analysis framework
that can be applied to multiple multilingual language models.

5.2 Modular Inter-language Analysis

There are various multilingual language models (Java-C, Java-Javascript, Java-python,
Javascript-wasm, Java-Javascript-wasm, etc.) and communication settings: Some host
and guest language models operate on a heterogenous execution environment, e.g.,
Java-Javascript. At the same time, some host and guest language models operate in a
homogeneous environment, e.g., GraalVM. Similarly, in some models, even the muta-
tion/replication of the Interface object is permitted (Java-Javascript), while in others,
it is not feasible/possible (e.g., Java-C).

In this work, we propose a modular analysis framework for handling multilingual
language models based on imperative/OO paradigms. To this end, we define a DSL,
called PolyDSL, sufficiently abstracted from the general multilingual model’s semantics
to ease the presentation and explanation of our approach.

A core multilingual model PolyDSL, depicted in Fig. 5.1, presents the syntax
required for host-to-guest and guest-to-host communication in a multilingual model
following the foreign function interface (FFI) model1. This language is based on an
in-depth examination of existing multilingual programming environments, specifically
GraalVM and Android hybrid apps. The host and guest languages have been defined as
standard imperative/OO programs with the addition of inter-language communication

1Other potential communication facilities, such as middleware-based remote method invocation,
have been covered by other research (e.g. [117, 13, 68]) and are thus out of scope of this approach.
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Host Runtime Guest Runtime

obj@x
obj@iface obj@sec

Runtime

Host Memory Guest Memory

(Interface Memory)

Figure 5.2: Memory Model

constructs. Traditional details such as class and field syntax are omitted to concentrate
on the analysis. The functions, variables, field variables, and statements in both the
host and guest languages are equivalent.

Interface variables (InterfaceVars) and eval are the two key features that make it
possible for the host and guest to communicate with each other. The host language
construct eval executes a guest language program or expression and returns the cor-
responding result to the host. The host language defines InterfaceVars for the guest
to access host functionalities. InterfaceVars are host objects that the guest can use
to invoke host methods. Technically, they are ordinary objects that serve as a bridge
between a host’s class and the guest. In PolyDSL, one host method can create at most
one InterfaceVars object, and the guest can access all methods of the corresponding In-
terfaceVars object. Multilingual environments that allow a subset of the host language
features to be accessed by the guest are a specific instance of this premise.

5.2.1 Operational Semantics

Memory Model. Figure 5.2 shows the memory model of the host and guest execution
in PolyDSL. It has two separate heap memories: one for the host and the other for the
guest. Interface memory is the part of the host’s heap memory accessible to the guest.
Each heap memory is a map from access paths to heap objects.

Semantics. The state of the program is a quintuple, (HH ,HG,HS , E). HH and HG

refer to the heap memories accessible by the host and guest language, respectively. HS

refers to the heap memory accessible by both the host and guest language. E refers
to the evaluation context, and it can be either EH [m] or EG[f ], which refers to the
evaluation of method m in the host language and function f in the guest language,
respectively. Our model assumes that the interoperable types are valid, i.e., if the guest
function contains a return statement that returns the value to the host method, then
it is type-compatible with the host language. Type transformation is represented via
the function transformType(oi ,TG ,TH ), which type-casts the object oi from guest type
TG to the host type TH .

transformType(oi ,TG ,TH ) =

⎧⎨⎩ôi transformation from TG to TH is defined

error otherwise

Figure 5.3 shows the rules for the operational semantics. Many of the trivial rules
have been omitted to keep the focus on the main topic. HeapAllocHost updates the
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HeapAllocHost
(HH ,HG,HS , EH [m]) {v = new T()} (HH ++ [v ↦→ obj t],HG,HS , EH [m])

HeapAllocGuest
(HH ,HG,HS , EG[f ]) {v = new T()} (HH ,HG ++ [v ↦→ obj t],HS , EG[f ])

HeapAllocInterface
(HH ,HG,HS , EH [m]) {i = new T()} (HH ,HG,HS ++ [i ↦→ obj t], EH [m])

Eval
(HH ,HG,HS , EH [m]) {eval(mg)} (HH ,HG,HS , EG[mg])

BridgeFunctionCall
i ∈ keys(HS) i.h() in function f

(HH ,HG,HS , EG[f ]) {i.h()} (HH ,HG,HS , EG[h])

GuestToHostReturnSuccess
oi = HG[r] v is variable at return site transformType(oi) = ôi

(HH ,HG,HS , EG[f ]) {return r} (HH ++ [v ↦→ ôi],HG,HS , EH [m])

Figure 5.3: Interlanguage Operation Semantics for the PolyDSL

Listing 5.1: Host language code
1 f oo ( ) {
2 i = new BridgeClass ( ) ; // obj@iface
3 eva l ( " set () " ) ; // invoke the guest code
4 // do some computation
5 x = eva l ( " getAndLeak () " ) ;
6 return x ;
7 }
8 BridgeClass . s e t S e c r e t ( s e c r e t ) {
9 this . s e c r e t = s e c r e t ;
10 }
11 BridgeClass . g e tS e c r e t ( ) {
12 return this . s e c r e t ;
13 }

host memory with the new object obj i. It only performs this operation in the evalua-
tion context of the host language. HostAllocGuest is analogous to host, albeit with
the guest language’s heap memory and evaluation context. HeapAllocInterface
updates the shared memory with the corresponding memory of the objects (modified
by either the host or the guest program). Eval evaluates the guest language program
by switching the evaluation context from the host to the guest. GuestToHostRe-
turnSuccess returns the transformed value of the object in the guest language to the
host.

Listing 5.1 and Listing 5.2 employ our language constructs to exemplify a simplified
multilingual model. Line 2 in Listing 5.1 declares an interface variable i of the host
class BridgeClass, granting the guest language access to all methods of BridgeClass via
i. In Lines 3 and 5, the host uses the eval method to invoke guest language code. In
Listing 5.2, guest accesses the BridgeClass’s setSecret and getSecret methods at Line 17,
20.
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Listing 5.2: Guest language example
15 s e t ( ) {
16 v = new Sec r e t ( ) ; // obj@sec
17 i . s e t S e c r e t ( v ) ;
18 }
19 getAndLeak ( ) {
20 g = i . g e tS e c r e t ( ) ;
21 l e ak ( g ) ;
22 return g ;
23 }
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Figure 5.4: Analysis Overview

Example 3. We illustrate some essential operations in Listing 5.1 and Listing 5.2 via
the operational semantics. The creation of the interface object at Line 2 proceeds as
([], [], [], EH [m])i = new BridgeClass()([], [], [i ↦→ obj@iface], EH [m]), i.e., it adds the
interface object obj@iface to the shared memory following the rule HeapAllocInter-
face. The following statement is an eval operation, so the new state becomes ([], [], [i ↦→
obj@iface], EG[f ]), which switches the execution to the guest language following the
rule Eval. In Line 16 (Listing 5.2), the new state becomes ([], [v ↦→ obj@sec], [i ↦→
obj@iface], EG[f ]), following the rule HeapAllocGuest. The following statement
accesses the bridge method and the state transforms to (HH ,HG,HS , EG[setsecret ]),
following the rule BridgeFunctionCall, which is then evaluated with the standard
rules.

Analysis Overview Fig. 5.4 depicts the components of our analysis. The frame-
work builds upon a scalable context-sensitive pre-analysis for the host and guest lan-
guages. It then computes other building blocks of the analysis, a call graph (constructed
with a modular analysis, Section 5.2.3) and intra-procedural function summaries (Sec-
tion 5.2.4). Next, we describe all components of our framework in detail.

5.2.2 Preliminaries

Our approach leverages the points-to and callgraph analyses computed independently
for the host and guest languages (i.e., modulo the foreign function interfaces). The
model of the points-to analysis is depicted in Fig. 5.5a. It includes a set of variables V ,
a set of heap objects H, and a collection of contexts C. C can be modeled in various
notions; by using objects as contexts (object sensitive), by invoking function call sites
(call-site sensitive), and many others. Context set C improves the analysis by removing
unrealizable paths (such as paths from unmatched function calls). A context ctxt is a
string constructed using elements from C. For the sake of presentation, we choose to
omit contexts in the sequel.
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V : Set of variables C : Set of contexts
H : Set of heap objects Ctxt j ⊆ cj1 × cj2 × . . .× cjn, cji ∈ C

(a) Model of Pointer Analysis

⟨i, ctx⟩ ↦→ {obj@iface}
⟨x, ctx⟩ ↦→ ∅
⟨g, ctx′⟩ ↦→ ∅
⟨v, ctx′⟩ ↦→ {obj@sec}

(b) Points-to analysis

⟨foo, ctx ⟩ → ⟨bar , ctx ⟩
⟨set , ctx ′⟩ → ⟨setSecret , ctx ′⟩
⟨getAndLeak , ctx ′⟩ → ⟨getSecret , ctx ′⟩
⟨getAndLeak , ctx ′⟩ → ⟨leak , ctx ′⟩

(c) Callgraph analysis
Figure 5.5: Representation of Call-graphs and points-to analysis taken as input

A points-to analysis generates a mapping from variables to a set of heap objects,
referred here as variable points-to set (under a context ctxt). A variable points-to
mapping, VarPointsTo : V ↦→ P(H), is a mapping from the set of variables to heap
objects. A points-to set for a variable v ∈ V is a set of heap objects h ⊆ H. In
the presence of fields in a programming language, one adds one more resolution by
mapping object and field pairs to sets of heap objects, referred to as field points-to
set. If f is a field for a heap object oi, its points-to set is the set of heap objects,
Oif , referred through the field f of the heap object oi. A field points-to mapping,
FldPointsTo : H × Field ↦→ P(H) maps each pair of a heap object and a field to a set
of heap objects.

In the example in Listing 5.1 and 5.2, a pre-analysis of the host language infers that
i and v under some contexts refer to obj@iface and obj@sec, respectively (Fig. 5.5b).
Since x captures an FFI call’s return value, the analysis ignores this operation. Simi-
larly, in the guest language, g captures the value of an FFI call, which is also ignored.
As expected, the pre-analysis result is incomplete and misses crucial data flows. List-
ing 5.1 and 5.2 show that the methods set and getAndLeak are reachable from foo.
Section 5.2.3 extends the pre-analysis to resolve these edges by constructing an inter-
language callgraph. Further, the guest object obj@sec defined at Line 16 is written to
the BridgeClass’s field secret through the bridge invocation at Line 17. At Line 20, it
reads from this field into g and at the end returns it to the variable x in foo. Therefore,
g and x should refer to obj@sec. We resolve these dataflows with our modular callgraph
construction and summary specialization approach (Section 5.2.4.3).

5.2.3 Call-Graph Construction

The modular call-graph construction determines the edges for inter-language function
calls happening through eval and interface variables. It builds upon the incomplete call-
graphs obtained from the pre-analysis phase. The process begins with an incomplete
host call graph and expands it to include all bridge class methods; our analysis assumes
that all bridge class methods can be invoked from the guest. Initially, the extended
host call-graph (Ghost) includes potentially disconnected nodes (we include methods
of the bridge class even if the host code does not invoke them). The next objective
is to complete the missing edges in the host and guest call graphs (Gguest), i.e., to
add the corresponding edges from host to guest (via eval) and vice versa (via interface
variables).

Algorithm 5 describes the modular call graph generation. At first we merge the
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Algorithm 5 ModularCallgraphAnalysis
Require: Host and guest call graph Ghost, Gguest

Ensure: Interlanguage callgraph G
Ensure: Bridge callgraphs Bmh

,mh ∈ Ghost

1: G← Ghost ∪Gguest

2: Ebc ← ∅
3: for eval(mg) ∈ mh do
4: if mg ∈ Gguest and mh ∈ Ghost then
5: ▷ Extend G to include an edge (mh,mg)
6: if i ∈ InterfaceVar(mh) and i ∈ use(mg) then
7: Ebc ← Ebc ∪DiscoverBridgeEdges(i,mh,mg)
8: end if
9: end if

10: end forG← G ∪ Ebc

11: Bmh
= makeGraph(Ebc)

Algorithm 6 DiscoverBridgeEdges
Require: Interface variable i, host language method mh, guest language method mg

Ensure: Bridge call edges Ebc

1: for invocation x.m() in mg where x ∈ MayAlias(i) do
2: add bridge call edge (mh,m) to Ebc

3: end for
4: ▷ alias as a parameter to another guest function
5: for invocation m′

g(∗, x, ∗) in mg where x ∈ MayAlias(i) do
6: DiscoverBridgeCalls(x,mh,m

′
g)

7: end for
independent host and guest call graphs. The next step identifies guest methods invoked
via eval in a host method (Line 3), for which an edge is added from the host to the guest
method (Line 5). The guest language can also access the host’s methods via interface
objects. Such flows are added at Line 6 (explained in Algorithm 6). The key idea is to
search the guest methods for invocations of bridged host methods via interface variables.
If such a call exists, edges between the corresponding guest and host methods are added
together with edges from the original host method to the bridged host methods. The
latter edges are referred to as bridge call edges. They denote the indirect call relationship
to host language methods through bridge objects in the guest language.

Definition 9 (Bridge call edge.). Let i be an interface variable shared from a host
method mh ∈ Ghost and mg ∈ Gguest such that mg invokes a bridged method mb ∈ Ghost

via the interface variable i (or its aliases). Then, a bridge call edge, denoted as Ebc, is
a transitive call edge from mh to mb in the interlanguage call graph G.

Figure 5.6 shows the transitions involved in creating an interlanguage call graph for
the example in Listing 5.1. Step 0 depicts the call graph obtained during the pre-
analysis phase. Initially, Ghost has no edges originating from foo as the pre-analyses
is oblivious to edges from foreign function calls. The host call graph is extended to
include the bridge methods (step 1). The call graph is expanded further to include
edges that perform indirect invocation of guest methods through eval (step 2). In the
last step, the call graph is extended to include the bridge call edges (step 3); setSecret
and getSecret are called via the interface variable i. Therefore, bridge call edges (foo,
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set() getAndLeak()

Ghost Gguest

leak()

foo()

Step 0: Initial Callgraphs

set()

leak()

foo()

Step 2: Map the target of eval for 
interlanguage callgraph (shown in orange)

setSecret() getSecret()

set() getAndLeak()

leak()

foo()

Step 1: Add the bridge nodes to interlanguage call-graphs

getSecret()setSecret()

set() getAndLeak()

leak()

foo()

Step 3: Discover the resolved bridge calls (in blue) 
and bridge call edges (in dotted red lines).

setSecret() getSecret()

getAndLeak()

Call to bridge methods Bridge call edge Call through eval

The yellow region and red arrows highlight the bridge subgraph.

Figure 5.6: Call-graph for program in Listing 5.1 and Listing 5.2

Algorithm 7 Analyze
Require: Ph Host language pre-analysis, Pg Guest language pre-analysis
Require: Ghost , Gguest host and guest language callgraphs
Ensure: Analysis Pmodular

1: repeat
2: G,Bmh

←ModularCallgraphAnalysis(Ghost , Gguest)
3: F ← SpecializeSummary(Bmh

,Pg)
4: for f ∈ functions(B) do
5: Rf ← Projection(f)
6: Pmodular ← InjectSummary(Rf ,Ph,Pg,Ff )
7: end for
8: until Pmodular is unchanged (i.e., reaches a fixed point)

setSecret) and (foo, getSecret) are added to G. Bridge call edges are used to determine
the methods required for summary-specialization and unification in our analysis. We
define the notion of bridge callgraph as an directed graph formed by bridge edges and
nodes in Definition 10.

Definition 10 (Bridge callgraph). A bridge callgraph Bmh
(Ghost, Ebc) is a connected

intra-language graph such that Ebc comprises all bridge call edges originating in mh ∈
Ghost.

The shaded part of Fig. 5.6 (step 4) shows the bridge callgraph originating in foo()
for the example in Listing 5.1 and Listing 5.2. An indirect call from foo to setSecret
and getSecret happens through the bridge object i. The bridge callgraphs are the core
data structures used in summary specialization, unification, and injection.

5.2.4 Pointer Analysis for Interlanguage Operations

We now present the analysis’s core pillar – summary specialization. Summary spe-
cialization resolves the dataflows occurring in the bridge callgraph from the guest to
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Assign
x = y

[y] ⊆ [x]

Load
v = x.f

[x.f ] ⊆ [v]

Store
x.f = v

[v] ⊆ [x.f ]
New
v = new Obj() pts(v) = P(v, ctxt) ctxt = CallContext(v)

∀oi ∈ pts(v) : {oi} ⊆ [v]
Func
x = func(args) pts(x) = P(x, ctxt) ctxt = CallContext(x)

∀oi ∈ pts(x) : {oi} ⊆ [x]

Figure 5.7: Constraint system (Cs) for intra-procedural function summaries
the host and vice versa. The procedure is divided into three steps. Initially, it com-
putes function summaries leveraging the information gained during the pre-analysis.
The function summaries are determined using an intra-procedural points-to-analysis.
The second step involves merging and propagating these intra-procedural summaries
to the functions engaged in the bridge callgraph to resolve the dataflows occurring via
the bridge. At this stage, the analysis has identified the dataflows from guest to host
through interface variables. These resolved summaries are injected into the correspond-
ing guest methods in the third step. Once we have inserted summaries into the bridge
methods, the analysis naturally shifts to the whole program analysis. Algorithm 7 shows
the overall workflow of our approach. It runs by computing the call graphs and unifying
the pre-analyses via summary specialization until it no longer changes, i.e., achieves a
fixed point. Next, we explain each technique, i.e., SpecializeSummary, Unification,
and InjectSummary in detail.

5.2.4.1 Function Summary

Function summaries in our analysis are obtained through a light-weight intra-procedural
pointer analysis. Our function summaries have the form AP ↦→ H∪∅, where H symbol-
izes the collection of heap objects, AP signifies the set of access-paths, and ∅ indicates
that the associated summary has not been resolved. An access path consists of the
base variable (quintessentially a local variable) followed by a sequence of field accesses
(denoted as x.f.g.h). We choose the access path representation because it inherently
models field-sensitivity [67] and is bounded, making it suited for data-flow analysis [58].

The analysis is based on a straightforward constraint-based approach in which the
constraints are reinforced with resolved values from the pre-analysis. We create the
function summaries using constraints of an Andersen’s style analysis (i.e., inclusion-
based) [109]. These constraints have been shown to be precise, and they have become
the de-facto representation for pointer analysis in programming languages that support
heap manipulation [110]. In general, inclusion-based constraints face scalability issues
due to the cubic time and quadratic space complexity on the number of variables;
yet, the function summaries in this phase are calculated intra-procedurally and hence
confined to a small number of variables.

Fig. 5.7 shows the constraint system to generate a function summary. We use the
symbol [var] to denote the constraint variable for var, P denotes the pre-analysis,
and pts(var) denotes the points-to set for variable var. Assign, Store, and Load
are standard Andersen style constraints. The rule New queries the points-to set of
the variable from the pre-analysis and constructs a constraint for each heap object.
In the case of function calls Func directly obtains the points-to set of the result-



5.2. MODULAR INTER-LANGUAGE ANALYSIS 79

Algorithm 8 SpecializeSummary

Require: Bridge callgraph Bmh
(Ghost, Ebc)

Require: Guest pre-analysis Pg
Ensure: Function summary constraints F
1: for function node Ni ∈ Ghost do
2: ▷ Generate constraints from constraint system in Fig. 5.7
3: CNi ← MakeConstraints(Ni , Cs)
4: for guest function node Ng invoking Ni(q̄) (calling bridge method) do
5: ▷ q̄ is list of formal parameters
6: let Ni(t̄) be the function invocation in Ng

7: ▷ t̄ is the list of actual parameters
8: Pg(tj) ⊆ [qj ] to CNi where tj ∈ t̄, qj ∈ q̄ ▷ add points-to set of tj from Pg(tj)
9: end for

10: for ci ∈ CNi do
11: if ci contains this.fld then
12: replace this in ci by the interface variable b
13: end if
14: end for
15: FN

i = CubicSolver(CNi )
16: F = F ∪ FN

i

17: end for
18: UnifySummary(F , Bmh

)

set() { 
    v = new Secret(); //obj@sec 
    i.setSecret(v); 
}

BridgeClass.setSecret(secret) { 
    this.secret = secret; 
}

[secret] ⊆ [this.secret]

[obj@sec] ⊆ [secret]
[secret] ⊆ [i.secret]

Replace this  

by i

Propagate points-to(v)

to secret

Figure 5.8: Function summary constraints for setSecret

variable (capturing the return value) from the pre-analysis, which already contains inter-
procedural analysis. The collected constraints are then resolved to function summaries.
Algorithm 8 illustrates the procedure to acquire function summary constraints. Given a
bridge callgraph and the pre-analysis, it first generates the function summary constraints
for the bridge callgraph’s function nodes. Note that (except for the root) the function
nodes in a bridge callgraph comprise the (bridged) functions of the host, which provide
functionality to the guest. After obtaining the constraints for these functions, the next
step is to map their formal parameters to the actual invocations’ parameters in the
guest. Fig. 5.8 illustrates the procedure from Line 5 to Line 14. These constraints are
then sent into a cubic solver, which generates the actual function summaries.

Fig. 5.9 shows the constraints and function summaries generated for our example
program. The second column shows the constraints and the third column the resolved
summaries after the cubic solver. In the function foo, we have a single constraint
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Function Constraints Function Summary

foo {obj@iface} ∈ [i ] [i ] ↦→ {obj@iface}
∅ ⊆ [x] [x ] ↦→ ∅

setSecret [secret ] ⊆ [i .secret ] [i .secret ] ↦→ {obj@sec}
{obj@sec} ∈ [secret ]

getSecret [i .secret ] ⊆ [$ret ] [i .secret ] ↦→ ∅
[$ret ] ↦→ ∅

Figure 5.9: Summary constraints and resolved summaries

Algorithm 9 UnifySummary
Require: Function Summaries F
Require: Bridge subgraph B
Ensure: Unified function summaries F
1: for all (x(.e)∗ ↦→ ϕ1, y(.e)

∗ ↦→ ϕ2) ∈ F × F and aliases(x, y) do
2: F [x(.e)∗, y(.e)∗ ↦→ ϕ1 ∪ ϕ2]
3: end for
{obj@iface} ⊆ [i ] which is resolved to [i ] ↦→ {obj@iface}. In the function setValue, we
have two constraints {obj@sec} ∈ [secret ] and [secret ] ⊆ [i .secret ]; they are resolved to
[i .secret ] ↦→ {obj@sec}. In the function getValue, we have a single constraint [i .secret ] ⊆
[$ret ] resolved to [$ret ] ↦→ ∅ and [i .secret ] ↦→ ∅.

5.2.4.2 Unification

As evident in Fig. 5.9, in the setSecret function i.secret corresponds to the guest object
obj@sec; however, in the getSecret function, i.secret remains unknown, despite the fact
that the access paths are identical based on the same interface variable i. To address
this, we combine these summaries according to the access path.

Algorithm 9 shows the algorithm to unify summaries. Two summaries with the same
access path are combined by a union operation, i.e., if ap ↦→ ϕ1 and ap ↦→ ϕ2, then the
unification results in ap ↦→ ϕ1 ∪ ϕ2. The unification is also alias-aware, i.e., aliases of
the base variable in ap are also unified. For simplicity, we assume that the access paths
are not nested. This is a fair assumption since most dataflow analyses are performed on
an intermediate language, which simplifies the language to such a syntax for analysis.
Fig. 5.10 shows the result of unification for the bridge callgraph shown in Fig. 5.6. This
step unifies the summaries based on the access paths and aliased access paths. First, the
analysis resolves the data flow across bridge functions by comparing the access paths,
and then it updates the corresponding points-to sets. Therefore, i .secret points to the
guest object obj@sec across all functions participating in the bridge callgraph.

5.2.4.3 Summary Injection

After summary unification, the analysis has resolved the data flows across the bridge
callgraph. The analysis, in particular, resolved the operations in bridge methods, i.e.,
host language functions called from the guest interface. Two tasks remain: First, trans-
lating the analysis summaries to be compatible with the analysis models adopted by
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i	↦	{obj@iface}	
x	↦	∅	

i.secret	↦	{obj@sec}	
secret	↦	{obj@sec}	
$ret	↦	{obj@sec}

UNIFYSUMMARY

i	↦	{obj@iface}	
x	↦	∅

secret	↦	{obj@sec}	
i.secret	↦	{obj@sec} i.secret,	$ret	↦	∅

foo

getSecret
setSecret

UNIFYSUMMARY

UNIFYSUMMARY

Figure 5.10: Unification for the bridge callgraph in Fig. 5.6
the host and guest languages. Second, propagating the translated summaries to the
invoking functions at the guest side.

The summaries obtained via unification are in the access path format; however, we
need to translate them to the host and guest languages’ analysis models to reuse them in
the host and guest. Notably, we translate the access path format to their native format.
The two levels of sensitivities involved in the underlying analysis, calling context and
field sensitivity, are of particular relevance. Since the bridge functions are invoked
through interface variables in the guest applications, the context of the host method is
assigned in the bridge callgraph. Following that, we classify field sensitivity according
to how the underlying analysis handles field operations; as field-sensitive, field-based, or
field-insensitive. The analysis determines the appropriate field sensitivity representation
depending on the type of underlying analysis.

Considering the running example, the analysis resolves that the getSecret function
returns obj@sec. The return value is captured by the variable g in getAndLeak; how-
ever, at this stage g has not been resolved and still points to ∅. Consequently, the
analysis misses that g exposes a sensitive value at Line 21. Summary injection performs
this step by retrofitting the pre-analysis with the unified summary. First, the unified
summary information is translated to the host language’s analysis model. The pre-
analysis updates cause an incremental update of the variables impacted by the injected
dataflows. Next, these updates (translated summaries) are propagated to the affected
guest functions.

To show the soundness of SpecializeSummary, we use the notion of safe-approximation
of pointer analysis from Andersen’s Ph.D. thesis [9] defined in 1. Intuitively, a safe ap-
proximation of a pointer analysis is if it computes a set of all objects that a variable may
refer to in runtime. Therefore, an analysis is sound if it produces a safe approximation.
Further, our analysis assumes that the input analyses are also safe approximations.

Definition 11. (Safe Approximation). Let C be the set of objects pointed by an access-
path v .f in all possible concrete executions of the program. An analysis computes the
safe approximation if Analysis(v .f ) ⊇ C.

Lemma 1. (Safe approximation of UnifySummary). Assuming x(.e)∗ ↦→ O1 and
y(.e)∗ ↦→ O2 are safe approximations, UnifySummary terminates and on termination
also computes the safe approximation of x(.e)∗, y(.e)∗.

Proof. Observe that lines 1 and 3 in Algorithm 9 join the function summaries for each
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Algorithm 10 InjectSummary

Require: Projection Rf

Require: pre-analysis host Ph, guest pre-analysis Pg
Require: Function Summary Ff of a function f
Ensure: updated pre-Analysis Pmodular

1: P ← Pg ∪ Ph
2: Rf

∆ ← ∅ ▷ Updated Projection
3: for all (accesspath, heap) ∈ Ff do
4: if accesspath is a simple variable var then
5: Rf

∆ = Rf
∆ ∪ {(var , heap, ctxt)} for any ctxt ∈ Rf

6: end if
7: if accesspath is a field access x.f then
8: FieldSensitive analysis: Rf

∆ = Rf
∆ ∪ {(oi, f, heap) | ∀oi ∈ P(x)}

9: FieldInsensitive analysis Rf
∆ = Rf

∆ ∪ {(oi, heap) | ∀oi ∈ P(x)}
10: end if
11: end for ▷ Update the guest projection to include resolved host projection
12: for f ′ ∈ Gguest invoking f , which is a bridge method do

▷ Propagate host function’s (f) return variable to guest (f ′), adapting
variable name.

13: Rf ′
= Rf ′ ∪Rf

∆[$ret ]
14:
15: end for
16: Pmodular = P ∪Rf ′

pair of aliased variables. Therefore, it produces x(.e)∗, y(.e)∗ ↦→ O1 ∪O2, which is also
a safe approximation. Termination is straightforward as the algorithm runs over a finite
pair of aliased variables.

Theorem 2. (Termination and correctness). The procedure SpecializeSummary ter-
minates and computes a safe approximation Fs for a function f .

Proof. Observe that the constraints compute Andersen’s style inclusion-based pointer
analysis. Objects are represented by the set of abstract heap objects taken from the
input analyses. Rule New and Func include the objects from the input analyses. The
remaining constraints are standard Andersen’s analysis constraints, which propagate the
solutions from the constraint variables on lhs to that on the rhs. Considering Lemma 1,
UnifySummary computes the safe approximation over aliased variables pairs.

Regarding termination, the New and Func initialize a finite number of heap objects.
The remaining rules propagate the corresponding finite points-to sets until it saturates
(CubicSolver). From Lemma 1, UnifySummary runs over the finite set of summaries
computes.

Algorithm 10 shows the steps for summary injection. For a given function f , it takes
the analysis snapshot of f as an input. We denote this snapshot as a projection of a
function. Formally, we define the projection as:

Definition 12 (Projection). A projectionRf =
⋃︁

v∈def (f){(v, h, ctxt) | h = pointsTo(v, ctxt)}
for a function f is a set of points-to sets for the variables defined in the function f under
a context ctxt .
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(a) Summary Injection in methods

Method Before Summary Injection After Summary Injection

foo ⟨i, ctx⟩ ↦→ {obj@iface} ⟨i, ctx⟩ ↦→ {obj@iface}
⟨x, ctx⟩ ↦→ ∅ ⟨x, ctx⟩ ↦→ {obj@sec}

setSecret ⟨i.secret, ctx′⟩ ↦→ {obj@sec} ⟨i, secret, ctx⟩ ↦→ {obj@sec}

getSecret ⟨i.secret, ctx′⟩ ↦→ {obj@sec} ⟨i, secret, ctx⟩ ↦→ {obj@sec}
⟨ret, ctx′⟩ ↦→ {obj@sec} ⟨ret, ctx⟩ ↦→ {obj@sec}

set ⟨v, ctx′⟩ ↦→ {obj@sec} ⟨i.secret, ctx′⟩ ↦→ {obj@sec}

getAndLeak ∅ ⟨g, ctx′⟩ ↦→ {obj@iface}

(b) Analysis before and after summary injection

Figure 5.11: Summary Injection for Listing 5.1 and Listing 5.2
For the function f in the bridge graph, our analysis gets the function’s context and

produces a projection of the analysis. Intuitively, projection is the points-to sets of the
variables defined in the function for a context ctxt. Algorithm 10 uses the projection of
the analysis to inject the dataflow facts obtained from unification. Along with the pro-
jection, the algorithm accepts the function summary of a function f in access-path for-
mat, and information on how the function handles field operations — either FieldSen-
sitive or FieldBased or FieldInsensitive. Earlier research [109, 30, 107, 40, 18, 77]
shows that these are the primary techniques for handling field operations, and hence, we
confine our algorithm to those. Line 3 to 11 translate the obtained summary informa-
tion in access-path representation to the analysis-supported representation. In Line 5,
the translated points-to-set for the simple variables are added to the projection. Line 8
incorporates the translated points-to-set for field-sensitive analysis and Line 9 for the
field-insensitive variables. In the following step, the modified host projection (of the
bridge method) is propagated to the calling guest method (connected via the bridge
method edge in bridge graph). Finally, the pre-analyses are revised and translated pro-
jections are included. With these revisions, the analysis has successfully resolved all key
operations for (one) bridge callgraph’s inter-language operation.

Fig. 5.11 summarizes the output of the summary injection to the pre-analysis. The
second and third columns depict a snapshot of the analysis prior to and following the
summary injection. The return value of the getSecret method has been updated to
{obj@sec} as a result of the summary unification. Since getAndLeak invokes the
function getSecret, the summary injection automatically propagates the updated re-
turn value to getAndLeak, and the points-to set of g now contains {obj@sec}. The
bridge callgraph includes the connection from getAndLeak to foo, and consequently,
the {obj@sec} is propagated to the variable x.
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Figure 5.12: Multiple Bridge callgraphs
Lemma 2. Line 3 to 11 (Algorithm 10) preserves monotonicity. For a function f , let
Rf and ˆ︁Rf be its projections before and after summary injection. Then, Rf ⊆ ˆ︁Rf .

Proof. Given the safe approximation of the function f as Fs. Without loss of generality,
let Fs is a set of summary relations, say, {(a, h) | (a, h) ∈ Fs}. At each step in
the loop between Line 3 and Line 11 transforms a summary relation (a1, h1) to the
corresponding field-sensitive or field-insensitive analysis and adds it to Rf . Therefore,ˆ︁Rf = Rf ∪

n⋃︁
i=0

(ai, hi) which is monotonic.

Theorem 3. InjectSumary preserves monotonicity and terminates.

Proof. Line 12-15 (Algorithm 10) propagates the return value in the bridge subgraph
to the method in the guest callgraph and adds it to Rf . Finally, at line 16, it adds the
Rf to the unified input analyses P and gives Pmodular = Rf ∪P. Therefore, it preserves
monotonicity.

5.2.5 Multiple Bridge Calls

As is, bridge calls originating from different host functions will produce multiple bridge
subgraphs, thus (potentially) generating a list of disconnected bridge subgraphs as
shown Fig. 5.12. Assume bridge subgraph Bj comes after Bi, Bk after Bj in the topo-
logical ordering of the callgraph G. If the analysis resolves the data flows for the bridge
subgraph Bi, then InjectSummary will propagate the changes down the call-graph.
In the next iteration of the algorithm, say for Bj , the analysis needs to start with the
updated information incorporating the changes introduced by Bi. We use a topological
ordering of the bridge subgraphs and a worklist initialized with the topological order to
process the list of bridge subgraphs.

5.2.6 Limitations

Figure 5.1 only allows programs as parameters to eval, so no dynamically computed
target. In practice this is not a restriction in contemporary programs but could be
lifted with additional analysis [42, 11]. Our approach uses may aliases of the interface
object on the guest side. Thus, our analysis may yield imprecise results when a bridge
method has the same name and arity as the guest method. However, this is a general
limitation of static analysis; besides, we have not seen such occurrences in our dataset.
The language assumes that bridge interfaces are specified and their type is known to
the analysis to identify InterfaceVars. This is a fair assumption as modern languages



5.3. DISCUSSION 85

specify the syntax and semantics of these markers, e.g., Android defines WebView APIs
for bridge interface. Considering this, our analysis assumes that methods invoked via
interface objects are statically resolved, i.e., dynamic binding is not applicable to the
bridge class’s methods invoked via interface objects; our analysis obtains statically
resolved interface objects from the pre-analysis. Further, the language assumes that
the objects are bound to the heap, i.e., it does not consider the pointer reference and
dereference operations.

5.3 Discussion

Figure 5.1 only allows programs as parameters to eval, so no dynamically computed
target. In practice this is not a restriction in contemporary programs but could be
lifted with additional analysis [42, 11]. Our approach uses may aliases of the interface
object on the guest side. Thus, our analysis may yield imprecise results when a bridge
method has the same name and arity as the guest method. However, this is a general
limitation of static analysis; besides, we have not seen such occurrences in our dataset.
The language assumes that bridge interfaces are specified and their type is known to
the analysis to identify InterfaceVars. This is a fair assumption as modern languages
specify the syntax and semantics of these markers, e.g., Android defines WebView APIs
for bridge interface. Considering this, our analysis assumes that methods invoked via
interface objects are statically resolved, i.e., dynamic binding is not applicable to the
bridge class’s methods invoked via interface objects; our analysis obtains statically
resolved interface objects from the pre-analysis. Further, the language assumes that
the objects are bound to the heap, i.e., it does not consider the pointer reference and
dereference operations.

5.4 Implementation

We developed a prototype implementation of our approach called Conflux. Conflux cur-
rently supports analysis of Java-C programs and Java-Python programs, and with minor
modifications, it can generalize to other programming language combinations. Con-
flux is implemented in Java, consists of about 5k lines of code, and builds on top of the
WALA analysis framework [21] for analyzing Java and Python. For analyzing C/C++
programs, we choose SVF [112, 113], a popular tool for C/C++ dataflow analysis.
Conflux can be instantiated to run with other analyses with some engineering efforts.

For analyzing Android NDK programs, Conflux takes the android apk file as input.
It uses the retdec decompiler [14] to lift the NDK libraries bundled in the apk file to
LLVM. For analyzing Graal Polyglot APIs, it takes the Java jar files and Python sources
as input.

5.5 Evaluation

We empirically evaluate Conflux ’s efficacy in resolving the inter-language operations in
multilingual applications. To demonstrate the generalizability of Conflux to other inter-
operable languages, we evaluate Conflux on two multilingual programming models: (1)
Java-C communication in Android NDK apps and (2) Java-Python applications using
GraalVM. Java-C communication is manifested in Java (or Android) applications that
use system-level features for various reasons, such as performance or interfacing with
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the hardware. Java-Python apps in our dataset use the GraalVM Polyglot API. Our
evaluation is designed to address the following research questions:

1. How does Conflux compare to the state-of-the-art multilingual analyses in terms
of precision and scalability? (Section 5.5.1)

2. Can Conflux generalize to other multilingual programming models? (Section 5.5.2)

All the experiments were performed on a laptop running macOS 13 with a 10-Core M1
Pro processor and 32 GB RAM.

5.5.1 Comparison to the state-of-the-art

Recent years have seen a few research tools [66, 100, 79, 123, 20] to address the analysis
of multilingual apps. C-summary [66] and Jucify [100] are two recent multilingual
analysis tools, and they have been shown to overcome limitations of previous works.
Thus, we compare Conflux with C-summary [64] and Jucify [26].

Subject apps. To evaluate the first research question, our criteria for selecting the
subject apps is dictated by two aims: (1) include apps from the C-summary and Ju-
cify dataset to avoid selection bias, and (2) evaluate Conflux on various Java and C
communication patterns. Considering these choices, we compiled 23 Android JNI apps
from the widely used NativeFlowBench [12, 123] and 16 popular apps from the Google
play store. NativeFlowBench is an Android app benchmark that includes various inter-
language communication features. Each app in this benchmark has a ground truth.

Next, we assess all tools on the following parameters: (1) whether it can discover
the callgraph edges from the host-to-guest language and vice-versa, and (2) whether it
can discover the reachable methods in the guest language to generate a whole-program
call-graph. Table 5.1 and 5.2 contains the subject apps and shows the evaluation results
of Conflux , C-Summary, and Jucify on them. The first column shows the subject apps.

Our Experience with C-summary The evaluation uses a few symbols to illustrate
the results. The second column contains the results obtained from C-summary. The
symbol □ indicates that the analysis was able to detect the function signature but
failed to synthesize the function definition. In our experiments, in 11 out of 19 apps,
C-summary failed to synthesize a function definition. This happens when a program
has complex pointer operations (such as pointer arithmetics) or method overloading; for
example, programs use string library operations such as strcpy, which do not have the
source code. The symbol ⊤ indicates the tool could identify the function signature but
generated an empty program such as Java.Top(), which essentially returns the set of all
heap allocations (imprecise analysis result). In six out of 19 apps, C-summary generated
an empty program. This happens when object field load and store methods are accessed
in native code. For example, in the benchmark app complexdata_stringop, C-summary
generates an empty program for the Java methods GetFieldID and GetObjectClass.
The symbol ✗ indicates that a tool could neither identify the function signature nor
synthesize the program. In six out of 19 apps, C-summary showed this behavior. This
happens in two cases: (1) intent operations over native classes and (2) operations not
handled by C-summary such as arrays or global variables, which are reported limitations
of their framework [66]. Thus, C-summary could not synthesize the required program for
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Table 5.2: Analysis results on large-scale apps.

Benchmark C-Summary JuCify Conflux
Analyze IL Detected Analyze NJ EJ NC EC IL Time (in sec)

Airmessage - ✗ ✓ 53987 30886 169 141 4 30
Apple Music - ✗ ✓ 51867 28760 8334 3055 8 72

Arte - ✗ ✗ 57224 31237 74 31 0 480
ClearScore - ✗ ✗ 50834 31063 344 321 0 30

CommonsLab - ✗ ✓ 28817 16576 447 348 14 15
FPLayAndroid ⊤ ✗ ✓ 5052 2316 294 238 14 240

FairEMail ⊤ ✗ ✓ 59766 40214 3854 1116 5 85
JioMoney - ✓ ✗ 50002 22904 299 232 2 27
NetGuard - ✓ ✗ 12159 6448 333 168 2 5

PCAPdroid ⊤ ✗ ✓ 54270 28835 613 303 3 29
Proton VPN ⊤ ✗ ✓ 56217 31253 56217 8 1 54

Spotify - ✓ ✗ 59690 33736 439 177 0 600
Spotify Lite - ✗ ✓ 51728 31234 843 434 8 390
TermOne ⊤ ✗ ✗ 47352 24365 48 30 0 22
Termux ⊤ ✗ ✓ 15656 9603 77 36 6 6

TimidityAE ⊤ ✗ ✓ 15278 8275 187 127 6 1

further analysis by Android analysis tools, thus hiding the functions reachable through
the bridge interfaces. In many cases it could only identify the function definitions used
to find reachable native functions from the Java (Android) side.

Our Experience with JuCify The third column contains the results obtained from
Jucify. ⪹ denotes that Jucify’s call graph underapproximates the actual call graph.
Nbj , Ebj shows the number of nodes and edges in the call graph before JuCify. Naj ,
and Eaj show the change in the number of nodes and edges (except the interlanguage
edges) in the call graph after JuCify. In our evaluation, JuCify does not report the
inter-language edges properly; thus, we manually went through the call graph logs to
identify interlanguage edges reported in IL (for microbenchmark). Due to the sheer
volume of the logs and lack of truth value in large-scale apps, we did not manually
analyze them. JuCify partially detects the interlanguage edges in 15 out of 23 apps.
In three apps, it fails to generate the call graph for the whole program owing to the
limitations of the underlying Soot framework. During the evaluation, we observe that
Jucify cannot correctly compute the call graph for the native component due to the
limitations of symbolic execution of the binary, especially for those operations arising
out of the pointers (such as pointers to JNIEnv). Unfortunately, these operations are
ubiquitous owing to the interfaces of JNI communication, which have been addressed
by Conflux.

Conflux ’s Results Conflux uses SVF (for C/C++) and Wala (for Java) as the pre-
analyses. We configured SVF to run with the entrypoints defined in the host language
analysis. Based on the entrypoints, it triggers SVF to analyze the guest functions in
the environment and collects the results. Consequently, SVF identifies the reachable
functions in the guest language and Conflux combines the analysis result with those
obtained from Wala to build an inter-language call graph. The columns NJ and EJ

show the number of call graph nodes and edges identified by the respective pre-analyses.
The numbers are significantly high considering the size of the benchmarks because
Wala includes a number of libraries by default [91], which increases the call graph
size. The column IL reports the interlanguage edges in the call graph, i.e., the edges
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which go from Java to C and vice-versa. Column EC shows the edges identified by
SVF. Conflux identifies the inter-language edges in 19 out of 23 benchmarks, i.e., it
identifies the methods which would have been previously reported unreachable with
Wala. In the remaining four cases, Conflux does not identify the entry point where
native code is invoked via intents, which is expected as middleware-based inter-language
communication is out of the scope of this study. Intent resolution tools [68, 124, 117]
could supplement Conflux to resolve these entrypoints.

In 19 out of 23 subjects, Conflux builds the complete inter-language call graph.
Conflux leverages the strength of individual analyses and maps required call edges
from host-to-guest and vice-versa.

Scalability To evaluate the efficacy of Conflux on real-world apps, we downloaded 50
popular and recent apps from the Google play store. To filter out NDK apps, we vetted
their decompiled code for the presence of shared object files, resulting in 16 apps. These
apps include popular apps such as Spotify, and Apple Music. We share a few apps in
our dataset with those evaluated by C-summary.

The first part of the bottom half of Table 5.1 shows the results obtained on these
apps from C-Summary. Since C-summary is designed to run on source code, we ran
it on seven apps that are open-source. In all of these apps, C-summary synthesized
imprecise programs (statement containing Java.Top()).

The second part of Table 5.1 shows the results of our analysis on these apps. Our
analysis scales for many popular apps and analyzes relatively large apps such as Spotify
within 10 minutes (median around 2 minutes). Among these, Conflux was able to
identify inter-language call graph edges in 12 out of 16 apps. Again, in the other four
apps, guest functions were called through intents, which are out of scope. To validate
the number of inter-language edges, we scanned the decompiled files for the presence of
native markers in the binary. Two authors independently validated these results.

In 12 out of 16 large apps, Conflux successfully builds the interlanguage call graph
in about 2 minutes on average. It demonstrates that combining the individual
analyses via Conflux is a promising direction for a scalable dataflow analysis in
multilingual applications.

5.5.2 RQ2: Analysis of Java-Python programs with GraalVM

To evaluate the generalizability of our approach, we applied Conflux to Java-Python-
based GraalVM programs. GraalVM’s Polyglot API is relatively new, and we could not
find many projects using Java-Python-based communication on GitHub. To curate the
apps, we selected projects with the keyword graalpython and those importing the class
(or subclasses) of org.graalvm.polyglot.Context. Out of the seven results we obtained
on Github, we searched for the presence of Python code snippets and files. Finally,
we confirmed two applications with Java as the host language and Python as the guest
(Table 5.3). We also develop an additional microbenchmark for analysis, in total, having
three micro-benchmarks for study. In BM-1 [2], Java setter and getter methods are
invoked from Python. BM-2 [3] invokes Java library methods from Python. In BM-
3 [4], Java methods are called from Python (as host).
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Table 5.3: Java-Python apps in GraalVM .

Benchmark Wala-Java Wala-Python Conflux
BM-1 ✓ ✓ ✓

BM-2 ✓ ✓ ✓

BM-3 ✗ ✓ ✗

Conflux leverages the Wala framework as the pre-analysis, configured to one-callsite-
sensitive and field-sensitive for both languages, to obtain the analysis of Java and Python
programs. Conflux successfully analyzed BM-1 and BM-2, and the inter-language func-
tion calls are correctly resolved. BM3 uses Java as the guest language and Python as
the host. Therefore, Wala-Java failed to analyze the program as it requires a main
method, whereas the guest language is used as a library.

RQ2: Conflux can be configured to multiple polyglot frameworks. To exemplify,
Conflux is configured to analyze GraalVM programs, and successfully resolves the
bridge interfaces in two of three Java-Python apps.

5.6 Remarks

In this chapter, we leveraged existing language analyses for analyzing multilingual
programs. We proposed a series of algorithms for the same and demonstrated our
approach’s efficacy with a prototype implementation called Conflux. Our framework
can be employed on combinations of host and guest analyses to take advantage of the
language-specific models. Our analysis neither requires us to remodel the analysis for
multilingual applications nor translate the existing semantics of the guest language to
the host languages, consequently saving a lot of effort in this process. We evaluated
Conflux on multiple apps from two multilingual language models and demonstrate its
efficacy and generalizability.
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Chapter 6
Related Work

6.1 Analysis of Hybrid Apps

Numerous analyses have been proposed for the analysis of Android Hybrid Apps in
the recent past. The analyses range from detecting web-specific vulnerabilities to the
cross-language analysis of the Android WebView. This section walks through all of
these works while showing how our empirical study on WebView and information flow
analysis on WebView compares against these works.

BabelView by Rizzo et al. [97] models JavaScript as a black box. They leverage
static taint analysis to detect unwanted information flows, where the WebView class
is instrumented by the BabelView, which models the attacker. This instrumented app
is then analyzed with a taint analysis, such as FlowDroid [13], to look for possible
vulnerabilities. However, they do not analyze the JavaScript code. In comparison,
our analysis IwanDroid analyzes both Java and JavaScript components, resulting in
fine-grained analyses instead of using JavaScript as a black box.

Zhang et al. [130] performed a large-scale study of the WebView APIs to classify
them into four categories of web resource manipulation. Mutchler et al. [80] conducted
a large-scale study of apps using WebView aiming at the security vulnerabilities present
in these apps. This study focuses only on particular types of vulnerabilities, and they
did not consider the misuse of JavaScript in loadURL. In comparison, our empirical
study with LuDroid performs a large study of the patterns of use of bridge interfaces
and JavaScript patterns by developers.

There is a large body of work on detecting web-specific vulnerabilities. Hidhaya et
al. [51] described the "supplementary event-listener injection attack" in Android Web-
Views. Essentially, such attacks add additional event listeners to the WebView. They
further proposed a tool for automated detection of this vulnerability and its mitigation.
Li et al. [71] discovered a new type of WebView-based attack that they call Cross-App
WebView Infection (XAWI), where malicious content in WebView of one app redirects
it to another activity, which subsequently launches a malicious page. Mandal et al. [75]
proposed a static analysis tool to detect various vulnerabilities in Android Infotainment
applications. To this end, they leverage abstract interpretation to track infotainment
apps’ specific bugs, such as external files’ world-writable permission on Android apps,
among others. Like BabelView, they view the usage of WebView as malicious, which is
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not a precise behavior to track. Fratantonio et al. [33] proposed a static analysis tool
to detect malicious application logic in Android apps. Their approach is based on vari-
ous known static analysis techniques, such as symbolic execution and inter-procedural
control-dependency analysis. In comparison to these works, our empirical study on
WebView again does a comprehensive study of vulnerabilities in WebView. The in-
formation flow analysis focuses on detecting information flow bugs with a novel threat
model, which has not been the case in prior works. Brucker and Herzberg [19] pro-
posed a static analysis to detect security vulnerabilities in Cordova (Java-Javascript)
based applications. This work is close to IWandDroid but only confined to Cordova
applications.

Neugschwandtner et al. [82] proposed two attack scenarios based on when the client
or server is compromised. This work is orthogonal to compromised attack scenarios.
Rather, it is related to providing analysis tools for developers.

Yang et al. [128] examined so-called “Origin Stripping Vulnerabilities” caused by
wrongly using the loadURL method. Kim et al. [59] leveraged abstract interpretation
to design a static analysis that finds privacy leaks in Android applications. Targeting
excess authorization and file-based cross-site scripting attacks, Chin et al. [22] proposed
Bifocals, a tool to detect these vulnerabilities. However, these analyses focused on one
particular part of the problem. Our study aims to analyze all programming patterns
that may potentially lead to vulnerabilities.

Generally, the analysis of unencrypted communication in Android apps is a well-
explored topic [90, 50, 29]. For example, Pokharel et al. [90] demonstrated eavesdropping
attacks on VoIP apps. However, to the best of our knowledge, no previous work has
analyzed the security consequences of unencrypted communication caused by loadURL,
as done in LuDroid. In contrast, our large-scale study with LuDroid (developed by us)
studies the usage of JavaScript in hybrid apps. In this work, we discovered the intricate
programming patterns used by developers through a large-scale study. In contrast to all
these, IwanDroid proposes a confidentiality and integrity violations-based threat model,
which is a fine-grained notion of information leaks.

Lee et al. [63] proposed HybriDroid, a static analysis for hybrid apps based on the
WALA framework. They discussed the semantics of WebView communication, includ-
ing type conversion semantics between Java and JavaScript. In addition, HybridDroid
performed taint analysis, although it does not consider the peculiar semantics of Web-
View. In a later work, Bae [15] formalized an incomplete semantics of the android inter-
operations between Java and JavaScript geared toward detection for MethodNotFound,
again with limited handling of information flow. In addition, HybriDroid does not
provide a comprehensive analysis of hybridization APIs. Compared to this thesis, we
present the full picture of non-trivial data and control flows that occur in Android Web-
Hybridization. IwanDroid performs an information flow analysis of Hybrid apps based
on the additional observations obtained from LuDroid.

6.2 Static Analysis of Multilingual Applications

Multilingual analysis. Lee et al. [66] proposed a modular semantic summary extrac-
tion technique for analyzing Java-C/C++ interoperations. Monët et al. [79] used ab-
stract interpretation for analyzing Python and C programs. JN-SAF [123] by Wei et al.
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used a function summary-based bottom-up dataflow analysis for analyzing Java Na-
tive applications. All these works rely on explicit boundaries between the host and
guest. Also, these works are tied to particular host and guest languages, while our work
is language-agnostic. Buro et al. proposed an abstract interpretation-based frame-
work [20] for analyzing multilingual programs by combining analysis of while and ex-
pression language. Their work proposes a framework based on abstract interpretation
to combine a while and expression language. In comparison, Conflux provides a frame-
work for the pointer and call-graph analyses by combining two unilingual analyses for
imperative programming language.

Recently, a couple of works have also appeared on combining the analysis. These
works are in the spirit of Conflux. Youn et al. (2023) proposed a declarative multilin-
gual analysis [129] embedded in the CodeQL framework to fuse the data flows at the
bridge interfaces. This work is tied to the CodeQL framework while in this thesis, we
have proposed a general framework for combining analyses of imperative/OO languages.
On another note, Negrini et al. (2023) [81] proposed a generic framework, Lisa, for mul-
tilingual static analysis based on a common intermediate representation. They provide
the necessary infrastructure to write program analyses for various languages, where the
developers can customize the analysis for each language and combine those for a mul-
tilingual analysis. Lisa performs a complete dataflow analysis and could benefit from
the call graphs generated by Conflux for an interprocedural analysis.

A number of works have been proposed on analyses of specific multilingual platforms.
JET [70], Li and Tan [103], Kondoh and Onodera [61] analyze bugs occurring at Java
JNI interfaces. Fourtounis et al. [32] scanned native binaries to extract the dataflow
facts used for the analysis in Java. Compared to them, our approach is generic and
not restricted to the JNI calls. One of the closest works to Conflux which we have
compared in the thesis, is Jucify by Samhi et al.. They mapped the native code to Soot
IR for a unified analysis, which again does not benefit from the heuristics to analyze
each language. Turcotte et al. [120] implements a type checker for the correctness of
types for Lua-C programs. In comparison, Conflux implements a pointer and call-graph
analysis.

Modular Analysis of monolingual applications It is orthogonal to our work, yet
these form the backbone of our analysis as input analysis. JAM [84] by Nielsen et al.
proposed a modular call-graph construction for analysis of Node.js applications. Ti-
wari et al. [117] used persistent summaries for resolving inter-component communica-
tion in Android. ModAnalyzer by Schubert et al. [101] leverages the pattern used
by C++ developers to perform a modular analysis of C++ applications and libraries.
Dilling et al. [25] and Whaley and Rinard [126] proposed compositional pointer analy-
ses for C and Java, respectively. Illous et al. [53] proposed a separation logic-based
technique for compositional shape analysis.

Modular analysis for monolingual applications also deserves a mention here, as these
form the backbone of our work. These works are orthogonal, yet they can form the
backbone of our analysis. Dilling et al. [25] proposed a compositional pointer analysis
over function summaries. Dilling et al. [25] proposed a combined escape and points-
to analysis for Java, which utilizes a novel program representation – points-to escape
graph, which denotes the dataflow of the object allocated in one region to another. All
of these analyses are based on a C-like abstract language.
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Compared to these works, Conflux presents a technique for unifying existing pointer
analyses. The approach allows us to unify the data flow across language boundaries
by unifying the dataflow summaries at the bridge interfaces. Conflux can take advan-
tage of the monolingual analysis and combine it with multilingual analysis with some
engineering effort. Conflux is the first framework, to the best of our knowledge, to
combine pointer analyses. This differentiates our approach from the other proposed
static analyses of multilingual apps. C-Summary [66] and Jucify [100], which are the
closest neighbors to Conflux, map the native C/C++ code to corresponding Soot/Wala
IR. In Conflux, we deliberately avoid taking this path. Many static analyses rely on
the heuristics particular to a language, and transforming it to a common IR loses these
benefits.



Chapter 7
Conclusion

This chapter reflects on the goals introduced in the first chapter and briefly outlines
the some of the future directions. The thesis started with the two goals in the 1.2 of
Chapter 1. This chapter reflects on those goals (Section 7.1) and presents the future
work that could emerge from the thesis (Section 7.2).

7.1 Reflections

Goal 1. How vulnerable is the communication between Android and JavaScript
running on WebView?

In this thesis, we developed two tools to study and analyze the problem. The first tool,
LuDroid, performs a lightweight static analysis to extract the JavaScript and analyze the
bridge interfaces. LuDroid detected these code snippets, which were analyzed manually.
With LudDroid, we empirically analyzed the available JavaScript code on benign apps
and malware. We discovered the presence of remote libraries over unsecured protocols,
cases of non-trivial data and control flows that are realizable, and obfuscation. However,
it is unsurprising that these problems exist in multilingual applications, as many studies
have reported them with single-language applications. Nonetheless, we can conclude
from the study that the situation is similar with hybrid apps.

In the next step, we define an information flow analysis for hybrid apps to detect
data leaks at the bridge interfaces. Inspired by the confidentiality-integrity model, we
observed the similarities between the confidentiality-integrity model and information
flow control in hybrid apps. The tool, IWanDroid, performs a demand-driven analysis,
which is localized to the detected bridge objects and the corresponding JavaScript code.
This analysis escapes the need for an explicit whole program analysis to analyze both
Java and JavaScript, which is expensive in terms of time. Our evaluation shows that
IWanDroid analyzes dataflow anomalies in 13 of 15 benchmark applications. In terms
of large apps, it identified 136 integrity and 142 confidentiality violations.

To conclude this question, the interlanguage communication between Android Java
and JavaScript is vulnerable. However, this thesis shows we can devise techniques to
catch any information flow vulnerabilities.
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Goal 2. Is it possible to combine various monolingual program analyses available
for the languages for analyzing multilingual programs?

This problem was inspired by the observation that existing monolingual analyses
have reached a level of sophistication where they can analyze the quirky semantics
of each language. We hypothesized reusing these analyses for a multilingual analysis
is a promising step. We devised the technique, Conflux, and instantiated it for two
implementations, with Android NDK apps (Java and C/C++) and Graal VM polyglot
API (Java and Python). Our evaluation demonstrated that combining analyses with
Conflux framework is possible and practical. Nonetheless, engineering challenges remain
while combining analyses, such as writing interfaces for each framework and interfacing
with the intermediate representation.

7.2 Future Work

The rise in the multilingual programming paradigm will raise the need for advanced
programming tools to aid developers in reliable and secure software development. In this
direction, the adoption of static analysis techniques has grown in popularity. However,
static analysis of multilingual software is in its infancy. Static analysis of multilingual
programs is complex as it requires abstracting the semantics of interaction between the
languages.

7.2.1 Static Analysis of Multilingual Applications

This dissertation proposed a framework, Conflux, for combining existing static analy-
ses. It will be interesting to apply it to other multilingual systems. An example is
WebAssembly binaries, similar to dynamically linked assembly libraries. Programmers
can call methods defined in WebAssembly binary from JavaScript; in this case, We-
bAssembly as a guest language is embedded in JavaScript. Therefore, a combined
call-graph analysis of JavaScript and WebAssembly could benefit from a framework like
Conflux.

In addition, it will also be interesting to study the feasibility of combining different
multilingual environments, in particular, what analyses we can combine and how to
overcome the implementation details. Of special interest will be combining Datalog [57]
based static analysis, or exploring other program representations, such as value-flow
graphs [112], or points-to graph for combining static analyses.

Further, multilingual systems can combine more than two languages. As WebView
can execute JavaScript, Android Java can invoke a JavaScript code, which in turn,
invokes a WebAssembly library. Unsurprisingly, runtime systems support these opera-
tions [38]. Static analysis of such applications will be intriguing as it requires modeling
the three languages, and combining function summaries could help in these analyses.

7.2.2 Information Flow Analysis of Multilingual Applications

Information flow analysis is essential in multilingual program analysis to prevent illicit
data flow. Central to the ideas presented in this topic is the role of function summaries
in unifying analyses and combining various localized analyses. The current state of
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the research on static analysis primarily uses these function summaries to analyze a
single language. In this thesis, we have explored it to model the interlanguage dataflow
in Android WebView. These ideas could be applied to model the semantics of other
interlanguage environments. These analyses will have to precisely model the runtime
semantics of interlanguage communications that have not been explored yet, such as
communication through Android Intents and other message-passing mechanisms.

7.2.3 Interlanguage Analysis of languages with different paradigms

In this thesis, we have analyzed programming languages that follow an imperative pro-
gramming paradigm. However, foreign function interfaces are also present in functional
programming languages, such as Haskell and OCaml. It will be interesting to see a
combined analysis of functional and imperative languages. It will be challenging due to
the different variants of context-sensitivity used in analysis of these languages [16, 76].

7.3 Concluding Remarks

This thesis studies the static analyses for multilingual programs where a significant
challenge in analyzing multilingual programs is modelling the data flow between the
languages. The methods presented in the thesis navigate this challenge in the form
of function summaries. The underlying theme is to construct the function summaries
of the data flow at the interfaces and propagate the resolved data flows to dependent
methods. Towards the end, we give a glimpse of the work that could emerge from the
insights obtained in the thesis. We hope that future research on multilingual program
analysis will gain those insights.





Appendix A

Empirical Study on URLs in
WebViews

LUDroid resolved 3075 distinct URLs. In addition it found 4980 URLs dynamically
created using SDKs. Figure A.1 shows the distribution of protocols in the resolved
URLs passed to the loadURL method. 40.81% of the URLs use the file protocol pointing
to the device’s (trusted) local files, while the remaining point to external (potentially
trusted) hosts. Naturally, developers have more control over these offline local files.
While this is good for trusted entities, malicious entities could easily launch phishing
attacks by designing offline pages that look similar to trusted web pages. Only good
user practices can prevent these attacks from happening: Ideally, APKs should not be
downloaded from other sources than the official Play Store. Additionally, users should
properly verify app metadata and permissions. As local web pages come bundled with
the APK files, they can be taken into account during analysis. However, an analysis
might need to consider several security aspects such as identifying phishing attacks,
discovering privacy leaks, or finding keyloggers.

In addition to local file URLs, we discovered that in 41.24% of the resolved cases
the URL argument was ”about:blank”, which displays an empty page. According to
Android’s WebView [36] documentation about:blank should be used to “reliably reset
the view state and release page resources”. As an example, we discovered about:blank
in the WebViewActivity class of the app com.zipperlockscreenyellow. In this class the
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Figure A.1: Distribution of protocols (rounded values for clarity)

101



102 APPENDIX A. EMPIRICAL STUDY ON URLS IN WEBVIEWS

Listing A.1: WebViewActivity class in com.zipperlockscreenyellow (manually translated to Java
and simplified)

1 webView.removeAllViews ();
2 webView.clearHistory ();
3 webView.clearCache ();
4 webView.loadURL("about:blank");

Social

App Monetization

Web Services

Untrusted/Unknown

Online App Generator

Outsourcing

Mobile Development

ECommerce

27.77

20.94

16.46

13.89

8.64

3.44

1.26

1.15

Figure A.2: Distribution of SDK usage in apps by categories (Top eight)

Table A.1: Selected list of Top-8 SDK hosts, its app share, and a common use case found in
the top SDK categories

Category Host Percent Common Use Case

Social Networking Facebook 20.32 Authentication
App monetization Vungle 1.75 Monetize Apps by targeted advertising
Web Services Google 10.58 Authentication
Online App Generator SeattleClouds 5.99 Unknown (obfuscated)
Outsourcing biznessapps 1.89 Unknown (obfuscated)
Mobile Development PhoneGap 1.52 Platform-independent development
E-Commerce Amazon 1.1 Sales
Others Ons 0.8 Rendering ebooks

method killWebView releases the view’s resources (see Listing A.1). After clearing the
history and the cache this method opens a blank page in the WebView.

Considering network URLs, the most-frequently loaded hosts per category in the an-
alyzed apps are listed in Table A.1. We found that Facebook and Google SDKs are
widely used in apps, primarily for authentication purposes. In addition app monetiza-
tion and customer analytics SDKs are found in 18.04% of the apps (cf. Figure A.2).
Figure A.2 displays all host categories sorted by their share. We found that a majority
of the analyzed apps use social networking SDKs or app monetization SDKs.

Mobile application development frameworks such as Cordova or PhoneGap allow de-
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Table A.2: Five out of 365 loadURL calls using the insecure HTTP protocol

Package Name URL

com.JLWebSale20_11
http://www.dhcomms.com/
applications/dh/cps/google/main_
agreepage01.html

net.pinterac.leapersheep. main http://pinterac.net/dev/
leapersheep/index.php?viewall=1

com.quietgrowth.qgdroid

http://docs.google.com/gview?
embedded=true&url=http://www.
rblbank.com/pdfs/CreditCard/
fun-card-offer-terms.pdf

net.lokanta.restoran. arsivtrkmutfagi

http://images.yemeksepetim.
com/App_Themes/static-pages/
terms-of-use/mastercard/mobile.
htm

com.cosway.taiwan02 http://ecosway.himobi.tw

velopers to use HTML/CSS and JavaScript to develop mobile apps. These libraries
primarily use bridge communication between native Android and web technologies [89].
In our study we found that 1.26% of the apps use these frameworks for mobile applica-
tion development (referred in Figure A.2 as Mobile Development).

The 535 URLs that point to a network resource only reference 147 distinct paths.
This indicates that in many cases identical host and path combinations were requested
by multiple apps. In approximately 1.68% of the external URLs the host’s port was
specified. Additionally, 20.37% of the URLs (HTTP/HTTPS) specify an argument
pattern.

While evaluating URLs we gained several relevant security insights. We found that
11.87% of the calls to loadUrl resulted in unencrypted network traffic, making a total
number of 365 communications. Table A.2 shows five examples of unencrypted HTTP
URLs together with the packages in the corresponding app. The usage of unencrypted
protocols with loadURL may result in eavesdropping and phishing vulnerabilities. An-
other security threat is caused by untrusted SDKs using loadURL. We found a total
of 13.89% apps use untrusted SDKs. However, in this context untrusted may or may
not refer to a malicious SDK. It is non-trivial to classify untrusted SDKs as malicious
due to absence of common patterns in these SDKs. Therefore, we take a conservative
approach where an SDK is untrusted if there is no public information available on the
web. Clearly, security testing of untrusted SDKs is imperative to ensure the integrity
of one’s code. However, many programmers include desired functionalities into their
projects without considering the security implications.

Another interesting observation is the usage of online app development platforms.
These development platforms allow users to build an application with minimal technical
effort and programming background. From the collected data, we found using manual
inspection that approximately 8.64% (cf. Figure A.2) of the apps use an online app
generation platform. A potential threat to these applications is that the developer/app
provider using the online app generators neither has the knowledge about the internal
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details of these apps nor do they perform rigorous testing. A recent study on these online
app generators (OAG) found serious vulnerabilities for various OAG providers [85].
Again, programmers should not rely blindly on the quality of external tools and perform
additional validation of the resulting app’s security properties. Unfortunately, OAGs
are particularly intriguing to developers with low technical expertise, so the creators of
these platforms have a responsibility.

We discovered 18 instances (see e.g. URL for com.quietgrowth.qgdroid in Table A.2)
where a call to loadURL was used to display a PDF via Google Docs, which is considered
a misuse of WebView. To deliver content such files to users the WebView documentation
recommends to invoke a browser through an Intent instead of using a WebView [35]. It
appears that developers prefer users to stay inside the app for viewing documentation,
and thus rather use WebView to accomplish this task.
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